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The costs of terrorism very often come mostly from the fear and consequent reaction
(or overreaction) it characteristically inspires (qualities stoked by the terrorism indus-
try), not from its direct effects which are usually comparatively limited. Therefore,
policies designed to deal with terrorism should focus more on reducing fear and anxiety
as inexpensively as possible than on objectively reducing the rather limited dangers
terrorism is likely actually to pose. Doing nothing (or at least refraining from
overreacting) after a terrorist attack is not necessarily unacceptable, and, despite
U. S. overreaction, the campaign against terror is generally going rather well because,
no matter how much they might disagree on other issues (most notably on war in Iraq),
there is a compelling incentive for states to cooperate to deal with a common problem.

“The chances of any of us dying in a terrorist incident is very, very, very small,” film-
maker-provocateur Michael Moore happened to remark on 60 minutes on February
16, 2003. His interviewer, Bob Simon, promptly admonished, “But no one sees the
world like that.” Both statements, remarkably, are true—the first only a bit more
so than the second.

This article investigates this incongruity. It is devoted especially to exploring the
policy consequences that arise from what author Mark Bowden has characterized as
“housewives in Iowa. . .watching TV afraid that al-Qaeda’s going to charge in their
front door,””! or more generally from the fact that many people have developed what
Leif Wenar of the University of Sheffield has aptly labeled “a false sense of insecur-
ity”” about terrorism in the United States.

Terrorism Generally Has Only Limited Direct Effects

For all the attention it evokes, terrorism—in reasonable context—actually causes
rather little damage and, as Moore suggests, the likelihood that any individual will
become a victim in most places is microscopic. Although those adept at hyperbole
like to proclaim that we live in “‘the age of terror,” the number of people worldwide
who die as a result of international terrorism is generally only a few hundred a year,
tiny compared to the numbers who die in most civil wars or from automobile acci-
dents. In fact, until 2001 far fewer Americans were killed in any grouping of years by
all forms of international terrorism than were killed by lightning. And except for
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2001, virtually none of these terrorist deaths occurred within the United States itself.
Indeed, outside of 2001, fewer people have died in America from international ter-
rorism than have drowned in toilets.

Even with the September 11 attacks included in the count, however, the number
of Americans killed by international terrorism since the late 1960s (which is when the
U.S. State Department began its accounting) is about the same as the number killed
over the same period by lightning—or by accident-causing deer or by severe allergic
reactions to peanuts. In almost all years the total number of people worldwide who
die at the hands of international terrorists is not much more than the number who
drown in bathtubs in the United States.?

Some of this is definitional. When terrorism becomes really extensive we gener-
ally no longer call it terrorism, but war. But people are mainly concerned about ran-
dom terror, not sustained warfare. Moreover, even using an expansive definition of
terrorism and including domestic terrorism in the mix, it is likely that far fewer
people were killed by terrorists in the entire world over the last hundred years than
died in any number of unnoticed civil wars during that century.

Obviously, this could change if international terrorists are able to assemble suf-
ficient weaponry or devise new tactics to kill masses of people and if they come to do
so routinely—and this, of course, is the central concern.” The weapons most feared
in the hands of terrorists are so-called “weapons of mass destruction,” a phrase sys-
tematically and extensively embellished after the cold war to embrace chemical and
biological weapons as well as nuclear ones. This escalation of language is highly
questionable.*

Chemical arms do have the potential, under appropriate circumstances, for pan-
icking people; killing masses of them in open areas, however, is beyond their modest
capabilities. Although they obviously can be hugely lethal when released in gas
chambers, their effectiveness as weapons has been unimpressive, and their inclusion
in the weapons-of-mass-destruction category is highly dubious unless the concept is
so diluted that bullets or machetes can also be included. Biologist Matthew Meselson
calculates that it would take a ton of nerve gas or five tons of mustard gas to produce
heavy casualties among unprotected people in an open area of one square kilometer.
Even for nerve gas this would take the concentrated delivery into a rather small area
of about three hundred heavy artillery shells or seven 500-pound bombs. A 1993
analysis by the Office of Technology Assessment of the U.S. Congress finds that a
ton of sarin nerve gas perfectly delivered under absolutely ideal conditions over a
heavily populated area against unprotected people could cause between three thou-
sand and eight thousand deaths. Under slightly less ideal circumstances—if there was
a moderate wind or if the sun was out, for example—the death rate would be only
one-tenth as great.> Although gas was used extensively in World War I, it accounted
for less than 1 percent of the battle deaths.® In fact, on average it took over a ton of
gas to produce a single fatality.’

Properly developed and deployed, biological weapons could indeed (if thus far
only in theory) kill hundreds of thousands—perhaps even millions—of people.
The discussion remains theoretical because biological weapons have scarcely ever
been used. Belligerents have eschewed such weapons with good reason: biological
weapons are extremely difficult to deploy and to control. Terrorist groups or rogue
states may be able to solve such problems in the future with advances in technology
and knowledge, but the record thus far is unlikely to be very encouraging to them. In
the 1990s, Aum Shinrikyo, a Japanese cult that had some three hundred scientists in
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its employ and an estimated budget of $1 billion, reportedly tried at least nine times
over five years to set off biological weapons by spraying pathogens from trucks and
wafting them from rooftops, hoping fancifully to ignite an apocalyptic war. These
efforts failed to create a single fatality—in fact, nobody even noticed that the attacks
had taken place.® For the most destructive results, biological weapons need to be
dispersed in very low-altitude aerosol clouds: aerosols do not appreciably settle,
and anthrax (which is not easy to spread or catch and is not contagious) would prob-
ably have to be sprayed near nose level. Explosive methods of dispersion may
destroy the organisms. Moreover, except for anthrax spores, long-term storage of
lethal organisms in bombs or warheads is difficult and, even if refrigerated, most
of the organisms have a limited lifetime. The effects of such weapons can take days
or weeks to have full effect, during which time they can be countered with civil
defense measures. And their impact is very difficult to predict and in combat situa-
tions may spread back on the attacker.’

The science with respect to chemical and biological weaponry has been known
with considerable sophistication for more than a century, and that science has
become massively more developed over the last hundred years. Moreover, govern-
ments (not just small terrorist groups) have spent considerably over decades in an
effort to make the weapons more effective. Yet although there have been great
increases in the lethality and effectiveness of conventional and nuclear weapons dur-
ing that time, the difficulties of controlling and dispersing chemical and biological
substances seem to have persisted.

Nuclear weapons, most decidedly, can indeed inflict massive destruction, and it is
certainly reasonable to point out that an atomic bomb in the hands of a terrorist or
rogue state could kill tens of thousands of people. But it may also be worthwhile to
note that making such a bomb is an extraordinarily difficult task and that warnings
about the possibility that small groups, terrorists, and errant states could fabricate
nuclear weapons have been repeatedly uttered at least since 1947,'° and especially
since the 1950s when the “‘suitcase bomb” appeared to become a practical possibility.
It has now been three decades since terrorism specialist Brian Jenkins published
his warnings that “‘the mass production and widespread distribution of increasingly
sophisticated and increasingly powerful man-portable weapons will greatly add to
the terrorist’s arsenal” and that “the world’s increasing dependence on nuclear power
may provide terrorists with weapons of mass destruction.”!! We continue to wait.

Actually, it is somewhat strange that so much emphasis has been put on the
dangers of high-tech weapons at all. Some of the anxiety may derive from the
post—September 11 anthrax scare, even though that terrorist event killed only a
few people. The events of September 11, by contrast, were remarkably low tech
and could have happened long ago: both skyscrapers and airplanes have been
around for a century now.

Two careful reports from the late 1990s—one from the Gilmore Panel, the other
from the General Accounting Office—stress the great difficulties a terrorist group
would have in acquiring and developing devices with the capacity to cause mass
casualties, and they pointedly warn against the worst case scenarios “that have
dominated domestic preparedness planning.”'? The September 11 attackers did
not use such weapons and the anthrax terrorism killed only a few people. Nonethe-
less, those events have caused these sensible warnings to become much neglected.

Thus, recent books by Graham Allison and Joshua Goldstein issue dire warn-
ings about nuclear terrorism. Of particular concern in this are Russia’s supposedly
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missing suitcase bombs—even though a careful assessment by the Center for
Nonproliferation Studies has concluded that it is unlikely that any of these devices
have indeed been lost and that, regardless, their effectiveness would be very low
or even nonexistent because they require continual maintenance.!* And in 2004 tes-
timony, CIA adviser and arms inspector Charles Duelfer stressed that “nuclear
weapons development requires thousands of knowledgeable scientists as well as a
large physical plant.”'* It is also worth noting that, although nuclear weapons have
been around now for well over half a century, no state has ever given another state
(much less a terrorist group) a nuclear weapon that the recipient could use indepen-
dently. There is always the danger that the weapon would be used in a manner the
donor would not approve of—or even, potentially, on the donor itself. Allison thinks
a dedicated terrorist group could get around these problems in time and eventually
produce or procure a “‘crude’” bomb—one that, by Allison’s own admission, would
be “large, cumbersome, unsafe, unreliable, unpredictable, and inefficient.””!”

Goldstein is alarmed because he considers nuclear terrorism to be “not imposs-
ible,”” and Allison more boldly declares his “own considered judgment” that, unless
his policy recommendations (which include a dramatic push toward war with North
Korea) are carried out, “a nuclear terrorist attack on America in the decade ahead is
more likely than not.””'® Allison’s declaration is far more likely to be remembered if
it proves true than if, as is far more likely, it goes the way of C. P. Snow’s once much-
heralded alarmist broadside published in 1961:

We are faced with an either-or, and we haven’t much time. The either is
acceptance of a restriction of nuclear armaments. .. The or is not a risk
but a certainty. It is this. There is no agreement on tests. The nuclear
arms race between the United States and the U.S.S.R. not only continues
but accelerates. Other countries join in. Within, at the most, six years,
China and several other states have a stock of nuclear bombs. Within,
at the most, ten years, some of those bombs are going off. I am saying
this as responsibly as I can. That is the certainty.!’

It should also be kept in mind that September 11 was an extreme event: until then
no more than a few hundred had ever been killed in a single terrorist attack, and dur-
ing the entire twentieth century fewer than twenty terrorist attacks resulted in the
deaths of more than one hundred people. The economic destruction on September
11 was also unprecedented, of course. However, extreme events often remain exactly
that—aberrations, rather than harbingers.'® A bomb planted in a piece of checked
luggage was responsible for the explosion that caused a PanAm jet to crash into
Lockerbie, Scotland, in 1988. Since that time, hundreds of billions of pieces of lug-
gage have been transported on American carriers and none has exploded to down
an aircraft.'® This doesn’t mean that one should cease worrying about luggage on air-
lines, but it does suggest that extreme events do not necessarily assure repetition—
any more than Timothy McVeigh’s Oklahoma City bombing of 1995 has. Since its
alarming release of poison gas in the Tokyo subway in 1995, the apocalyptic group
Aum Shinrikyo appears to have abandoned the terrorism business and its example
has not been followed. Moreover, although there have been many terrorist incidents
in the world since 2001, all (thus far, at least) have relied on conventional methods.?

This should not be taken, of course, to suggest that all extreme events prove
to be the last in their line or that nothing bad ever happens. At the time, World
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War I—<called the Great War for decades—was the worst war of its type. Yet an even
more destructive one followed. Moreover, while Aum Shinrikyo and Qaddafi may be
under control, Al Qaeda and like-minded terrorist groups are unlikely to die out any
time soon: September 11, after all, marked their second attempt to destroy the World
Trade Center. In addition, the suicidal nature of many attacks, while not new, can be
very unsettling because deterring by threatening punishment to the would-be per-
petrator becomes impossible. And, of course, terrorism itself will never go away: it
has always existed and always will.

A central issue, however, is whether such spectacularly destructive terrorist acts
will become commonplace and will escalate in their destructiveness. “Policy must
consider the capacity for action,” notes Russell Seitz, “not intent alone.” The
American communist party comprised a dedicated band of conspirators in league
with foreign enemies who were devoted to using subversion and violence to topple
democracy and capitalism and, if successful, they would presumably have established
a murderous tyranny. The intent was there—but not, as it turned out, the capacity. In
the present instance, one should not, as Seitz continues, “‘equate the modern ubiquity
of high technology with terrorists becoming omniscient or infallible.”?! Although
there is no reason to think Al Qaeda will never strike again, the record suggests that
it will find it difficult to match or top what it accomplished on September 11 and that
terrorism’s destructiveness, despite the creative visions of worst case scenarists, may
well fail to escalate dramatically. Moreover, the extreme destruction of September 11
has raised the bar, possibly reducing the impact of less damaging attacks.

The Costs of Terrorism Very Often Come Mostly from the Fear and Consequent
Reaction (or Overreaction) It Characteristically Inspires

The costs of terrorism commonly come much more from hasty, ill-considered, and
over wrought reactions (or overreactions) to it than from anything the terrorists have
done. For example, responding to several vicious acts of terrorism apparently perpe-
trated by Chechens, the Russian government in 1999 reinstituted a war against the
breakaway republic that has resulted in far more destruction of Russian (and, of
course, Chechen) lives and property than the terrorists ever brought about. Ronald
Reagan bombed Libya in 1986 after terrorists linked to that country had set off an
explosive in a Berlin discotheque killing two people, a raid that then apparently led
to the blowing up of an airliner, killing 270 and toppling the airline company into
bankruptcy.? When two American embassies in Africa were bombed in 1998, killing
over 200 (including a few Americans), Bill Clinton retaliated by bombing a suspect
pharmaceutical factory in Sudan, the loss of which may have led to the deaths of tens
of thousands of Sudanese over time.”> Also bombed were some of Osama bin
Laden’s terrorist training camps in Afghanistan, which caused the Afghan govern-
ment—the Taliban—to renege on pledges to extradite the troublesome and egoistic
bin Laden to Saudi Arabia, made him into an international celebrity, essentially cre-
ated his Al Qaeda organization by turning it into a magnet for funds and recruits,
and converted the Taliban from reluctant hosts to allies and partners.>*

The costs of reaction outstripped those inflicted by the terrorists even in the case
of the September 11 attacks, which were by far the most destructive in history. The
direct economic costs of September 11 amounted to tens of billions of dollars, but
the economic costs in the United States of the much-enhanced security runs several
times that. The yearly budget for the Department of Homeland Security, for
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example, is approaching $50 billion per year while state and local governments spend
additional billions.?® The costs to the tourism and airline industries have also been
monumental: indeed, three years after September 11 domestic airline flights in the
United States were still 7 percent below their pre-September 11 levels, and one esti-
mate suggests that the economy lost 1.6 million jobs in 2001 alone, mostly in the
tourism industry.?® Moreover, safety measures carry additional consequences: econ-
omist Roger Congleton calculates that strictures effectively requiring people to spend
an additional half hour in airports cost the economy $15 billion per year; in compari-
son, total airline profits in the 1990s never exceeded $5.5 billion per year.?” The
reaction to the anthrax attacks will cost the U.S. Postal Service alone some 5
billion—that is, 1 billion for every fatality inflicted by the terrorist.?® Various Sep-
tember 11-induced restrictions on visas have constricted visits and residencies of
scientists, engineers, and businesspeople vital to the economy—restrictions that,
some predict, will dampen American economic growth in a few years.”

The reaction to September 11 has even claimed more—far more—human lives
than were lost in the terrorist attacks. Out of fear, many people canceled airline trips
and consequently traveled more by automobile than by airline after the event, and
one study has concluded that over one thousand people died in automobile accidents
in 2001 alone between September 11 and December 31 because of this.> If a small
percentage of the one-hundred-thousand-plus road deaths since 2001 occurred to
people who were driving because they feared to fly, the number of Americans who
have perished in overreaction to September 11 in road accidents alone could well
surpass the number who were killed by the terrorists on that terrible day. Moreover,
the reaction to September 11 included two wars that are yet ongoing—one in
Afghanistan, the other in Irag—neither of which would have been politically poss-
ible without September 11. The number of Americans—civilian and military—who
have died thus far in those enterprises probably comes close to the number killed
on September 11. Moreover, the best estimates are that the war in Iraq resulted in
the deaths of one hundred thousand Iraqis during its first eighteen months alone.*'
This could represent more fatalities than were inflicted by all terrorism, domestic and
international, over the last century.

In addition, the enormous sums of money being spent to deal with this threat
have in part been diverted from other, possibly more worthy, endeavors. Some of
that money doubtless would have been spent on similar ventures under earlier bud-
gets, and much of it likely has wider benefits than simply securing the country
against a rather limited threat. But much of it, as well, has very likely been pulled
away from programs that do much good. As Clark Chapman and Alan Harris
put it, “our nation’s priorities remain radically torqued toward homeland defense
and fighting terrorism at the expense of objectively greater societal needs.””*? Or,
in the words of risk analyst David Banks, “If terrorists force us to redirect resources
away from sensible programs and future growth, in order to pursue unachievable but
politically popular levels of domestic security, then they have won an important
victory that mortgages our future.”*

The Terrorism Industry Is a Major Part of the Terrorism Problem

The most common reaction to terrorism is the stoking of fear and the encouragement
of overreaction by members of what might be called the “terrorism industry,” an
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entity that includes not only various risk entrepreneurs and bureaucrats, but also
most of the media and nearly all politicians.

There is no reason to suspect that George W. Bush’s concern about terrorism is
anything but genuine. However, his approval rating did receive the greatest boost for
any president in history in September 2001, and it would be politically unnatural for
him not to notice. His chief political adviser, Karl Rove, in fact had already declared
in 2003 that the war on terrorism would be central to Bush’s reelection campaign the
next year.** It was, and it worked. The Democrats, scurrying to keep up, have
stumbled all over each other with plans to expend even more of the federal budget
on the terrorist threat, such as it is, than President Bush.

Meanwhile, Bush’s hastily assembled and massively funded Department of
Homeland Security seeks to stoke fear by officially intoning on the first page of
its defining manifesto that “Today’s terrorists can strike at any place, at any time,
and with virtually any weapon.”*> This warning is true in some sense, of course,
but it is also fatuous and misleading. As Benjamin Friedman notes, ““Telling Kansan
truck drivers to prepare for nuclear terrorism is like telling bullfighters to watch out
for lightning. It should not be their primary concern. For questionable gains in pre-
paredness, we spread paranoia.” Such warnings, continues Friedman, also facilitate
the bureaucratically and politically appealing notion that “if the threat is every-
where, you must spend everywhere,”” and they help develop and perpetrate “a myth
of the all-knowing, all-seeing terrorists.” Threat exaggeration is additionally encour-
aged, even impelled, because politicians and terrorism bureaucrats also have, as
Jeffrey Rosen points out, an “‘incentive to pass along vague and unconfirmed threats
of future violence, in order to protect themselves from criticism” in the event of
another attack.*

Since September 11 the American public has been treated to endless yammering
about terrorism in the media. Politicians and bureaucrats may feel that, given the pub-
lic concern on the issue, they will lose support if they appear insensitively to be down-
playing the dangers of terrorism. But the media like to tout that they are devoted to
presenting fair and balanced coverage of important public issues. As has often been
noted, however, the media appear to have a congenital incapacity for dealing with
issues of risk and comparative probabilities—except, of course, in the sports and finan-
cial sections. If a baseball player hits three home runs in a single game, press reports
will include not only notice of that achievement, but also information about the rarity
of the event as well as statistics about the hitter’s batting and slugging averages and
about how many home runs he normally hits. I may have missed it, but I have never
heard anyone in the media stress that in every year except 2001 only a few hundred
people in the entire world have died as a result of international terrorism.

Even in their amazingly rare efforts to try to put terrorism in context—
something that would seem to be absolutely central to any sensible discussion of ter-
rorism and terrorism policy—the process never goes very far. For example, in 2001
the Washington Post published an article by a University of Wisconsin economist
which attempted quantitatively to point out how much safer it was to travel by
air than by automobile even under the heightened atmosphere of concern inspired
by the September-attacks. He reports that the article generated a couple of media
inquiries, but nothing more. Gregg Easterbrook’s cover story in the October 7,
2002, New Republic forcefully argued that biological and especially chemical weap-
ons are hardly capable of creating ‘““mass destruction,” a perspective relevant not
only to concerns about terrorism, but also to the drive for war against Iraq that
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was going on at the time. The New York Times asked him to fashion the article into
an op-ed piece, but that was the only interest the article generated in the media.

Moreover, the monied response to September 11 has created a vast and often well-
funded coterie of risk entrepreneurs. Its members would be out of business if terrorism
were to be back-burnered, and accordingly they have every competitive incentive (and
they are nothing if not competitive) to conclude it to be their civic duty to keep the pot
boiling. “Dependent on the public for status and recognition,” notes Rosen, terrorism
experts have an “incentive to exaggerate risks and pander to public fears.””*’

Doomsayers are difficult to refute in part because there is more reputational
danger in underplaying risks than in exaggerating them. Disproved doomsayers
can always claim that caution induced by their warnings prevented the predicted
calamity from occurring (call it the Y2K effect). Disproved Pollyannas have no such
convenient refuge.*®

Not only are failed predicters of doomsday rarely held to account, but they have
proved remarkably agile at creative nuance and extrapolation after failure. Thus, in
2004 the terrorism industry repeatedly insisted that some big terrorist event was
likely in connection with (a) the Athens Olympics, (b) the Democratic Party conven-
tion in Boston, (c¢) the Republican parry convention in New York, (d) the election
campaign, or (e) the presidential vote in November. When nothing happened (a ter-
rorist wearing kilts did show up to disrupt the marathon in Athens briefly but this, I
should think, did not count), the argument was floated that a taped encyclical issued
by bin Laden in late October somehow demonstrated that he was too weak to attack
before the election and also that he was marshalling his resources such that the sev-
eral months after the election had now become especially dangerous.* A notable ter-
rorist attack during that interval would have generated hundreds of thousands of
news items not to mention a veritable paroxysm of breast-beating by the terrorism
industry. The absence of an attack during the same time was scarcely noticed.

Members of the terrorism industry are truly virtuosic at pouring out, and poring
over, worst case scenarios—or ‘“‘worst case fantasies,” as Bernard Brodie once
labelled them in different context.*” “Many academic terrorism analyses,” notes
Bruce Hoffman, “are self-limited to mostly lurid hypotheses of worst-case scenarios,
almost exclusively involving CBRN (chemical, biological, radiological, or nuclear)
weapons, as opposed to trying to understand why—with the exception of September
11—terrorists have only rarely realized their true killing potential.”*! That is, if ter-
rorism is so easy and terrorists so omnicompetent, why isn’t there more of it? For
example, why don’t they snipe at people in shopping centers, collapse tunnels, poison
food, cut electrical lines, derail trains, set forest fires, blow up oil pipelines, and cause
massive traffic jams?

Retaining his worst case perspective, however, Joshua Goldstein worries about
terrorists exploding nuclear weapons in the United States in a crowded area and
declares this to be “not impossible” or the likelihood “not negligible.” Meanwhile,
to generate alarm about such dangers and to reshape policy to deal with them,
Graham Allison’s recent book opens by grimly (and completely irrelevantly) recy-
cling Einstein’s failed half-century-old prediction about nuclear war: “Since the
advent of the Nuclear Age, everything has changed except our modes of thinking
and we thus drift toward unparalleled catastrophe.” Both of these members of the
terrorism industry want to massively increase expenditures to hedge against these
“not impossible” scenarios, and Allison designates the North Korean problem a
“supreme priority’”’ and is fully prepared if necessary to launch a war, potentially
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costing a million lives, against that country (and presumably also against Iran) to
reduce the likelihood that his worst case fantasy will materialize. (He would, how-
ever, humanely evacuate Seoul before attacking the North.)*?

But there are, of course, all sorts of things that are “not impossible.” Thus, a
colliding meteor or comet could destroy the earth, Tony Blair or Vladimir Putin
and their underlings could decide one morning to launch a few nuclear weapons
at Massachusetts, George W. Bush could decide to bomb Hollywood, an underwater
volcano could erupt and cause a civilization-ending Tsunami, bin Laden could con-
vert to Judaism, declare himself the Messiah, and hire a group of Italian mafiosi to
have himself publicly crucified.

That is, what we mostly get is fear-mongering, and much of it borders on hys-
teria. An insightful discussion seeking to put the terrorist threat into context was
published in the journal Skeptical Inquirer by astronomers Clark Chapman and Alan
Harris. They suggested that terrorism deserves exceptional attention only “if we
truly think that future attacks might destroy our society.” But, they overconfidently
continued, “who believes that?”** The article triggered enormous response, and
much of—to their amazement—came from readers who believed exactly that. Those
readers have a lot of company in the terrorism industry.

Some prominent commentators, like David Gergen, have argued that the United
States has become ‘“vulnerable,” even “fragile.” Others, like Indiana Senator
Richard Lugar, are given to proclaiming that terrorists armed with weapons of mass
destruction present an “existential” threat to the United States—or even, in colum-
nist Charles Krauthammer’s view, to “civilization itself.”** Allison, too, thinks that
nuclear terrorists could “destroy civilization as we know it” while Goldstein is con-
vinced they could “destroy our society”” and that a single small nuclear detonation in
Manhattan would “overwhelm the nation.”*> Two counterterrorism officials from
the Clinton administration contend that a small nuclear detonation “would necessi-
tate the suspension of civil liberties,”” halt or even reverse “the process of globaliza-
tion,” and “could be the defeat that precipitates America’s decline,” while a single
explosion of any sort of weapon of mass destruction would “trigger an existential
crisis for the United States and its allies.”*® A recent best-selling book by an anony-
mous CIA official repeatedly assures us that our “survival” is at stake and that we
are engaged in a “war to the death.”®’

Apocalyptic alarmism by the terrorism industry reached a kind of pinnacle dur-
ing the orange alert at the end of 2003. At the time Homeland Security czar Tom
Ridge was given bravely to declaring that “America is a country that will not be bent
by terror. America is a country that will not be broken by fear.” Meanwhile, how-
ever, General Richard Myers, chairman of the Joint Chiefs of Staff, was assuring a
television audience that if terrorists were able to engineer a catastrophic event which
killed ten thousand people, they would successfully “do away with our way of life.””*®

The sudden deaths of that many Americans—although representing less than
four thousandths of 1 percent of the population—would indeed be horrifying and
tragic, the greatest one-day disaster the country has suffered since the Civil War.
But the only way it could “do away with our way of life”” would be if we did that
to ourselves in reaction. The process would presumably involve repealing the Bill
of Rights, boarding up all churches, closing down all newspapers and media outlets,
burning all books, abandoning English for North Korean, and refusing evermore to
consume hamburgers. It seems, then, that it is not only the most-feared terrorists
who are suicidal. Ultimately the enemy, in fact, is us.
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However, it does not seem unreasonable to point out that the United States
regularly loses forty thousand lives each year in automobile accidents and still some-
how manages to continue to exist. Or that countries have endured massive, sudden
catastrophes without collapsing: in 1990 and then again in 2003, for example, Iran
suffered earthquakes that nearly instantly killed some thirty-five thousand in each
case, but the country clearly survived the disasters. They were major tragedies, of
course, but they hardly proved to be “existential.” In fact, there is extensive evidence
that the most common reaction to disaster is not self-destructive panic, but
“resourcefulness, civility, and mutual aid.”* The main concern would be that in
the aftermath people would adopt skittish, overly risk-averse behavior that would
much magnify the impact of the terrorist attack, particularly economically. Most
importantly in all this, public and private members of the terrorism industry must
be able to restrain and contain any instinct to destroy their own societies in response
should they ever be provoked. In the meantime, however, as Seitz puts it, “the rhet-
oric of extinction ... serves to inflate into satanic stature a merely evil man.”>

All societies are “vulnerable” to tiny bands of suicidal fanatics in the sense that
it is impossible to prevent every terrorist act. But the United States is hardly “vulner-
able” in the sense that it can be toppled by dramatic acts of terrorist destruction,
even extreme ones. In fact, the country can readily, if grimly, absorb that kind of
damage—as it “absorbs” some forty thousand deaths each year from automobile
accidents.

In 1999, the Gilmore Commission forcefully made a point they considered to be
“self-evident,” but one that nonetheless required ‘“‘reiteration” because of “‘the rhet-
oric and hyperbole with which the threat of CBRN terrorism is frequently couched.”
The point was:

As serious and potentially catastrophic as a domestic CBRN attack
might prove, it is highly unlikely that it could ever completely undermine
the national security, much less threaten the survival, of the United States
as a nation. .. To take any other position risks surrendering to the fear
and intimidation that is precisely the terrorist’s stock in trade.”!

The fact that terrorists subsequently managed to ram airplanes into three buildings
does not render this “self-evident” point less sound, and “‘reiteration” continues to
be required.

Policies Designed to Deal With Terrorism Should Focus More on Reducing Fear
and Anxiety as Inexpensively as Possible than on Objectively Reducing the Rather
Limited Dangers Terrorvism Is Likely Actually to Pose

Where risks are real—as in the cases of smoking, obesity, alcoholism, and auto-
mobile driving—it makes sense to stoke fear: people should be more afraid, less com-
placent, and less in denial about these dangers than they are at present. However,
where the real risks for any given individual are far smaller—as with terrorism, shark
attacks, and airplane flying—fear becomes the problem, and accordingly it makes
policy sense to use smoke, mirrors, and any other handy device in an attempt to
reduce it.

Additionally the reduction of fear and anxiety is in fact actually quite central to
dealing with terrorism. The revolutionary, Frantz Fanon, reportedly held that ““the
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aim of terrorism is to terrify.”” And the inspiration of consequent overreaction seems
central to bin Laden’s strategy. As he put it mockingly in a videotaped message in
2004, it is “easy for us to provoke and bait... All that we have to do is to send
two mujahidin ... to raise a piece of cloth on which is written al-Qaeda in order
to make the generals race there to cause America to suffer human, economic, and
political losses.” His policy, he extravagantly believes, is one of “bleeding America
to the point of bankruptcy,” and it is one that depends on overreaction by the target:
he triumphally points to the fact that the September 11 terrorist attacks cost Al
Qaeda $500,000 while the attack and its aftermath inflicted, he claims, a cost of more
than $500 billion on the United States.”

Since the creation of insecurity, fear, anxiety, and hysteria is central for terror-
ists, they can be defeated simply by not becoming terrified and by resisting the temp-
tation to overreact: as Friedman aptly puts it, “One way to disarm terrorists is to
convince regular Americans to stop worrying about them.”>® The 2001 anthrax
attacks, Hoffman argues, suggest that “five persons dying in mysterious circum-
stances is quite effective at unnerving an entire nation.”>* To the degree that is true,
policies for limiting terrorist damage should focus on such unwarranted reactions.

The shock and tragedy of September 11 does demand a dedicated program to
confront international terrorism and to attempt to prevent a repetition, of course.
But part of this reaction should include an effort by politicians, bureaucrats, offi-
cials, and the media to inform the public reasonably and realistically about the
terrorist context instead of playing into the hands of terrorists by effectively seeking
to terrify the public: in Friedman’s words, “Policies that encourage fear are a self-
inflicted wound.”>> What is needed then, as one statistician suggests, is some sort
of convincing, coherent, informed, and nuanced answer to a central question:
“How worried should I be?” Instead, the message, as one concerned Homeland
Security official puts it, is “Be scared. Be very, very scared. But go on with your
lives.”®

Thus, a sensible policy approach for confronting terrorism might be to stress
that any damage terrorists are able to accomplish likely can be absorbed and that,
while judicious protective and policing measures are sensible, extensive fear and
anxiety over what at base could well prove to be a rather limited problem is mis-
placed, unjustified, and counterproductive. In risk analyst Howard Kunreuther’s
words, “More attention needs to be devoted to giving people perspective on the
remote likelihood of the terrible consequences they imagine.”>’ That would seem
to be at least as important as boosting the sale of duct tape, issuing repeated and
costly color-coded alerts based on vague and unspecific intelligence, and warning
people to beware of Greeks, or just about anybody, bearing almanacs.

What we need, then, is more pronouncements like the one in a recent book by
Senator John McCain: “Get on the damn elevator! Fly on the damn plane! Calculate
the odds of being harmed by a terrorist! It’s still about as likely as being swept out to
sea by a tidal wave. .. Suck it up, for crying out loud. You’re almost certainly going
to be okay. And in the unlikely event you’re not, do you really want to spend your
last days cowering behind plastic sheets and duct tape? That’s not a life worth living,
is it?””°® But admonitions like that are exceedingly rare, almost nonexistent. Instead,
we get plenty of alarmism from the terrorism industry and almost nothing—nothing—
about realistic risks and probabilities.

For example, there is at present a great and understandable concern about what
would happen if terrorists are able to shoot down an American airliner or two,
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perhaps with shoulder-fired missiles. Obviously, this would be a major tragedy in the
first instance. But the ensuing public reaction to it, many fear, could come close to
destroying the industry. It would seem to be reasonable for those with that fear to
consider the following: how many airliners would have to crash before flying
becomes as dangerous as driving the same distance in an automobile? It turns out
that someone has made that calculation. The conclusion is that there would have
to be one set of September 11 crashes a month for the risks to balance out. More
generally, they calculate that an American’s chance of being killed on one nonstop
airline flight is about 1 in 13 million (even taking the September 11 crashes into
account), while to reach that same level of risk when driving on America’s safest
roads (rural interstate highways) one would have to travel a mere 11.2 miles.>

Or there ought to be at least some discussion of the almost completely unad-
dressed but seemingly obvious observation that, in the words of risk analyst David
Banks, “It seems impossible that the United States will ever again experience take-
overs of commercial flights that are then turned into weapons—no pilot will relin-
quish control, and passengers will fight.”” The scheme worked in 2001 because the
hijackers had the element of surprise working for them: previous airline hijackings
had mostly been fairly harmless as hijackers generally landed the planes someplace
and released the passengers. The passengers and crew on the fourth plane on
September 11 had fragmentary knowledge about what the earlier hijackings that
day had led to, and they prevented the plane from reaching its target. This is likely
to hold even more for any later attempted hijackings. Nonetheless, notes Banks,
“enormous resources are being invested to prevent this remote contingency.” There
is a distinction, he argues, ““between realistic reactions to plausible threats and hyper-
bolic overreaction to improbable contingencies.””*

It is easy, even comforting, to blame politicians, bureaucrats, experts, and the
media for the distorted and context-free condition under which terrorism is so often
discussed. In many respects, however, that circumstance arises not so much from
their own proclivities, but rather from those of their customers. In Tocqueville’s
words, “the author and the public corrupt one another at the same time.”®' That
is, hysteria and alarmism often sell.

In the end, it is not clear how one can deal with the public’s often irrational, or
at least erratic, fears about remote dangers. Some people say they prefer dangerous
forms of transportation like the private passenger automobile (the necessary cause of
over 3 million American deaths during the twentieth century) to safe ones like com-
mercial airliners because they feel they have more “control.” But they seem to feel no
fear on buses and trains—which actually are a bit more dangerous than airplanes—
even without having that sense of control and even though derailing a speeding train
or crashing a speeding bus are likely to be much easier than downing an airliner. And
people tend to be more alarmed by dramatic fatalities—which the September 11
crashes certainly provided—than by ones that cumulate statistically. Thus, in the
United States the 3,000 deaths of September 11 inspire far more grief and fear than
the 150,000 deaths from auto accidents that have taken place there since then.

In some respects, fear of terror may be something like playing the lottery except
in reverse. The chances of winning the lottery or of dying from terrorism may be
microscopic, but for monumental events which are (or seem) random, one can irre-
levantly conclude that one’s chances are just as good (or bad) as those of anyone else.

The communication of risk, then, is no easy task. Risk analyst Paul Slovic points
out that people tend greatly to overestimate the chances of dramatic or sensational
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causes of death; that realistically informing people about risks sometimes only makes
them more frightened; that strong beliefs in this area are very difficult to modify;
that a new sort of calamity tends to be taken as a harbinger of future mishaps; that
a disaster tends to increase fears not only about that kind of danger but of all kinds;
and that people, even professionals, are susceptible to the way risks are expressed—
they are far less likely, for example, to choose radiation therapy if told the chances of
death are 32 percent rather than that the chances of survival are 68 percent.®® Studies
have also shown that when presented with two estimations of risk from reasonably
authoritative sources, people choose to embrace the high risk opinion regardless of
its source; that is, there is a “predilection toward alarmist responses and excessive
weighting of the worst case scenario.””®?

Risk tends to be more nearly socially constructed than objectively calculated.®*
Nevertheless, risk assessment and communication should at least be part of the
policy discussion over terrorism, something that may well prove to be a far smaller
danger than is popularly portrayed.

An unorthodox, but potentially beneficial, policy approach might be systemati-
cally to determine which policy measures actually do reduce fear and then to put the
least expensive of these into effect. If a measure actually does increase safety, that
would be all to the good. But since the dangers terrorists present appear to be quite
minor (barring some very massive technological breakthroughs on their part), the
actual effect on safety would be only a secondary consideration. Indeed, any pro-
blems caused by radiological, chemical, and perhaps biological weapons are likely
to stem far more from the fear and panic they may induce than from the direct harm
the weapons may inflict themselves, so in these cases the potential for fear and panic
should be a primary concern, not an ancillary one.

Thus, to the degree that people are less fearful when they have a sense of control,
policies should seek to advance that rather vaporous quality whether it actually
makes them safer or not. For example, if some people somehow sense they gain
control when they purchase duct tape and plastic sheeting, that act would be of
value—not because it reduced danger but because it reduced anxiety.

Instead of maintaining that the terrorists might strike anywhere at any time, and
thereby stoking the fear of random violence, it might make sense to suggest that only
certain (relatively small) areas are primarily at risk. If the benefit from the reduction
of fear in the excluded areas is greater than the costs of fear enhancement in the
designated ones, the measure would presumably be, on balance, sound public policy.

Policy makers might also be on the lookout for cheap, even costless, measures
that could reduce fear. For example, when concerns about shark attacks soared in
the summer of 2001, a Florida commission heroically forbade the feeding
of sharks.®> Whether this measure actually reduced fears is a matter for empirical
investigation, but if it did its value certainly outweighed its cost.

It might also be useful to plumb the “cry wolf” phenomenon for possibilities.
The boy who repeatedly and alarmingly proclaims to his village that he has seen a
wolf among the sheep ends up relaxing fear because people become less concerned
about wolves when his alarms repeatedly prove false. Therefore if there are in fact
no threatening wolves out there, or if the villagers generally are more concerned
about wolf attacks than is objectively justified, he is providing a community service
by reducing fear.

However, for this to work there are four special issues. First, because the people
in charge are aware of the cry wolf problem, it is important that they not give in to
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the temptation to refrain from issuing too many warnings after they have been
repeatedly mistaken: they must keep it up. Second, the warnings must be specific
enough to be falsifiable: according to one version, Aesop’s boy cries “Wolf! Wolf!
The wolf is chasing the sheep!”—a claim the villagers are able quickly to falsify.
He does not issue such unfalsifiable outcries as “I have intercepted some chatter
recently suggesting that a wolf might chase the sheep at some time in the indefinite
future, or, then again, maybe not.” Third, it would be important to consider the cost
of the alert itself: for example, orange alerts cost the Los Angeles airport alone
$100,000 per day.°® And fourth, it is crucial to the process that the community
remembers the false alarms and tallies them up. In the real world, doomsday scenar-
ists are rarely held to account because few remember their extravagant predictions
when they fail to materialize.

Taking the last point more generally, a useful public service would be to cumu-
late a record of the many false warnings that have been issued by the Department of
Homeland Security and by the terrorism industry, and to publicize them routinely
and repeatedly. Although each warning has tended to elevate short-term concern,
the cumulative impact of the series of false alarms could be—if people are jogged
into remembering them—to reduce fears beneficially. There are, in this regard, a
number of studies indicating that trust in the source of the information can be
important.®” The Department of Homeland Security and President Bush tend to
enjoy considerable trust on this issue, and they have been, mostly inclined to stoke
fears of terrorism. Efforts to undermine their credibility, therefore, could potentially
have the effect of reducing fear.

Some studies suggest that people deeply angered at the September 11 attacks
also tended to be less fearful.®® It is not clear how one stokes anger rather than fear,
nor is it clear that doing so would necessarily be a good idea. But further research on
this issue might be of value.

Studies should also be made of safety measures currently in effect, with an eye
toward reducing costs. For example, one might suspect that airline passengers are
not made to feel any safer because they are often forced to remove their shoes as they
pass through inspection, or because they are required to show their boarding passes
twice to uniformed authority figures rather than once, or because cars picking them
up are not allowed to loiter at curbside even when such traffic is light. Experimental
studies could easily be set up in airports to test whether these suspicions are valid.

Also useful might be to reconsider the standards about what is harmful in some
cases. For example, while a “dirty bomb” might raise radiation 25 percent over
background levels in an area and therefore into a range the Environmental Protec-
tion Agency (EPA) officially considers undesirable, there ought to be some dis-
cussion about whether that really constitutes “‘contamination” or indeed much of
a danger given the somewhat arbitrary and exceedingly cautious levels declared to
be acceptable by the EPA.® If trusted governmental officials can truthfully say that
the contamination does not reach levels considered unsafe, undesirable negative
reactions might be beneficially reduced and might far outweigh any risks involved.

Doing Nothing (or at Least Refiraining firom Overreacting) after a Terrorist Attack
Is not Necessarily Unacceptable

Although it is often argued that it is imperative that public officials “do some-
thing”—which usually means overreact—when a terrorist event takes place, there
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are many instances where no reaction took place and the officials did not suffer pol-
itically or otherwise. Ronald Reagan’s response to a terrorist bomb in Lebanon in
1983 that killed 241 American Marines was to make a few speeches and eventually
to pull the troops out. Bill Clinton responded similarly after an unacceptable loss of
American lives in Somalia ten years later. Although there were the (apparently coun-
terproductive) military retaliations after the U.S. embassy bombings in Africa in
1998 as noted earlier, there was no notable response to terrorist attacks on American
targets in Saudi Arabia (Khobar Towers) in 1996 or to the bombing of the USS Cole
in 2000. The response to the anthrax attacks of 2001 was the same as to terrorist
attacks against the World Trade Center in 1993 and in Oklahoma City in 1995—
the dedicated application of police work to try to apprehend the perpetrator—and
this proved to be politically acceptable.

The demands for retaliation tend to be more problematic in the case of suicide
terrorists since the direct perpetrators of the terrorist act are already dead. Nonethe-
less, the attacks in Lebanon, Saudi Arabia, and against the Cole were all suicidal, yet
no direct retaliatory action was taken.

Thus, despite short-term demands that some sort of action must be taken,
experience suggests politicians can often successfully ride out this demand after
the obligatory (and inexpensive) expressions of outrage are issued.

Despite U.S. Overreaction, the Campaign against Terror Is Generally Going
Rather Well

Insofar as international terrorism—particularly Al Qaeda—is a problem, it seems
likely that things are improving. This is not so much because the United States
has spent so wisely and effectively, however.

In fact, the war in Iraq will probably prove encouraging to international terror-
ists because they will take even an orderly American retreat from the country as a
great victory—even greater than the one against the Soviet Union in Afghanistan.””
Osama bin Laden’s theory that the Americans can be defeated, or at least produc-
tively inconvenienced, by inflicting comparatively small, but continuously draining,
casualties on them will achieve apparent confirmation, and a venture designed and
sold in part as a blow against international terrorists will end up emboldening and
energizing them. A comparison might be made with Israel’s orderly, even overdue,
withdrawal from Lebanon in 2000 that insurgents there took to be a great triumph
for their terrorist tactics—and, most importantly, so did like-minded Palestinians
who later escalated their efforts to use terrorism to destroy Israel itself. People like
bin Laden believe that America invaded Iraq as part of its plan to control the oil in
the Persian Gulf area. But the United States does not intend to do that (at least not
in the direct sense bin Laden and others doubtless consider to be its goal), nor does it
seek to destroy Islam as many others also bitterly assert. Thus just about any kind of
American withdrawal will be seen by such people as a victory for the harassing ter-
rorist insurgents who, they will believe, are due primary credit for forcing the United
States to leave without accomplishing what they take to be its key objectives.

Despite this, the campaign against terrorism is generally succeeding because, no
matter how much they might disagree on other issues (most notably on America’s
war on Iraq), there is a compelling incentive for states—including Arab and Muslim
ones, who are also being targeted—to cooperate to deal with this international
threat. And since methodical, persistent policing of individuals and small groups
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is most needed, the process seems to be on the right track. It is not clear that this
policing has prevented international terrorism in the United States, however.
The number of such incidents in the three years after September 11 was zero, but
that was the same number registered in the three years before the attacks at a time
when antiterrorist policing exertions were much lower.

Actually, by some standards, it may all be nearly over. Stephen Flynn, like
others in the terrorism industry, likes to begin articles with such dramatic lines as
“the United States is living on borrowed time—and squandering it,” and end them
with “the entire nation ... must be organized for the long, deadly struggle against ter-
rorism.” However, in midcourse he also supplies a standard for “how much security
is enough” and determines that to be when “the American people can conclude that
a future attack on U.S. soil will be an exceptional event that does not require whole-
sale changes in how they go about their lives.””’! It seems reasonable to suggest that
they can so conclude right now, though that might require them to stop listening to
the terrorism industry.

Hysteria and hysterical overreaction about terrorism are hardly required and
can be costly and counterproductive. There are uncertainties and risks out there,
and plenty of dangers and threats. But these are highly unlikely to prove to be exis-
tential. The sky, as it happens, is not falling—nor is apocalypse on the horizon.
Perhaps we can relax a little.
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