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INTRODUCTION

In seeking to evaluate the effectiveness of the massive increases in home-
land security expenditures since the terrorist attacks on the United States
of September 1, 2001, the common and urgent query has been “are we
safer?” This, however, is the wrong question. Of course, we are “safer”—the
posting of a single security guard at one building’s entrance enhances
safety, however microscopically. The correct question is “are the gains in
security worth the funds expended?” Or as this absolutely central question
was posed shortly after 9/11 by risk analyst Howard Kunreuther, “How
much should we be willing to pay for a small reduction in probabilities that
are already extremely low?”!

TALLYING THE COSTS—$1 TRILLION AND COUNTING

We have, in fact, paid—or been willing to pay—a lot. In the years immedi-
ately following the terrorist attacks of September 11, 2001, on Washington
and New York, it was understandable that there was a tendency to fashion
policy and expend funds in haste, confusion, and maybe even hysteria on
homeland security. After all, intelligence was estimating at the time that there
were as many as 5,000 al-Qaeda operatives at loose in the country and, as New
York Mayor Rudy Giuliani reflected later, “Anybody, any one of these security
experts, including myself, would have told you on September 11,2001, we're
looking at dozens and dozens and multiyears of attacks like this.”

The intelligence claims and the anxieties of Giuliani and other “security
experts” have clearly proved, putting it mildly, to be unjustified. In the
frantic interim, however, the U.S. government massively increased its
expenditures for dealing with terrorism. As we approach the tenth anni-
versary of 9/11, federal expenditures on domestic homeland security have
increased by some $360 billion over those in place in 2001, as table I.1
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demonstrates—and the vast majority of this increase, of course, has been
driven by concerns over terrorism. Moreover, federal national intelli-
gence expenditures aimed at defeating terrorists at home and abroad
have gone up by $110 billion, while state, local, and private-sector expen-
ditures have increased by $220 billion more.

Tallying all these expenditures and adding in opportunity costs—but
leaving out the costs of the terrorism-related (or terrorism-determined)
wars in Iraq and Afghanistan and quite a few other items that might be
included—the increase in expenditures on domestic homeland security
over the decade exceeds $1 trillion. The details are in table I.2. This has not
been enough to move the country into bankruptcy, Osama bin Laden’s
stated goal after 9/11, but it clearly adds up to real money, even by Wash-
ington standards.? Other countries like Britain, Canada, and Australia have
also dramatically increased their expenditures.*

EVALUATING THE EXPENDITURES

This book seeks to apply conventional cost-benefit and risk analytic ap-
proaches to this huge increase in expenditures in an effort to provide an
answer to Kunreuther’s exceedingly apt question. These approaches have
been recommended for many years by the U.S. Office of Management and
Budget, and they are routinely used by such agencies as the Nuclear Regu-
latory Commission, the Environmental Protection Agency, and the Fed-
eral Aviation Administration. In 2004, the 9/11 Commission specifically
called on the government to apply them to assess the risks and cost-
effectiveness of security measures put in place to deal with terrorism.’
However, it appears that this simply has not been done.

Upon taking office in 2005, Department of Homeland Security
(DHS) Secretary Michael Chertoff did strongly advocate a risk-based
approach, insisting that the department “must base its work on priorities
driven by risk.”® Yet, a year later, when DHS expenditures had increased
by some $13S billion beyond those already in place in 2001, and when
the department had become the government’s largest nonmilitary bureau-
cracy, one of its senior economists wistfully noted, “We really don’t know
awhole lot about the overall costs and benefits of homeland security.”

By 2007, RAND President James Thomson was contending that DHS
leaders “manage by inbox,” with the “dominant mode of DHS behavior
being crisis management.” Most programs are implemented, he continued,
“with little or no evaluation” of their performance or effectiveness, and the
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Table 1.2 THE TRILLION DOLLAR TABLE: ENHANCED COSTS OF
HOMELAND SECURITY SINCE 9/11, IN BILLIONS OF 2010 DOLLARS

2009 2002-2011

Enhanced Direct Expenditures

Federal “homeland security” S0 360
expenditures from table I.1

Federal intelligence expenditures" 15 110
Local and state expenditures™ 10 110
Private-sector spending'® 10 110
Total' 85 690
Opportunity Costs

Terrorism risk insurance premiums'’ 4 40

Passenger delays caused by airport 10 100

screening'®

Increase in short-haul traffic fatalities 3 32
for people avoiding airport delays"

Deadweight losses and losses in 30 24S
consumer welfare

Total 47 417

TOTAL 132 1107

Relevant spending elements not included in the table

Terror-related wars in Iraq and Afghanistan®

Costs of crime facilitated by focus of police and FBI on, or preoccupation with, terrorism

Costs resulting from Hurricane Katrina that might have been mitigated if DHS had not been
so preoccupied by terrorism

Additional post office expenditures to deal with the effects of 9/11 and the anthrax letters*

Effects on tourism, property and stock market values, business location decisions, and so on,
though deadweight losses might capture some of these

In addition to the short-haul fatality effect included in the table, the increase in U.S. traffic
fatalities of 2,300 lives to the end of 2003 due to the fear of flying and the inconvenience
of extra passenger screening®

Extra fuel cost to airlines because of the weight of hardened (heavier) cockpit doors

Free airline seats to federal air marshals®*

Passenger delays and inconvenience cause by false-positive identification on TSA’s no-fly list

Cutbacks to Medicare, Medicaid, education, Social Security, and other government services in
an effort to rein in budget deficits caused by wars in Iraq and Afghanistan and mushrooming
homeland security budgets*

Notes for this table begin on p. 197.



agency “receives little analytical advice on issues of policy, program, and
budget.”® And analyst Jeremy Shapiro argued:

Policy discussions of homeland security issues are driven not by rigorous
analysis but by fear, perceptions of past mistakes, pork-barrel politics, and
insistence on an invulnerability that cannot possibly be achieved. It’s time
for a more analytic, threat-based approach, grounded in concepts of suffi-
ciency, prioritization, and measured effectiveness. . . . In the early days after
9/11, it made sense to take measures that responded to the circumstances
of that attack and reassured a nervous public. But, five years into the appar-
ently endless war on terrorism, homeland security should evolve from a set
of emergency measures into a permanent field of important government
policy that, like any other, must justify its allocation of taxpayer funds
through solid analysis.’

Most impressively, after an exhaustive assessment, the Congressional Research
Service concluded at the same time that DHS simply could not answer the
“central question” about the “rate of return, as defined by quantifiable
and empirical risk reductions” on its expenditure."

Questions raised by private industry echo these. In a 2008 submission
regarding a rule establishing security requirements for railroad operators,
one carrier noted that the department’s Transportation Security Adminis-
tration did not “weigh the costs of the regulation against the probability of
a transportation security incident,” examining only the potential conse-
quences of an incident. Since it failed “to acknowledge the relatively low
probability of an attack on a rail car,” it “therefore did not complete a com-
prehensive analysis of the rule.” Another submission at the time stated that
“TSA failed to provide information on the approximate percentage of
total risk that would be eliminated by the rule.” The agency’s response was
remarkably lame: it “did not attempt to quantify the benefits of overall
risk reduction to the rail industry,” it said, because “risk is dynamic” and
“threat, vulnerability, and consequences are constantly evolving.”'! Ac-
cordingly, the agency was doing risk assessments without bothering to
estimate risk.

The boilerplate emphasis on risk-informed decision making continued
with the change of administrations after the 2008 elections, as Secretary
Janet Napolitano insisted:

Development and implementation of a process and methodology to assess

national risk is a fundamental and critical element of an overall risk
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management process, with the ultimate goal of improving the ability of
decision makers to make rational judgments about tradeoffs between

courses of action to manage homeland security risk."

Such declarations notwithstanding, we have been able to find only one
published reference to a numerical estimate of risk reduction after an
extensive search of the agency’s reports and documents."”> Moreover, we
have been able to find no reference whatever to the likelihood of a terrorist
attack beyond rather vague references such as “high,” “imminent,” “dy-
namic,” “persistent,” and “emerging” What is needed are numbers, not
adjectives—particularly ones that, without explanation, cluster entirely at
the dire end of the threat spectrum. On the other hand, the publications
are resplendent with menacing predictions of potential consequences and
losses for various terrorist attack scenarios.

Indeed, at times DHS has ignored specific calls by other government
agencies to conduct risk assessments. In 2010, the department began
deploying full-body scanners at airports, a technology that will cost $1.2
billion per year. The Government Accountability Office (GAO) noted that
“cost-benefit analyses are important because they help decision makers
determine which . . . investments in technologies or in other security pro-
grams, will provide the greatest mitigation of risk for the resources that are
available,” and it then specifically declared that conducting a cost-benefit
analysis of this new technology to be “important.”'* As far as we can see, no
such study was conducted. Or there was GAO’s request that DHS conduct
a full cost-benefit analysis of the extremely costly process of scanning 100
percent of U.S.-bound containers. To do so would require the dedicated
work of a few skilled analysts for a few months or possibly a year. Yet, DHS
replied that, although it agreed that such a study would help to “frame the
discussion and better inform Congress,” to actually carry it out “would
place significant burdens on agency resources.”"

Clearly, DHS focuses all or almost all of its analyses on the contempla-
tion of the consequences of a terrorist attack while substantially ignoring
the equally important likelihood component of risk assessment, as well
as the key issue of risk reduction. In general, risk assessment seems to be
simply a process of identifying a potential source of harm and then trying
to do something about it without evaluating whether the new measures
reduce risk sufficiently to justify their costs.

This conclusion was strongly supported by a 2010 report of the National
Research Council of the National Academies of Sciences, Engineering,
and Medicine. Requested by Congress to assess the activities of the
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Department of Homeland Security, a committee worked for nearly two
years on the project and came up with some striking conclusions (table
1.3). Except for the analysis of natural disasters, the committee “did not
find any DHS risk analysis capabilities and methods that are yet adequate
for supporting DHS decision making,” and therefore “only low confi-
dence should be placed in most of the risk analyses conducted by DHS”
Indeed, “little effective attention was paid to the features of the risk prob-
lem that are fundamental.” It also found an “absence of documentation of
methods and processes,” with the result that the committee sometimes
had to infer details about DHS risk modeling. In fact, “in a number of
cases examined by the committee, it is not clear what problem is being
addressed.” It also found “a pattern” of “trusting numbers that are highly
uncertain.” Concluded the committee rather glumly, “It is not yet clear
that DHS is on a trajectory for development of methods and capability
that is sufficient to ensure reliable risk analyses”: although it found that
“there are people at DHS who are aware of these current limitations,” it
“did not hear of efforts to remedy them.”* This situation is particularly
strange because, as the committee also notes, the risk models used in the
department for natural hazards are “near state of the art” and “are based on
extensive data, have been validated empirically, and appear well suited to
near-term decision needs.”"’

We have frequently been impressed that some of the most elemental
questions have only rarely been fully considered (or sometimes even
asked) in the public reports by those in charge of doling out hundreds of
billions of dollars in homeland security money. Nor have relevant decision
makers been pointedly queried by the media. Among the questions:

What is the probability of a terrorist attack on a prospective target?
What are the likely (not simply the worst conceivable) consequences of such an

attack, including both direct and indirect damage?

o What are the consequences of the fact that the number of potential terrorist
targets is effectively infinite?

« Is it essentially impossible to adequately protect some targets (like subways)
except by closing them down?

« How do the costs of protection measures compare with the costs of repair or
replacement?

« What risk reduction has been achieved by homeland security spending? How
many lives have been saved? What economic losses have been averted?

« What else could be done with the same money—that is, what are the trade-offs,
the opportunity costs, not only to other security measures but also to the overall
welfare of society?

INTRODUCTION [7]



Table 1.3 CONCLUSIONS AND OBSERVATIONS FROM
NATIONAL RESEARCH COUNCIL OF THE NATIONAL ACADEMIES,
REVIEW OF THE DEPARTMENT OF HOMELAND SECURITY’S
APPROACH TO RISK ANALYSIS (2010)

With the exception of risk analysis for natural disaster preparedness, the committee did not find any
DHS risk analysis capabilities and methods that are yet adequate for supporting DHS decision
making, because their validity and reliability are untested. Moreover, it is not yet clear that DHS is
on a trajectory for development of methods and capability that is sufficient to ensure reliable risk
analyses other than for natural disasters. (2-3, 80)

Assessment of individual components of risk and their integration into a measure of risk is in
many cases seriously deficient and is in need of major revision. (11)

Little effective attention was paid to the features of the risk problem that are fundamental. (11)

Until these deficiencies are improved, only low confidence should be placed in most of the
risk analyses conducted by DHS. (11, 98)

Most DHS risk models and analyses are quite complex and poorly documented, and thus are
not transparent to decision makers or other risk analysts. Moreover, some of those models
imply false precision. (7)

It is very difficult to know precisely how DHS risk analyses are being done and whether their
results are reliable and useful in guiding decisions. (11)

With [one] exception, the committee was not told about or shown any document explaining
the mathematics of the risk modeling or any expository write-up [explaining] exactly how the
risk analyses are conducted. (42)

Because of this lack of documentation, the committee has had to infer details about DHS risk
modeling. (43)

In a number of cases examined by the committee, it is not clear what problem is being
addressed. (64)

It appears that the choice of weightings in these risk assessments, and the parameters in the
consequence formulas, are chosen in an ad hoc fashion. (72)

The committee has not seen or heard of validation studies of any DHS risk models. (112)

DHS has frequently chosen to weight heavily its consequence analyses, where magnitudes of
effects can be more easily estimated, and to reduce the weight attached to threats, where the
uncertainties are large. This is not an acceptable way of dealing with uncertainty. (97)

The committee saw a pattern of DHS personnel and contractors’ putting too much effort into
quantification and trusting numbers that are highly uncertain. Similarly, the committee
observed a tendency to make risk analyses more complex than needed or justified. (81)

DHS has a very thin base of expertise in risk analysis—many staff members are learning on
the job—and a heavy reliance on external contractors. (90)

The challenges in building a risk culture in a federal agency or corporation are major, requiring
a serious effort. . .. It was not clear to the committee whether DHS has any serious plan for
how this will happen and any serious ongoing evaluation of progress. (106)

There are people at DHS who are aware of these current limitations, but the committee did
not hear of efforts to remedy them. (65)

Source: National Research Council 2010.



« Does evidence from the fourth plane on 9/11 suggest that a direct replication of
what happened to the first three has become essentially impossible because the
passengers and crew will not allow the plane to be commandeered?

o Are there instances where it would be far less expensive to simply save the money
intended for a security measure and use it to repair and compensate in the un-
likely event of an attack?

Is it possible to predict potential terrorist targets with any real degree of reli-

ability and timely accuracy?

« Does protecting one potential target make other ones less safe? Does it make
sense to protect one potential terrorist target if there are others of equal value
nearby?

o Are there acceptable risks? If there is 1 chance in 20 million that an airplane will

undergo a terrorist incident, is that safe enough? If not, what is?

Overall, it seems, security concerns that happen to rise to the top of
the agenda are serviced without much in the way of full evaluation—
security trumps economics, as one insider puts it—and such key issues
as acceptable risk are rarely discussed, while extravagant worst-case sce-
nario thinking dominates, and frequently savagely distorts, the discus-
sion. In consequence, by any reasonable cost-benefit standard, a great
deal of money seems to have been misspent and would have been far
more productive—saved far more lives—if it had been expended in
other ways.

THE PLAN OF THE BOOK

It is clearly time to examine the massive increases in homeland security
expenditures in a careful and systematic way, applying the kind of analytic
risk management approaches emphasizing cost-benefit analysis and deter-
minations of acceptable and unacceptable risks that are routinely required
of other governmental agencies and that have been standard coin for policy
decision making for decades throughout the world when determining reg-
ulations. In the process, these approaches seek to balance the competing
demands of safety and cost even in such highly charged and politicized
decisions as where to situate nuclear power plants, how to dispose of toxic
waste, and how to control pollution—decisions that engage the interests
and passions of multiple groups. It is particularly important to do so with
homeland security expenditures. They deal not with bridges to nowhere
or with crop subsidies, but with public safety—or domestic tranquility—
the central reason for the existence of government in the first place. It is
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imperative that decisions be made sensibly and responsibly in this area
because human lives are at stake.

In applying standard risk and cost-benefit evaluation techniques that
have been accepted and used by regulators, academics, businesses, and
governments, we focus first on the cost-effectiveness of the overall enhanced
expenditures on homeland security measures that have taken place since
9/11 and then on more specific measures designed to protect. We also put
forward some comments about evaluating policing and intelligence mat-
ters, as well as ones concerning mitigation, resilience, and overreaction.
And we include a consideration of political demands and requirements
that essentially determine, and sometimes greatly distort, policy making in
this area.

Chapter 1 sets out our basic approach to risk analysis, one that seeks to
apply processes and procedures that have been standard for decades. In the
process, it assesses the phenomena of probability neglect and cost neglect,
of obsessive worst-case thinking, and of extreme risk aversion so often
found in public and official discussions of the terrorism issue.

Chapter 2 deals with the nature of the challenge presented by terrorism,
particularly the international or transnational terrorism that is of most
concern to people in the West. It concludes that, however tragic, the
amount of destruction wreaked by terrorists, and particularly the loss in
human life they have been able to inflict, has been quite limited. Moreover,
this condition is unlikely to worsen—indeed, the trends are substantially
in the opposite direction. The chapter then places the issue in broader
context, comparing the risk terrorism presents to human life with other
hazards that have variously been considered acceptably or unacceptably
likely. In almost all cases, annual terrorism fatality risks lie within the range
generally deemed internationally to be safe or acceptable, requiring no
further regulation.

Chapter 3 tallies the full costs that terrorism characteristically inflicts,
not only those attending the loss of life but also the direct and indirect
economic costs and the costs of reaction, including opportunity costs. To
do so, it puts all the losses—including the loss of life—into economic
terms. It concludes that losses due to terrorism are likely to remain rather
limited except under the unlikely prospect that terrorists acquire nuclear
weapons or under the more probable one in which the terrorists’ victims
self-destructively overreact.

Applying the material developed in chapters 2 and 3, chapter 4 takes a
broad overview of the costs and benefits of increases in homeland security
spending since 2001 in the United States, the United Kingdom, Canada,
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and Australia. It concludes that, using standard analytic risk management
approaches, ones required by these governments in other circumstances,
increases in American homeland security expenditures have been wildly
inefficient. To be considered cost-effective in analyses that substantially
bias the consideration toward the opposite conclusion, the enhanced
expenditures each year would have had to have deterred, foiled, or pro-
tected against as many as 1,667 otherwise successful terrorist acts roughly
like the one intended on Times Square in 2010, or more than four per day.
Increases in overall security spending have been proportionately much
lower in the United Kingdom, Canada, and Australia, but they still fail a
cost-benefit evaluation.

Chapter S looks more closely at those homeland security measures
specifically designed to protect people and assets from a terrorist attack,
and it lays out a series of general principles or parameters that must be
considered for the discussion to be sensible. These include the need to
realistically seek to assess the (usually remote) likelihood of a terrorist
attack on a potential target (the numbers of which are massive), the
limited numbers of terrorists and the equally limited competence of most
of them, the ability of terrorists to shift from one target to another if the
first proves to be well protected, their method of target selection that
often seems to effectively be random, the costs of repair in comparison
with those of protection, the hopelessness of adequately protecting
many potential targets except by closing them down, and the costs and
negative consequences of protective measures. Many of these principles,
however, are currently either ignored or applied in confused ways. The
chapter also assesses the often-quixotic process of fabricating lists of
potential terrorist targets in an effort to predict which targets are most
appealing to terrorists.

Chapter 6 assesses the value of protecting specific potential infrastruc-
ture terrorist targets, particularly buildings and bridges. It concludes that,
although some security measures may be cost-effective, many others cur-
rently in place, some of them remarkably expensive, fail to be so. Specifi-
cally, in analyses applying assumptions substantially biased toward the
opposite conclusion, the likelihood of a successful terrorist attack on a typ-
ical office-type building for which there is no specific threat would have
to be a thousand times higher than it is at present for protective security
measures to be cost-effective. It also considers the built-in resilience of
many potential terrorist targets.

Chapter 7 focuses on airline security, including a comparison of the risk
reduction potentially supplied by such security measures as adding air

INTRODUCTION [11]



marshals and hardening cockpit doors. It concludes that the air marshal
service substantially fails a cost-benefit test, whereas hardened cockpit
doors may well be cost-effective. It also evaluates full-body scanners, con-
cluding it unlikely that they are cost-effective, and it assesses areas where
costs on airline security could be productively cut.

Chapter 8 begins by considering some of the issues in assessing the
costs and benefits of policing and intelligence. This is an area likely to be
more productive in reducing risks than many protection measures, but it is
an area of difficulty because of the staggering costs of accumulating and
then managing a massive amount of information to deal with a limited
threat, and because police measures may effectively in some instances ac-
tually invent terrorists. Also considered are the issues of mitigation, resil-
ience, and absorption and the seemingly natural ability of people to deal
with adversity. In this light, avoiding overreaction, which requires no
expenditure whatever, recommends itself as by far the most cost-effective
counterterrorism measure.

Chapter 9 considers the political realities and pressures that confront
bureaucrats and politicians on this issue. In general, we conclude, the fact
that these exist does not relieve those in charge from being responsible in
the way they handle and expend public funds. In particular, they should be
trying to realistically deal with terrorist fears, which can be quite harmful,
instead of continually exacerbating them. Moreover, political concerns
may well be overwrought. The public seems to be able to respond to adult
talk about terrorism in a sensible way, and overreaction does not seem to
be a political requirement: it has been avoided many times in the past.
Examined as well are opportunity costs, which brings up a moral consider-
ation: far more lives could have been saved if the funds, or even a portion
of them, had been expended in other ways. For example, for a compara-
tively modest expenditure on shelters, the lives of many of the hundreds of
Americans killed by tornadoes in 2011 could have been saved. The book
concludes with a discussion of the internalization of the terrorist threat,
comparing it to perceptions of the threat presented by domestic Commu-
nism during the Cold War. Excessive expenditure on counterterrorism, it
appears, is likely to be around for a very long time.
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CHAPTER 1

Assessing Risk

key problem in much homeland security analysis is the tendency to
take a selective approach to risk assessment, focusing almost exclu-
sively on imagining hazard scenarios (mostly rather extreme ones) and
then analyzing the prospective consequences. There is relative neglect of
several steps that are crucial for risk assessment to have any real credibility:

« Establishing and trying to quantify threat likelihood

« Evaluating risks

« Setting risk acceptance criteria

o Establishing how much risk is likely to be reduced as a result of new security
measures

There is also a tendency to neglect costs and to engage in conceptual
clutter.

This chapter considers these issues. It then presents and explains the
approach to risk analysis that we will apply throughout the book.

PROBABILITY NEGLECT
A recent book by Gregory Treverton, a risk analyst at the RAND Corpora-
tion whose work we have found highly valuable at various points in this

study, contains a curious reflection:

When I spoke about the terrorist threat, especially in the first years after
2001, I was often asked what people could do to protect their family and



home. I usually responded by giving the analyst’s answer, what I labelled
“the RAND answer” Anyone’s probability of being killed by a terrorist
today was essentially zero and would be tomorrow, barring a major
discontinuity. So, they should do nothing. It is not surprising that the

answer was hardly satisfying, and I did not regard it at such.

From this experience, he concluded, “People want information, but the
challenge for government is to warn without terrifying.”

It is not clear why anyone should find his observation unsatisfying since
it simply puts the terrorist threat in a general and in a personal context,
suggesting that excessive alarm about the issue is scarcely called for. It is,
one might suspect, exactly the kind of accurate, reassuring, adult, and
unterrifying information people have been yearning for. And it deals fron-
tally with a key issue in risk assessment: evaluating the likelihood of a
terrorist attack.

Treverton’s “RAND answer,” calmly (and accurately) detailing the likeli-
hood of the terrorist hazard and putting it in reasonable context, has scarcely
ever been duplicated by politicians and officials in charge of providing
public safety. In fact, in the ten years since 9/11, there appears to have been
only one statement by a public official, a fleeting one by New York Mayor
Michael Bloomberg in 2007, that has even attempted to do so.” Instead, the
awkward problem of dealing with exceedingly low probabilities has been
finessed—and questionable expenditures accordingly justified—Dby five
stratagems that in various ways embrace a form of risk aversion that can be
called “probability neglect.”

Focusing on Worst-Case Scenarios

Cass Sunstein, who seems to have invented the phrase “probability neglect,”
assesses the version of the phenomenon that comes into being when
“emotions are intensely engaged.” Under that circumstance, he argues,
“people’s attention is focused on the bad outcome itself, and they are inat-
tentive to the fact that it is unlikely to occur” Moreover, they are inclined to
“demand a substantial governmental response—even if the magnitude of
the risk does not warrant the response.” It may be this phenomenon that
Treverton experienced.

Playing to this demand, government officials are inclined to focus on
worst-case scenarios, presumably in the knowledge, following Sunstein’s
insight, that this can emotionally justify just about any expenditure, no
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matter how unlikely the prospect the dire event will actually take place.
Accordingly, there is a preoccupation with “low probability/high conse-
quence” events, such as the detonation of a sizable nuclear device in mid-
town Manhattan. The process could be seenin actionin an article published
in 2008 by Secretary of Homeland Security (DHS) Michael Chertoff. He
telt called upon to respond to the observation that the number of people
who die each year from international terrorism, while tragic, is actually ex-
ceedingly small. “This fails to consider,” he pointed out, “the much greater
loss of life that weapons of mass destruction could wreak on the American
people” That is, he was justifying his entire budget—only a limited por-
tion of which is concerned with weapons of mass destruction (WMD) —
by the WMD threat, even while avoiding assessing its likelihood.

It is sometimes argued that conventional risk analysis breaks down
under extreme conditions because the risk is now a very large number
(losses) multiplied by a very small number (attack probability). But it is
not the risk analysis methodology that is at fault here, but our ability to use
the information obtained from the analysis for decision making. A “high-
consequence” event has been defined to be a “disaster” or “catastrophe”
resulting in “great human costs in life, property, environmental damage,
and future economic activity.” However, depending on how one weighs
the words in that definition, there may have been only one terrorist event
in all of history that qualifies for inclusion. Moreover, the vast bulk of
homeland security expenditures is not focused on events that fit a defini-
tion like that, but rather on comparatively low-consequence ones, like
explosions set off by individual amateur jihadists.

Analyst Bruce Schneier has written penetratingly of worst-case thinking.
He points out that it

involves imagining the worst possible outcome and then acting as if it were
a certainty. It substitutes imagination for thinking, speculation for risk
analysis, and fear for reason. It fosters powerlessness and vulnerability and
magnifies social paralysis. And it makes us more vulnerable to the effects

of terrorism.

It leads to bad decision making because
it’s only half of the cost-benefit equation. Every decision has costs and bene-
fits, risks and rewards. By speculating about what can possibly go wrong, and

then acting as if that is likely to happen, worst-case thinking focuses only on

the extreme but improbable risks and does a poor job at assessing outcomes.
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It also assumes “that a proponent of an action must prove that the night-
mare scenario is impossible,” and it “can be used to support any position or
its opposite. If we build a nuclear power plant, it could melt down. If we
don’t build it, we will run short of power and society will collapse into
anarchy” And worst, it “validates ignorance” because, “instead of focusing
on what we know, it focuses on what we don’t know—and what we can
imagine.” In the process, “risk assessment is devalued” and “probabilistic
thinking is repudiated in favor of possibilistic thinking.®

As Schneier also notes, worst-case thinking is the driving force behind
the precautionary principle, a decent working definition of which is “ac-
tion should be taken to correct a problem as soon as there is evidence that
harm may occur, not after the harm has already occurred.” It could be seen
in action less than a week after 9/11, when President George W. Bush out-
lined his new national security strategy: “We cannot let our enemies strike
first . . . [but must take] anticipatory action to defend ourselves, even if
uncertainty remains as to the time and place of the enemy’s attack. To fore-
stall or prevent such hostile acts by our adversaries, the United States, will,
if necessary, act preemptively. . . . America will act against such emerging
threats before they are fully formed.”® The 2003 invasion of Iraq, then, was
justified by invoking the precautionary principle based on the worst-case
scenario in which Saddam Hussein might strike. If, on the other hand, any
worst-case thinking focused on the potential for the destabilizing effects a
war would have on Iraq and the region, the precautionary principle would
guide one to be very cautious about embarking on war. As Sunstein notes,
the precautionary principle “offers no guidance—not that it is wrong, but
that it forbids all courses of action, including regulation.” Thus, “taken seri-
ously, it is paralyzing, banning the very steps that it simultaneously
requires.” It can be invoked in equal measure to act or not to act.

There are considerable dangers in applying the precautionary principle
to terrorism: on the one hand, any action taken to reduce a presumed risk
always poses the introduction of countervailing risks, while on the other,
larger, expensive counterterrorism efforts will come accompanied by high
opportunity costs.'” Moreover, “For public officials no less than the rest of
us, the probability of harm matters a great deal, and it is foolish to attend
exclusively to the worst case scenario.”"!

A more rational approach to worst-case thinking is to establish the like-
lihood of gains and losses from various courses of action, including staying
the current course.'? This, of course, is the essence of risk assessment. What
is necessary is due consideration to the spectrum of threats, not simply the
worst one imaginable, in order to properly understand, and coherently
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deal with, the risks to people, institutions, and the economy. The relevant
decision makers are professionals, and it is not unreasonable to suggest
that they should do so seriously. Notwithstanding political pressures (to be
discussed more in chapter 9), the fact that the public has difficulties with
probabilities when emotions are involved does not relieve those in charge
of the requirement, even the duty, to make decisions about the expendi-
tures of vast quantities of public monies in a responsible manner.

Adding, Rather Than Multiplying, the Probabilities

A second stratagem for neglecting probability that is sometimes applied at
DHS is to devise a rating scale where probabilities of attack are added to
the losses. Thus, as a Congressional Research Service (CRS) analysis
points out, to determine whether a potential target should be protected,
DHS has frequently assessed the target’s vulnerability and the conse-
quences of an attack on it on an 80-point scale and the likelihood it will be
attacked on a 20-point ranked scale. It then adds these together."” Thus, a
vulnerable target whose destruction would be highly consequential would
be protected even if the likelihood it will be attacked is zero, and a less con-
sequential target could go unprotected even if the likelihood it will be
attacked is 100 percent.

This procedure violates the principles espoused in all risk assessment
techniques, such as those codified in international risk management stan-
dards supported by 26 countries, including the United States.'* In these,
risk is invariably taken to be a product in which the attack probability is
multiplied by the losses, not added to them—a key relationship first laid
outin 1711 by Abraham de Moivre, a founding father of modern statistics
and a close friend of Isaac Newton."® Essentially, what often seems to be
happening is that DHS has a pot of money to dole out, and it has worked
out a method for determining which projects are worthiest while avoiding
determining whether any of them are actually worth any money at all.

Assessing Relative, Rather Than Absolute, Risk

A third technique, related to the second, is, as the CRS study points out,
simply to rank relative risk while neglecting to determine the actual magni-
tude of the risk.'"* The 2010 National Research Council study finds this
approach to be wanting:
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Risk management decisions seek to reduce risks in accordance with speci-
fied, absolute risk criteria for human health protection. Many of the risk
analyses thus far conducted by DHS involve risk ranking, based on scales of
presumed relative risks, and do not include attempts to provide absolute

measures of risk.!”

Following this pattern, a thoughtful study of homeland security
spending by Matt Mayer contains these two consecutive sentences: “The
reality is that while the risk of a terrorist attack anywhere in America exists,
the probability of a terrorist attack in most of America remains very low.
That said, the risk of a terrorist attack is higher in some jurisdictions in the
United States.” He then proceeds substantially to ignore the import of the
first sentence while engaging the second with considerable imagination
and intellectual gusto.'® It may be true that New York is more likely to be
struck by a terrorist than, say, Columbus, Ohio. But it is also more likely to
be struck by a tsunami, and not only in Hollywood disaster thrillers. Before
spending a lot of money protecting New York from a tsunami, we need to
get some sort of sense about what the likelihood of that event actually is,
not simply how the risk compares with that borne by other cities. And the
same goes for terrorism.

The process of ranking potential targets will be discussed more fully in
chapter 5. However, it is mischievous to the degree that it diverts the ana-
lyst from seeking to determine what the actual likelihood is.

Inflating the Importance of Potential Terrorist Targets

A fourth stratagem is to inflate the importance of potential terrorist targets.
Thus, nearly half of American federal homeland security expenditure is
devoted to protecting what the Department of Homeland Security and
various presidential and congressional reports and directives rather extrav-
agantly call “critical infrastructure” and “key resources.”

Applying commonsense English about what “critical infrastructure”
could be taken to mean, it should be an empty category. If any element in
the infrastructure is truly “critical” to the operation of the country, steps
should be taken immediately to provide redundancies or backup systems
so that it is no longer so. An official definition designates “critical infra-
structure” to include “the assets, systems, and networks, whether physical
or virtual, so vital to the United States that their incapacitation or de-
struction would have a debilitating effect on security, national economic
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security, public health or safety, or any combination thereof”"” Yet vast
sums of money are spent under the program to protect elements of the
infrastructure whose incapacitation would scarcely be debilitating and
would at most impose minor inconvenience and quite limited costs.

And the same essentially holds for what DHS designates as “key re-
sources,” or formerly as “key assets.” These are defined to be those that are
“essential to the minimal operations of the economy or government.” It is
difficult to imagine what a terrorist group armed with anything less than a
massive thermonuclear arsenal could do to hamper such “minimal opera-
tions.” The terrorist attacks of 9/11 were by far the most damaging in his-
tory, yet, even though several major commercial buildings were demolished,
both the economy and government continued to function at considerably
above the minimal level.

The very phrase “homeland security” contains aspects of a similar infla-
tion in its suggestion that the essential security of the entire country is at
stake. In Canada, the comparable department is labeled with more accu-
racy and less drama simply as “public safety” Given the actual magnitude
of the terrorist hazard, an issue to be discussed much more fully in the
next two chapters, the homeland is, as it happens, really quite secure,
though there may be justifiable concerns about the public’s safety under
some conditions.

Inflating Terrorist Capacities

A final stratagem is to fail to assess, or to massively inflate, the capacities of
the terrorists and therefore, by inference, both the likelihood they will
attack and the consequences of that attack. This is something that should
be of absolutely key importance, yet, in its big national infrastructure pro-
tection report of 2009, the DHS devoted only part of two paragraphs to
describing the nature of the “terrorist adversary”—a designation that
implies far more coordination among terrorists than experience suggests is
valid. Moreover, none of this fleeting discussion shows any depth, and the
report prefers instead to spew out adjectives like relentless, patient, and
flexible, terms that, as will be discussed more fully in chapter 2, scarcely
characterize the majority of potential terrorists.*!

The report goes on to argue without qualification that the “terrorist
adversary” not only “shows an understanding of the potential consequence
of carefully planned attacks on economic, transportation, and symbolic
targets” but also “seriously threatens national security, and could inflict
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mass casualties, weaken the economy, and damage public morale and con-
fidence.” This, too, as will be discussed in the next two chapters, is a rather
extravagant exaggeration of the threat most terrorists present.

The ultimate in such thinking—common during the Bush administra-
tion and continued more sporadically in the administration of his suc-
cessor, Barack Obama—is to characterize the terrorist threat as “existential.”
Rather amazingly, this extreme expression, which, if accepted as valid, can
close off all judicious evaluation of the problem, has only rarely been called
into question.

An insightful discussion seeking to put the terrorist threat into context
was published in the journal Skeptical Inquirer a year after 9/11 by astrono-
mers Clark Chapman and Alan Harris. They suggested that terrorism
deserves exceptional attention only “if we truly think that future attacks
might destroy our society” But, they overconfidently continued, “who
believes that?”** The article triggered enormous response, and much of it,
to their amazement, came from readers who believed exactly that. Those
readers have had lots of company.

Thus, in 2003, the chairman of the Joint Chiefs of Staff, General Richard
Myers, assured a television audience that if terrorists were able to engineer
a catastrophic event that killed 10,000 people, they would successfully
“do away with our way of life.” And in 2004, a best-selling book by a then-
anonymous former CIA official repeatedly assured us that our “survival” is
at stake and that we are engaged in a “war to the death.””

The rhetoric of alarm has continued at a high pitch. In 2008, the New
York Times editorial board assured its readers that “the fight against al-
Qaeda is the central battle for this generation,” and Republican presidential
nominee John McCain more expansively, and repeatedly, labeled the
struggle against radical Muslim extremism the “transcendental challenge
of the 21st century,” one that can affect “our very existence.” In the same
year, Homeland Security Secretary Michael Chertoft proclaimed the
“struggle” against terrorism to be a “significant existential” one—carefully
differentiating it, apparently, from all those insignificant existential strug-
gles Americans have waged in the past.**

COST NEGLECT
The quest for security has not only embraced probability neglect but also

more fundamentally—or at any rate more concretely—something that
might be called “cost neglect.” For many commentators, safety appears to
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be effectively an infinite good for which no cost is too high. For agencies
with infinite budgets, this is, of course, no real problem. For those that
inhabit the real world, by contrast, there are limits, and choices have to
be made.

Thus, former CIA operations officer Charles Faddis has written a lively
book in which he vividly explains over the course of 200 pages why he
thinks military bases are insufficiently secure (chapter 1), rail transporta-
tion is insufficiently secure (chapter 2), malls and schools are insufficiently
secure (chapter 3), chemical plants are insufficiently secure (chapter 4),
the systems for storing and transporting liquid natural gas are insufficiently
secure (chapter S), dams are insufficiently secure (chapter 6), lethal patho-
gens are insufficiently secure (chapter 7), and nuclear power plants are
insufficiently secure (chapter 8). He never bothers, however, to clutter his
litany with any sort of consideration of what enhanced security measures
to deal with the problems he identifies might cost and whether the
measures he so passionately advocates would be worth it. One of the few
times dollar signs even appear in the book is when Faddis complains about
wasting money on projects like funding streetlights in a South Carolina
port town for $182,080. He has difficulty imagining “what target of ter-
rorist significance exists there.”” But the town has a school or two and a
shopping area (chapter 3) and is home to not one, but two, military instal-
lations (chapter 1). Perhaps there is even a railroad line (chapter 2) around
there somewhere.

A similar process is found in the writings of Clark Kent Ervin. Once
Inspector General of the DHS, he has been critical of the department’s
wasteful spending—nearly a half-million dollars on a lavish, self-congratu-
latory party for itself, for example. At the same time, he is incapable of
applying such discernment to his call for spending on “backscatter
machines, multi-view X-ray machines, explosive detection systems, explo-
sive trade detection machines, radiation isotope identification devices,” on
“placing armed guards, bomb-sniffing dogs, surveillance cameras and
sensors in subways, at rail stations, and in and around bus stations,” on
inspecting 100 percent of the cargo in passenger airplanes, on tripling the
number of border guards, or on ending the visa-waiver program. Although
he does note that such measures “all cost money,” he urges that we should
simply “spare no expense.”*® As is common in such books, there is no entry
for cost in the index in his book.

The preoccupation with nuclear terrorism has led to calls for all ship-
ping containers to be inspected, apparently under the assumptions (1) that
after manufacturing their device at great expense and effort overseas, the
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terrorists would supply a return address and then entrust their precious
product to the tender mercies of the commercial delivery system and (2)
that Randall Larsen is incorrect to conclude that “anyone smart enough to
obtain a nuclear device will be smart enough to put half an inch of lead
around it”*” As a result, huge amounts of money have been expended to
inspect and to install radiation detectors, a preoccupation that currently
triggers 500 false alarms daily at the Los Angeles—Long Beach port alone,
generated by such substances as kitty litter and bananas.”® This obsession
is impressive as well because there seems to be no evidence that any ter-
rorist has indicated any interest in, or even much knowledge about, using
transnational containers to transport much of anything.”® Seldom, how-
ever, has the cost of such an exercise entered the political debate, as Dem-
ocrats and Republicans have vied to outbid each other in something of a
percentage war.

As it happens, however, the inspection of all shipping containers would
mean additional equipment and labor costs of upward of $320 million per
year at the Port of Los Angeles alone.* There are also the costs of delay—a
single day’s delay in a shipment can add 0.5 percent of the product value to
its cost, and 100 percent inspections can increase existing delays by more
than an order of magnitude.’® And even at this great cost and inconve-
nience, there is not 100 percent surety of detecting a nuclear or other
terrorist WMD shipment.*

The cost-neglect process can also be seen in the periodic report cards
issued by the heads of the 9/11 Commission. While insisting in their
200S report that “Homeland security assistance should be based strictly
on an assessment of risks and vulnerabilities,” they scarcely apply the
process—or bother to trouble themselves with considering the issue of
cost—when they insist with equal fervor that more needs to be spent on
improvements in airline passenger prescreening, canine teams, “bio-
metric entry-exit” systems, advanced screening technology, new stan-
dards for birth certificates, fingerprinting passport holders, and “explosives
detection trace portals.”

They were particularly insistent on the expeditious installation of the
last item on the list, commonly known as “puffers,” to the nation’s 441
commercial airports.*® However, preliminary tests on that technology had
already been conducted when the commission members sternly and ur-
gently issued their report card, and these tests had determined that the
machines might not be reliable. Nonetheless, the Transportation Security
Administration deployed them widely, realizing its mistake only in 2006,
as the machines clogged with dust or got confused with humidity while
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running up operating costs that sometimes mounted to nearly a third of
their purchase price. It still had 166 in storage in 2009, though they now
report that they have “since disposed of” the useless machines. The price
tag for the experiment: $36 million.**

Ultimately, of course, a bill has to be paid and someone will have to pay
it. When the paymaster runs out of funds, payment will stop. But that is
scarcely the most rational process for setting up priorities.

ASSESSING RISK

In the end, one might darkly suspect, various versions of probability and
cost neglect are grasped because, if realistic probabilities that a given target
would be struck by terrorists were multiplied into the risk calculation and
if the costs of protection from unlikely threats were sensibly calculated fol-
lowing standard procedures, it would be found that vast amounts of money
have been misspent. It might also be concluded that if the same money, or
even a portion of it, had been expended instead on methods and devices
that have been demonstrated to save lives at a lower cost, a very consider-
able number of deaths would have been prevented.

It is true that estimating the likelihood and consequences of a ter-
rorist attack can pose difficulties. Thus, the prominent risk analyst Kip
Viscusi warily notes that unlike the risk of being in an automobile acci-
dent, we “don’t have very good numbers” on what the terrorism risk is,
and “if you can’t assess the likelihood of a terrorist attack or how deadly
itis going to be, it is really hard to say how much you should spend to try
to prevent it.”**

This concern is a sensible one. However, although measuring risk can
be difficult, it is done as a matter of course in other areas, including such
highly charged ones as nuclear power plant accidents (where malevolent
threats are explicitly considered), aviation safety, and environmental pro-
tection. Moreover, as discussed throughout this book, there is plenty of
data on how much damage terrorists have been able to do over the
decades and about how frequently they attack. Seen in reasonable con-
text, both of these numbers are exceedingly small, at least outside of war
zones, though of course they could conceivably increase, should terror-
ists manage to become vastly more capable than they have thus far shown
themselves to be.

The insurance industry has a distinct financial imperative to understand
terrorism risks. In the immediate aftermath of the 9/11 attack in which
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insured losses reached $35 billion, most insurance firms placed terrorism
exclusions on their policies.* Since then, however, the U.S. government
implemented the Terrorism Risk Insurance Act to provide “a temporary
window of reinsurance relief to help insurers manage the ongoing risk of
terrorism.”¥” With that, insurance firms reentered the terrorism insurance
market, and by 2009 the median terrorism insurance premium for a $303
million property had more than halved to only $9,541 per year.*® This rep-
resents a conservative measure of expected loss or risk, and a simple back-
calculation in the risk equation suggests that the insurer estimates the
likelihood of a terrorist attack on a property to be very low: less than one
in 30,000 per year.*” If the private sector can estimate terrorism risks and
is willing to risk its own money on the validity of the estimate, why can’t
the DHS?

It is certainly true that improbable disastrous events—Ilike the 9/11
attacks—do sometimes transpire. That is, in fact, why we call them
improbable as opposed to impossible. But because improbable events
sometimes do take place does not mean that all improbable events are
therefore probable. To avoid or to ignore this elemental consideration is to
engage in faulty, even irrational, planning and decision making.

Simply put, risk assessment is about making decisions. It is a manage-
ment tool capable of being applied in a variety of situations, and it has been
codified in many international conventions.* Risk is the expected conse-
quences of a terrorist attack, and the accepted definition of risk, as applied
in the terrorism context, is

Risk = (probability of a successful attack) x
(losses sustained in the successful attack)

Once the value of the risk—the expected consequences of a successful
attack—is calculated, a decision needs to be made about whether the risk
is acceptable. If not, it is then important to determine how much the risk
should be reduced for it to become acceptable, balancing in the costs
required to do so.

This leads to a cost-benefit analysis that compares the costs of security
measures with the benefits as tallied in lives saved and damages averted. A
security measure is cost-effective when the benefit of a security-enhancing
measure outweighs the costs of the measure.

The benefit of a security measure tallies the gains—the improvement in
the security situation—generated by a security measure. It is a function of
three elements:
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Benefit of a security measure = (probability of a successful attack) x
(losses sustained in the successful attack) x
(reduction in risk generated by the security measure)

The probability of a successful attack is the likelihood a successful terrorist
attack will take place if the security measure were not in place. The losses
sustained in the successful attack include the fatalities and other damage—
both direct and indirect—that will accrue as a result of a successful ter-
rorist attack, taking into account the value and vulnerability of people and
infrastructure, as well as any psychological and political effects. The reduc-
tion in risk generated by the security measure is the degree to which the secu-
rity measure foils, deters, disrupts, or protects against a terrorist attack.

This benefit, a multiplicative composite of three considerations, is then
compared to the costs of providing the risk-reducing security necessary to
attain the benefit. If the benefit of a security measure outweighs its costs, it
is deemed to be cost-effective.

The interaction of these variables can perhaps be seen in an example.
Suppose there is a dangerous curve on a road that results in an accident
once every five years, as cars occasionally overshoot the curve and plummet
down a hill. The probability of an accident each year under present condi-
tions would be 20 percent, or .20. Suppose further that the accident results
in one death, several injuries, and the totaling of a car, as well as some prop-
erty damage. If the value of the life is taken to be, say, $4.5 million (calcula-
tions of the value of life are discussed in chapter 3), the total losses from the
accident might sum to $5 million. The yearly risk of this accident would
then be the losses sustained in the accident ($S million) multiplied by the
accident’s yearly likelihood (.20), or $1 million.

Measures are then taken to reduce this risk. These could be ones that
lower the probability of an accident by, for example, erecting warning signs,
or they could be ones that reduce the losses sustained in the accident by, for
example, erecting a barrier so that cars that overshoot the curve are pre-
vented from toppling down the hill. Or they could do both: alowered speed
limit might reduce not only the likelihood of an accident but also its conse-
quences. Suppose further that such measures result in a reduction of risk of
50 percent or .50. The benefit of the safety measures, applying the previous
equation to this example, would then be $5 million x.20x.50, or $500,000.

One would then need to compare this with the cost of the risk reduction
measures. Included in this consideration would be not only the costs of
erecting the road signs or the barrier but also indirect ones—for example,
before the changes were made, the vast majority of cars were able to
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negotiate the curve without mishap, and to shift the speed limit on a road
introduces a degree of complexity that might itself increase the danger of
an accident. If the cost of the risk-reduction measures, all things consid-
ered, were less than $500,000, the benefits would outweigh the costs, and
the measures would be deemed cost-effective. One might also reasonably
decide to spread at least some of the costs over several years—barriers and
road signs, after all, can last considerably more than a year. This would
lower the yearly cost of the risk-reduction measures, making them even
more cost-effective.

This standard approach to risk analysis will be applied throughout this
book. It is not possible to calculate risk unless numerical values are pro-
vided for the probability of a successful attack and for the consequences or
losses that would be sustained in the attack, and many risk analysts accord-
ingly advocate the use of quantified methods for assessing terrorism risks.*'
We will seek to do exactly that.

In the process, we will also frequently make use of the break-even
approach—a standard procedure for getting around the difficulties of esti-
mating the likelihood and consequences of an undesirable event. Instead
of calculating the likely destruction or the probability of an attack, we
estimate how high the likelihood and/or sometimes how extensive the
destruction (including indirect costs) would have to be in order for expen-
ditures designed to reduce the risk to be cost-effective.* We will also incor-
porate sensitivity and uncertainty modeling in our analyses to test the
robustness of results.

In an important sense, this book seeks to break no new ground in
attempting to carry out its task. There are no fancy new models, and any
innovation is in the application of standard risk-analytic and cost-benefit
approaches to homeland security issues, something that clearly should
have been done long ago—certainly before more than an additional tril-
lion dollars had been expended on the problem.

We hope the book will provide a starting point for further discussion
and perhaps for more detailed and complex analysis of how to manage the
often conflicting societal preferences associated with assessments of risk,
cost, and benefits. In the process:

« We present our analysis in a fully transparent manner: readers who wish to chal-
lenge or vary our analysis and assumptions are provided with the information
and data to do so.

« In coming up with numerical estimates and calculations (some of which are
rounded off for ease of presentation), we generally pick ones that bias the
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consideration in favor of finding the homeland security measure under discus-
sion to be cost-effective.

« We decidedly do not argue that there will be no further terrorist attacks; rather,
we focus on the net benefit of security measures and apply break-even cost-
benefit analyses to assess how high the likelihood of a terrorist attack must be for
security measures to be cost-effective.”

We are aware that not every consideration can be adequately quantified—
something that holds as well, of course, for other decision areas that excite
political and emotional concerns. But we try, nonetheless, to keep non-
quantifiable considerations in mind. We reserve the right, however, to back
off when they become so overwhelming that policies effectively become
absurd or when policies that could do far more good for human welfare are
undercut or ignored. Assuaging emotions, we feel, is not an infinite good.

We recognize as well that risk and cost-benefit considerations should
not be the sole criterion for public decision making. Nonetheless, they
provide important insights into how security measures may (or may not)
perform, their effect on risk reduction, and their cost-effectiveness. They
can reveal wasteful expenditures and allow limited funds to be directed to
where the most benefit can be attained. More important, if risk and
cost-benefit advice is to be ignored, the onus is on public officials to
explain why this is so and to detail the trade-offs and cuts to other pro-
grams that will inevitably ensue.

Moreover, although we understand that people are often risk averse
when considering issues like terrorism, we follow the U.S. Office of
Management and Budget requirement that governments expending tax
money in a responsible manner need to be neutral when assessing risks,
something that entails focusing primarily on mean estimates in risk and
cost-benefit calculations, not primarily on worst-case or pessimistic ones.*
This type of rational approach to risky decision making is challenging to
governments that might have other priorities and political concerns. It is
little surprise, then, that the level of risk averseness needed to justify cur-
rent expenditures for homeland security is considerable.* “Policy-making
is a risky business,” one group of analysts has acknowledged. But they con-
tinue, “regardless of the varied desires and political pressures, we believe
that it is the responsibility of analysts forcefully to advocate rational
decision methods in public policy-making, especially for those with high
risk.* Or as Elisabeth Paté-Cornell observes, if rational approaches to
public policy making are not utilized, politically driven processes “may
lead to raising unnecessary fears, wasting scarce resources, or ignoring
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important problems.”*” Important in all this, as risk analyst David Banks

has suggested, is “the distinction between realistic reactions to plausible
threats and hyperbolic overreaction to improbable contingencies.”*

To present a theme that will reappear in chapter 9, to be irrational with
your own money may be to be foolhardy, to give in to guilty pleasure, or to
wallow in caprice. But to be irrational with other people’s money, particu-
larly where public safety is concerned, is to be irresponsible, to betray an
essential trust. In the end, it becomes a dereliction of duty that cannot be

justified by political pressure, bureaucratic constraints, or emotional drives.
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CHAPTER 2

Terrorism as a Hazard to Human Life

n its perfunctory two paragraphs assessing “the nature of the terrorist

adversary,” the major 2009 Department of Homeland Security report
discussed in the previous chapter projects an image of that enemy that is
threatening and diabolical: one that is “relentless, patient, opportunistic,
and flexible”; plots “carefully planned attacks on economic, transportation,
and symbolic targets”; seriously threatens “national security”; and could
inflict “mass casualties, weaken the economy, and damage public morale
and confidence”

That description may fit some terrorists—some of the 9/11 hijackers
and planners among them—but not, it seems likely, the vast majority. This
chapter and the next are devoted to evaluating the nature and capacities of
the terrorist “adversary,” to tallying the damage it may be able to inflict, and
to assessing whether these are likely to change much in the future.

However underconsidered in such reports, this issue is absolutely key to
assessing homeland security policy and expenditure, relating centrally as it
does to the likelihood and potential consequences of terrorist acts in the
United States and in other Western countries. That is, as set out in the pre-
vious chapter, two of the central variables that must be considered in any
sensible cost-benefit analysis of counterterrorism are the likelihood of a
terrorist attack and the costs such an attack might inflict.

In these two chapters, we attempt to supply a reasonably comprehen-
sive basis for thinking about these crucial issues in order to undergird some
of the more systematic analysis in later chapters. This chapter deals with
the nature of the challenge presented by terrorism, particularly the interna-
tional or transnational terrorism that is of most concern to people in the



West, and with the losses in human life terrorists have been able to inflict.
It then places the issue in broader context, comparing the risk terrorism
presents to human life with those presented by other hazards that regula-
tory agencies over the last decades have variously determined to be ac-
ceptably or unacceptably likely. The following chapter tallies the full costs
that terrorism characteristically inflicts or might be able to inflict. These
costs include not only those attending the loss of life (the primary focus of
this chapter) but also the direct and indirect economic costs and the costs
of reaction.

THE TRANSNATIONAL TERRORIST ADVERSARY

Middle East specialist Fawaz Gerges notes that, over time, mainstream
Islamists—the vast majority within the Islamist political movement—
have given up on the use of force. That is, Islamists who are still willing to
apply violence constitute a tiny minority. But he also notes that the vast
majority even of this small group primarily focus on various “infidel”
Muslim regimes (as well as on Israel) and consider those among them
who carry out violence against the “far enemy”—mainly Europe and the
United States—to be irresponsible and reckless adventurers who endan-
ger the survival of the whole movement.” Radical Islamists, principally
al-Qaeda, who focus on the far enemy represent, then, a fringe group of a

fringe group.

Counterproductive Violence

From al-Qaeda’s standpoint, the 9/11 attacks, its biggest venture by far in
inflicting damage on that far enemy, proved to be substantially counterpro-
ductive. Notes Patrick Porter of Britain’s Joint Services Command and
Staft College, the group has a “talent at self-destruction,” and one disillu-
sioned former al-Qaeda associate says, “al-Qaeda committed suicide on
9/11 and lost its equilibrium, skilled leaders, and influence.” Their activ-
ities, beginning with 9/11—or even with the bombings of two American
embassies in Africa in 1998—have also turned many radical Islamists
against them, including some of the most prominent and respected.?

To begin with, the group by this action massively heightened concerns
about, and outrage over, terrorism around the world. Recalls Gerges, “Less
than two weeks after September 11, I traveled to the Middle East and was
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pleasantly surprised by the almost universal rejection—from taxi drivers
and bank tellers to fruit vendors and high school teachers—of Al Qaeda’s
terrorism.” Indeed, the key result among jihadis and religious nationalists
was a vehement rejection of al-Qaeda’s strategy and methods.*

Moreover, no matter how much they might disagree on other issues
(most notably on America’s war on Iraq), there is a compelling incentive
for states—including Arab and Muslim ones—to cooperate to deal with
any international terrorist problem emanating from groups and individ-
uals connected to, or sympathetic with, al-Qaeda.

Important in this process was the almost immediate move, after 9/11,
of the Pakistan government from support of the Taliban regime in neigh-
boring Afghanistan to opposition. More generally, there has been a coop-
erative effort worldwide to deal with the terrorist problem. The FBI may
not have been able to uncover all that much within the United States since
9/11, but quite a fewreal or apparent terrorists overseas have been rounded,
or rolled, up with the aid and encouragement of the Americans. Given
what seems to be the limited capacities of al-Qaeda and similar entities,
these cooperative international policing efforts may not have prevented a
large number of attacks, but thousands of “suspects” have been arrested
around the world, and doubtless at least some of these were dangerous.
Although these multilateral efforts, particularly by such Muslim states as
Sudan, Syria, Libya, and even Iran, may not have received sufficient pub-
licity, these countries have had a vital interest because they felt directly
threatened by the militant network, and their diligent and aggressive ef-
forts have led to important breakthroughs against al-Qaeda.’

This post-9/11 willingness of governments around the world to take on
terrorists has been much reinforced and amplified as they reacted to subse-
quent, if sporadic, terrorist activity within their own countries. The phe-
nomenon is hardly new: in 1997, for example, terrorists attacked Luxor
Temple in Egypt, killing 68 foreigners and Egyptians, and it triggered a
very substantial revulsion against the perpetrators that critically set back
their cause.®

Following that pattern, a terrorist bombing in Bali in 2002 galvanized
the Indonesian government into action and into extensive arrests and
convictions. When terrorists attacked Saudis in Saudi Arabia in 2003, that
country seems, very much for self-interested reasons, to have become
considerably more serious about dealing with internal terrorism, in-
cluding a clampdown on radical clerics and preachers. Some inept ter-
rorist bombings in Casablanca in 2003 inspired a similar determined
crackdown by Moroccan authorities. The main result of al-Qaeda-linked
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suicide terrorism in Jordan in 2005 was to outrage Jordanians and other
Arabs against the perpetrators. Massive protests were held, and, in polls,
those expressing a lot of confidence in Osama bin Laden to “do the right
thing” plunged from 25 percent to less than 1 percent. In polls conducted
in 35 predominantly Muslim countries, more than 90 percent condemned
bin Laden’s terrorism on religious grounds.’

If this wasn’t enough, al-Qaeda has in declarations continually expanded
its enemies list to the point where it has come to include not only Christians
and Jews but also all Middle Eastern regimes; Muslims who don’t share its
views; most Western countries; the governments of India, Pakistan, Afghan-
istan, and Russia; most news organizations; the United Nations; and inter-
national nongovernmental organizations.® The group’s “literalist, narrow
ideology,” notes Porter, “warrants aggression against anyone who fails to
meet its rigid standards” with the result that, while claiming to be “the
knight of Islam,” it mostly “persecutes and impoverishes Muslims.”

In sum, with 9/11 and subsequent activity, bin Laden and gang seem
mainly to have succeeded in uniting the world, including its huge Muslim por-
tion, against their violent global jihad. In 2008, CIA director Michael Hayden
was willing to go on the record to note that there had been a “significant set-
back for al-Qaeda globally—and here I'm going to use the word ‘ideologi-

cally’—as alot of the Islamic world pushes back from their form of Islam.”*’

The Conflicts in Iraq and Afghanistan

Al-Qaeda’s seeming impact has been inflated by a tendency to conflate that
organization with those fighting the American occupation in Iraq and with
the destructive insurgency conducted by the Taliban in Afghanistan.

After the American invasion of Afghanistan in 2001, Abu Musab al-
Zarqawi, an especially bitter and violent jihadist who sympathized with
al-Qaeda’s ideology and agenda, moved with 30 supporters from Afghani-
stan to Iraq. Pursued by Saddam Hussein’s security services, this tiny band
had difficulty linking up with antiregime elements. This problem was con-
veniently removed, of course, in 2003 by the Americans, whose war and
subsequent disorder and chaos played perfectly into Zarqawi’s hands. Soon
he was the leader of a small army of dedicated and brutal terrorists num-
bering perhaps in the thousands, recruited or self-recruited from within
and abroad. It was only in late 2004 that Zarqawi linked himself up with
al-Qaeda (although bin Laden harbored considerable misgivings about
Zarqawi’s violently anti-Shiite sentiments), and this connection may have
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helped in attracting recruits and in generating financial and logistical sup-
port for Zarqawi's insurgents. They were further benefited by the tendency
of the Americans to credit them with a far larger portion of the violence in
Iraq than they probably committed, a process that also helped to burnish
Zarqawi’s image in much of the Muslim world as a resistance hero."

Ayman Al Zawahari, then al-Qaeda’s second in command, once des-
cribed the war in Iraq as “the greatest battle of Islam in this era” However,
whatever their connection to al-Qaeda, the mindless brutalities of his pro-
tégés—staging beheadings at mosques, bombing playgrounds, taking over
hospitals, executing ordinary citizens, performing forced marriages—
eventually turned the Iragis against them, including many of those who had
previously been fighting the American occupation either on their own or in
connection with Zarqawi. In fact, his fighters seem to have managed to
alienate the entire population: data from polls in Iraq in 2007 indicate that
97 percent of those surveyed opposed efforts to recruit foreigners to fight
inIraq, 98 percent opposed the militants’ efforts to gain control of territory,
and 100 percent considered attacks against Iraqi civilians “unacceptable.”
In Iraq as in other places, “al-Qaeda is its own worst enemy,” notes Robert
Grenier, a former top CIA counterterrorism official. “Where they have suc-
ceeded initially, they very quickly discredit themselves.”>

For their part, the main Taliban group in Afghanistan, distinctly uncom-
fortable as hosts to al-Qaeda in the past, are quick to point out that they are
running their own war. It seems clear that al-Qaeda plays only a limited role
in their efforts. “No foreign fighter can serve as a Taliban commander,”
insists one Taliban leader. And, according to the American commander of
U.S. detention centers in Afghanistan, less than 6 percent of his prisoners
come from outside the country, and most of these are from Pakistan: “This
is a very local fight,” he observes. CIA Director Leon Panetta estimated in
2010 that there were “maybe 60 to 100, maybe less” al-Qaeda operatives in
Afghanistan. An extensive study of the Taliban operation in Afghanistan
includes al-Qaeda as part of the coalition but mentions it only very occa-
sionally when discussing the details of the insurgency. And there are reports
that the main Taliban leaders are very hostile to the foreign forces and have
explicitly distanced themselves from al-Qaeda in discussions with Saudi
Arabia, whose government has been repeatedly threatened by bin Laden
and whose aid and good will the Taliban would desperately need were it
ever to succeed in Afghanistan. Even before 9/11, the Taliban had put their
troublesome “guest” under house arrest, and in an interview with the top
Taliban leader at the time, veteran correspondent Arnaud de Borchgrave
says he was “stunned by the hostility” expressed for bin Laden."
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Present Capacities

Glenn Carle, a 23-year veteran of the Central Intelligence Agency, where
he was deputy national intelligence officer for transnational threats, has
warned: “We must not take fright at the specter our leaders have exagger-
ated. In fact, we must see jihadists for the small, lethal, disjointed and
miserable opponents that they are.” Al-Qaeda “has only a handful of indi-
viduals capable of planning, organizing and leading a terrorist organiza-
tion,” and although they have threatened attacks, “its capabilities are far
inferior to its desires.”'*

This is certainly the view of Michael Sheehan, New York City’s former
deputy director for counterterrorism, who in a 2008 book recalls a 2003
conversation in which he told his bosses, Raymond Kelly and David
Cohen, “that I thought al-Qaeda was simply not very good. . .. Under the
withering heat of the post-9/11 environment, they were simply not getting
it done. I said what nobody else was saying: we underestimated al Qaeda’s
capabilities before 9/11 and we overestimated them after” Journalist
Christopher Dickey describes what happened next:

He could see that they were taken aback. It was not so much that they dis-
agreed. . .. They all understood only too well the way the public and politi-
cians would react if headlines started to read “Commissioner disses Qaeda”
Support for counterterrorism would start to crumble. . . . And then, if the
bad guys got lucky . . . Kelly, Cohen, and Sheehan agreed it would be better
if Sheehan kept his estimate to himself for a while.'®

And so, it seems, Sheehan kept his views rather quiet for several years, sup-
port for counterterrorism did not “crumble,” the newspapers were kept
from revealing a truth all three men agreed upon, and, had there actually
been an attack in New York in the meantime, various bureaucratic back-
sides would have been strategically covered.

In evaluating al-Qaeda’s present capacity to inflict damage and its likeli-
hood of doing so, a good place to start is with analyses provided by Marc
Sageman.'® A former intelligence officer with experience in Afghanistan,
Sageman has carefully and systematically combed through both open and
classified data on jihadists and would-be jihadists around the world.

Al-Qaeda central, he concludes, consists primarily of a cluster left over
from the struggles in Afghanistan against the Soviets in the 1980s. Cur-
rently, they are huddled somewhere in Pakistan and/or Afghanistan. This
band, concludes Sageman, probably consists of a few dozen individuals.
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Joining them in the area are perhaps a hundred fighters left over from
al-Qaeda’s golden days in Afghanistan in the 1990s.

These key portions of the enemy forces would total, then, less than 150
actual people. Other estimates of the size of al-Qaeda central generally come
in with numbers in the same order of magnitude as those suggested by Sage-
man. Egyptian intelligence, for example, puts the number at less than 200,
while American intelligence estimates run from 300 to upward of 500."

Al-Qaeda central may operate something resembling training camps,
but these appear to be quite minor affairs—in part because of the danger
that they will be infiltrated by foreign agents or by sympathetic people
being watched by the police who will then be arrested and productively
interrogated.'® It also seems to assist with the Taliban’s distinctly separate,
far larger, and very troublesome insurgency in Afghanistan and Pakistan.
Overall, however, one might wonder whether al-Qaeda central has really
done much of anything since 9/11 except issue threats—table 2.1 supplies
a litany of these. Although the terrorist organization designed, equipped,
and executed several large attacks before 9/11, every al-Qaeda-“linked”
terrorist attack since seems to have been perpetrated by unaffiliated or, at
best, franchised groups at least outside the Afghanistan-Pakistan area.'
Sageman may be going too far when he argues “there is not much left of
al-Qaeda except in the minds of those inside the beltway.”*° But that possi-
bility should be included in the discussion at least as much as ones that
confer on al-Qaeda capacities that are at once monumental and mounting.

THE ADVERSARY WITHIN

Beyond the tiny band that constitutes al-Qaeda central, there are, continues
Sageman, thousands of sympathizers and would-be jihadists spread around
the globe who mainly connect in Internet chat rooms, engage in radicalizing
conversations, and variously dare each other to actually do something.*'

All of these rather hapless—perhaps even pathetic—people should, of
course, be considered to be potentially dangerous. From time to time, they
may be able to coalesce enough to carry out acts of terrorist violence, and
policing efforts to stop them before they can do so are certainly justified.
But the notion that they present an existential threat to just about anybody
seems at least as fanciful as some of their schemes.

In 2002, as noted in the preface, intelligence reports were asserting that
the number of trained al-Qaeda operatives in the United States was
between 2,000 and 5,000. In this spirit, FBI Director Mueller assured a
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Table 2.1 THREATS TO THE UNITED STATES FROM AL-QAEDA, 2001-2010

The United States is in retreat by the grace of God Almighty and economic attrition is
continuing up to today. But it needs further blows. The young men need to seek out the
nodes of the American economy and strike the enemy’s nodes.—Osama bin Laden,
December 2001"

Understand the lesson of New York and Washington raids, which came in response to
some of your previous crimes. ... God is my witness, the youth of Islam are preparing
things that will fill your hearts with fear. They will target key sectors of your economy until
you stop your injustice and aggression or until the more short-lived of us die.—Osama
bin Laden, October 2002>

Leave us alone, or else expect us in New York and Washington.—Osama Bin Laden,
November 2002°

People of America, I remind you of the weighty words of our leaders, Osama bin Laden
and Dr. Ayman Al Zawahiri, that what took place on September 11 was but the opening
salvo of the global war on America. . . . The magnitude and ferocity of what is coming
your way will make you forget about September 11. ... The streets of America shall run
red with blood . .. casualties will be too many to count and the next wave of attacks may
come at any moment.—al-Qaeda spokeman Adam Gadahn, 2004*

As for you, the Americans, what you have seen in New York and Washington, what losses
that you see in Afghanistan and Iraq, despite the media blackout, is merely the losses of
the initial clashes. If you go on with the same policy of aggression against Muslims, you
will see, with God’s will, what will make you forget the horrible things in Vietnam and
Afghanistan.—Ayman Al Zawahiri, 2005°

As for the delay in carrying out similar operations in America, this was not due to failure
to breach your security measures. Operations are under preparation, and you will see
them on your own ground once they are finished, God willing.—Osama bin Laden,
January 2006°

God willing, our raids on you will continue as long as your support for the Israelis
continues.—Osama bin Laden, January 20107

"Hoffman 2006, 290.

2BBC News, “The New Threats from ‘Bin Laden,” October 6,2002.

*Full text: bin Laden’s ‘Letter to America,” www.guardian.co.uk, November 24, 2002.

*www.globalsecurity.org/security/profiles/adam_gadahn_2004_video.htm.

‘timesonline, “Extracts from the Zawahiri Tape,” August 4, 2005, www.timesonline.co.uk.

°BBC News, “Text: Bin-Laden Tape,” January 19, 2006, news.bbc.co.uk.

7Jason Keyser, “In Audio Message, bin Laden Says He Endorsed December 25 Airline Bomb Plot,” Washington
Post, January 25, 2010.

Senate committee on February 11, 2003, that al-Qaeda had “developed a
support infrastructure” in the country and had achieved “the ability and
the intent to inflict significant casualties in the US with little warning.>* By
20085, however, after years of well-funded sleuthing, the FBI and other in-
vestigative agencies noted in a report that they had been unable to uncover
a single true al-Qaeda sleeper cell anywhere in the United States, a finding
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(or nonfinding) publicly acknowledged two years later both in a press con-
ference and when the officer who drafted that year’s National Intelligence
Estimate testified that “we do not see” al-Qaeda operatives functioning
inside the United States.*®

Indeed, they have been scarcely able to unearth anyone who might even
be deemed to have a “connection” to the diabolical group. In testimony on
January 11, 2007, Director Mueller, who, despite his earlier bravado, has
yet to uncover a true al-Qaeda sleeper cell, suggested, “We believe al-
Qaeda is still seeking to infiltrate operatives into the U.S. from overseas.”
But even that may not be true. Since 9/11, well over a billion foreigners
have been admitted to the United States legally, even as many others have
entered illegally** Even if border security was so good that 90 percent of
al-Qaeda’s operatives were turned away or deterred from trying to enter,
some should have made it in—and some of those, it seems reasonable to
suggest, would have been picked up by law enforcement by now. It certainly
seems either that the terrorists are far less diabolically clever and capable
than usually depicted or that they are not trying very hard.

It follows that any terrorism problem in the United States and the West
principally derives from rather small numbers of homegrown people, often
isolated from each other, who fantasize about performing dire deeds and
sometimes receive a bit of training and inspiration overseas. Indeed, in his
2007 testimony, Mueller stressed that his chief concern within the United
States had become homegrown groups, a sentiment later endorsed by
Obama’s Homeland Security Secretary Janet Napolitano in 2009.> By
2010, two top terrorism analysts, Peter Bergen and Bruce Hoffman, were
concluding that, although the terrorists appeared to be incapable of launch-
ing a mass-casualty attack in the United States, local terrorists would still
be able to carry out “less sophisticated operations,” a “trend” they some-
how deemed to be “worrisome.” Required to deal with this “more complex
and more diverse” threat, they concluded, would be a “much greater degree
of engagement of state and local public safety officials.”*® And in 2011, top
officials announced that, although the “likelihood of a large-scale orga-
nized attack” had been reduced, this meant that al-Qaeda franchises were
now able “to innovate on their own” (presumably developing small-scale
disorganized attacks), with the result that the threat had now somehow
become the highest since 9/11.”

Going even further, public officials have also publicly concluded that
the “greatest concern” has now become the “lone wolf” terrorist. As CIA
Director Leon Panetta put it, “It’s the lone wolf strategy that I think we
have to pay attention to as the main threat.” This may be a valid concern,
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but it is certainly far less “worrisome” than others one might imagine. As
Max Abrahms has pointed out, “lone wolves have carried out just two of
the 1,900 most deadly terrorist incidents over the last four decades.”*

Assessing the threat from homegrown Islamist terrorists, Brian Jenkins
stresses that their number is “tiny,” representing one of every 30,000 Mus-
lims in the United States. This “very low level” of recruitment finds very
little support in the Muslim community at large: “they are not Mao’s guer-
rillas swimming in a friendly sea.” Indeed, as will be discussed a bit more
tully in chapter 8, the Muslim community has acted as an extensive antiter-
rorism surveillance force. Given this situation, concludes Jenkins, what is
to be anticipated is “tiny conspiracies, lone gunmen, one-off attacks rather
than sustained terrorist campaigns.”” In the meantime, noted other re-
searchers in 2010, Muslim extremists have been responsible for one fiftieth
of 1 percent of the homicides committed in the United States since 9/11.%°

Because terrorism of a considerably destructive nature can be perpe-
trated by a very small number of people, or even by a single individual, the
fact that terrorists are few in number does not mean there is no problem,
and from time to time, some of these people may actually manage to do
some harm, though in most cases their capacities and schemes—or alleged
schemes—seem to be far less dangerous than initial press reports suggest.
Conceivably, they might even someday rise to the cleverness of the 9/11
plot. Far more likely to be representative, however, is the experience of the
would-be bomber of shopping malls in Rockford, Illinois, who exchanged
two used stereo speakers (he couldn’t afford the opening price of $100) for
abogus handgun and four equally bogus hand grenades supplied by an FBI
informant. Had the weapons been real, he might actually have managed to
inflict some damage. How much is a matter of question, however. It was his
idea to explode the grenades in garbage cans in order to “create shrapnel.”
Since grenades are essentially made of shrapnel, his approach would be
comparable to shooting somebody through a wooden board in hopes they
would be impaled by flying splinters. At any rate, he clearly posed no threat
that was existential (significant or otherwise) to the United States, to Illi-
nois, to Rockford, or, indeed, to the shopping mall.*!

Or there is the case of Najibullah Zazi, arrested in September 2009.
“Since the terrorist attacks of September 11, 2001,” notes the New York
Times with considerable understatement, “senior government officials
have announced dozens of terrorism cases that on close examination
seemed to diminish as legitimate threats.” However, terrorism analysts and
officials triumphantly claimed that Zazi is different and called it the “most
serious” terrorism plot uncovered in the United States since 2001 and one
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that elevates the domestic terrorism threat to a “new magnitude.” Bruce
Riedel, an Obama administration terrorism adviser, proclaimed that the
plot was evidence that “al-Qaeda was trying to carry out another mass-
casualty attack in the United States” like 9/11 and that the group continues
to pose a threat to the country that is “existential.”**

However, the existence of the United States is unlikely to be expunged
anytime soon. Recalls his step-uncle affectionately, Zazi is “a dumb kid,
believe me.” A high school dropout, Zazi mostly worked as a doughnut
peddler in Lower Manhattan, barely making a living. Somewhere along the
line, he took it into his head to set off a bomb and traveled to Pakistan,
where he received extensive explosives training from al-Qaeda and copied
nine pages of chemical bomb-making instructions onto his laptop. FBI
Director Robert Mueller asserted in testimony on September 30, 2009,
that this training gave Zazi the “capability” to set off a bomb.**

That, however, seems to be a substantial overstatement because, upon
returning to the United States, Zazi spent the better part of a year trying to
concoct the bomb he had supposedly learned how to make. In the process,
he purchased bomb materials using stolen credit cards.** This boneheaded
maneuver all but guaranteed that red flags would go up about the sale and
that surveillance videos in the stores would be maintained rather than
routinely erased. Moreover, even with the material at hand, Zazi still appar-
ently couldn't figure it out, and he frantically contacted an unidentified
person for help several times. Each of these communications was “more
urgent in tone than the last,” according to court documents.*

Clearly, if Zazi was able eventually to bring his alleged aspirations to
fruition, he could have done some damage, though, given his capacities,
the person most in existential danger was surely the lapsed doughnut
peddler himself.

In all, as Shikha Dalmia has put it helpfully, would-be terrorists need to
be “radicalized enough to die for their cause; Westernized enough to move
around without raising red flags; ingenious enough to exploit loopholes in
the security apparatus; meticulous enough to attend to the myriad logis-
tical details that could torpedo the operation; self-sufficient enough to
make all the preparations without enlisting outsiders who might give them
away; disciplined enough to maintain complete secrecy, and—above all—
psychologically tough enough to keep functioning at a high level without
cracking in the face of their own impending death.”* There don’t seem to
be very many such people around.

The situation seems scarcely different in Europe and other Western
locations. Political scientist Michael Kenney has interviewed dozens of
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officials and intelligence agents and analyzed court documents. He finds
that, in sharp contrast with the boilerplate characterizations favored by the
Department of Homeland Security (DHS) and with the imperatives listed
by Dalmia, Islamic militants there are operationally unsophisticated, short
on know-how, prone to make mistakes, poor at planning, and limited in
their capacity to learn.”” Another study documents the difficulties of
network coordination that continually threaten operational unity, trust,
cohesion, and the ability to act collectively.*®

In addition, the popular notion that the Internet can be effective in
providing operational information seems to be severely flawed. Kenney
notes that it is filled with misinformation and error and that it is no substi-
tute for direct, on-the-ground training and experience. Anne Stenersen is
similarly unimpressed: the Internet manuals she has looked at are filled
with materials hastily assembled and “randomly put together” and contain
information that is often “far-fetched” or “utter nonsense.”

Referring to the perpetrators of the only significant act of terrorism
carried out in Britain since 9/11, the United Kingdom’s Director of Public
Prosecutions Sir Ken Macdonald characterized the internal enemy in vivid
terms: “Those innocents who were murdered on July 7, 2005 were not
victims of war. And the men who killed them were not, as in their vanity
they claimed on their ludicrous videos, ‘soldiers’. They were deluded,
narcissistic inadequates. They were criminals. They were fantasists.”*

THE EXTENT OF TERRORIST VIOLENCE: DEATHS

The most noteworthy consequence of terrorism, of course, is the destruc-
tion of human life. There are a number of ways to estimate and evaluate the
extent of violence terrorists have been able to perpetrate against people
thus far in the history of terrorism.

For several decades, the U.S. State Department collected data on inter-
national or transnational terrorism, defining the act as premeditated, polit-
ically motivated violence perpetrated by subnational groups or clandestine
agents against noncombatant targets (civilians and military personnel who
at the time of the incident are unarmed or not on duty) that involve citi-
zens or the territory of more than one country. The data so accumulated
over the period 1975 to 2003 are arrayed in Figure 2.1.*' As can be seen in
the figure, the number of people worldwide who died during the period as
a result of all forms of transnational terrorism (Islamist or other) by this
definition is 482 a year. Another study using comparable data for the longer
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period from 1968 to 2006 arrives at an average of 420 per year.* The yearly
probability of being killed in a transnational terrorist attack—the annual
fatality risk—is thus the number of fatalities divided by the world’s popula-
tion of 6.8 billion. It comes to be about 1 in 14 million.

It can also be seen from the figure that, outside of 2001, far fewer Amer-
icans were killed in any grouping of years by all forms of transnational ter-
rorism than were killed by lightning. Moreover, virtually none of these
terrorist deaths occurred within the United States itself: the upward blip
for 1983 is due to a terrorist bombing of an American barracks in Lebanon,
and the one for 1988 is due to the bombing of an American airliner over
Lockerbie, Scotland. Even with the September 11 attacks included in the
count, the number of Americans killed by international terrorism over the
period is not a great deal more than the number killed by accident-causing
deer or by severe allergic reactions to peanuts over the same period.”

Astronomer Alan Harris also has assessed the likelihood of being killed
by a terrorist. He begins with these State Department figures for transna-
tional terrorism and then doubles the yearly count to 1,000 under the as-
sumption there would be another 9/11 somewhere in the world every
several years. Over an 80-year period under those conditions, some 80,000
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Figure 2.1
International Terrorism and Lightning, 1975-2003.
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deaths would occur, which would mean that the lifetime probability that a
resident of the globe will die at the hands of international terrorists is about
one in 85,000 (80,000 divided by 6.8 billion). If there are no repeats of
9/11, the lifetime probability of being killed by an international terrorist
becomes about one in 130,000. This, he points out, is about the same like-
lihood that one would die over the same interval from the impact on the
earth of an especially ill-directed asteroid or comet.*

Another approach is to focus on the kind of terrorism that really
concerns people in the developed world by restricting the consideration to
violence committed by Muslim extremists outside of war zones, whether
that violence be perpetrated by domestic Islamist terrorists or by ones with
international connections. Included in the count would be terrorism of the
much-publicized sort that occurred in Bali in 2002 and 2005; in Saudi Ara-
bia, Morocco, and Turkey in 2003; in the Philippines, Madrid, and Egypt
in 2004; and in London and Jordan in 200S. Three publications from think
tanks have independently provided lists or tallies of such violence com-
mitted in the several years after the 9/11 attacks.” The lists include not
only attacks by al-Qaeda but also those by its imitators, enthusiasts, look-
alikes, and wannabes, as well as ones by groups with no apparent connec-
tion to it whatever. Although these tallies make for grim reading, the total
number of people killed in the years after 9/11 by Muslim extremists out-
side of war zones comes to some 200 to 300 per year. That, of course, is 200
to 300 too many, but it hardly suggests that the destructive capacities of the
terrorists are monumental. For comparison, during the same period more
people—320 per year—drowned in bathtubs in the United States alone.*
Or there is another, rather unpleasant comparison noted in table 1.2.
Increased delays and added costs at U.S. airports due to new security pro-
cedures provide incentive for many short-haul passengers to drive to their
destination rather than flying, and, since driving is far riskier than air travel,
the extra automobile traffic generated has been estimated to result in 500
or more extra road fatalities per year.”’

Also useful for assessing this issue is the Global Terrorism Database
(GTD), developed by the U.S. National Consortium for the Study of
Terrorism and Responses to Terrorism (START). It contains country-by-
country information for more that 80,000 terrorist incidents—both
domestic and transnational, both Islamist and non-Islamist—that have
taken place throughout the world between 1970 and 2007. Its definition of
terrorism is “the threatened or actual use of illegal force and violence by a
nonstate actor to attain a political, economic, religious, or social goal
through fear, coercion, or intimidation” and includes many incidents of
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terrorism committed by such nonmurderous groups as the Animal
Liberation Front, incidents that in many cases might more comfortably be
designated as vandalism.

A country-by-country summary of fatalities from this source for the
United States, the United Kingdom, Canada, and Australia is shown in
table 2.2.*® There were 3,292 fatalities from terrorist incidents within the
United States during that 38-year period. However, the 9/11 attacks in
2001 represented almost all of these and most of the rest come from the
attack by a domestic (and non-Islamic) terrorist, Timothy McVeigh, on a
federal building in Oklahoma City in 1995: 3,140 in total. In all, this gen-
erates an annual fatality risk for the period of 1 in 3.5 million. If we limit
our analysis to the New York metropolitan area on the assumption that this
is the region with the highest threat, the annual fatality risk is 1 in 260,000.*

One might also look at the potential consequences of the set of Islamic
terrorist attacks authorities claim to have foiled between 2001 and 2007 in
the United States. Table 2.3 lists these, and for each we have provided an
estimate of the number of lives saved for each foiled plot.** While it can be
argued that some estimates of lives saved could be higher, not all of these
threats would have caused maximum (worst-case) fatalities, and many
might never have been carried out at all—when rolled up, most were far
more nearly aspirational than operational.®' Nonetheless, table 2.3 shows
that the total estimated lives saved as a result of thwarting these planned
terrorist attacks over the years (assuming each had been successfully con-
summated) is 1,700, approximately half of the deaths inflicted by the 9/11
attacks and some 250 per year.”

The highest overall terrorism fatality risk in any of the four countries
has been suffered in the United Kingdom, where 2,196 perished during
the period from terrorism. The sectarian strife in Northern Ireland
between republican and loyalist paramilitaries represents the over-
whelming majority—nearly all, in fact—of the terrorist incidents and
fatalities. Yet even this fatality risk is less than one in a million. Considering
only Great Britain (England, Scotland and Wales), there were 438 fatalities
per year (including the 1988 Lockerbie bombing) over 38 years, resulting
in an annual fatality risk of 1 in 5.2 million. The annual fatality risk in
Northern Ireland alone for the period is very high, at 1 in 43,000. Yet even
at the height of violence, terrorism in this troubled region did not result in
the mass casualties we are conditioned to fear today—only five attacks
killed more than 10 people, the worst being 28 fatalities from the 1998
Omagh bombing in Northern Ireland. Most fatalities were the result of
assassinations of individuals with pistols or other firearms.
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Table 2.2 TERRORISM FATALITIES AND ANNUAL FATALITY RISKS, 1970-2007

LaGuardia Airport Bombing
Murrah Federal Building
9/11: World Trade Center
9/11: Pentagon

9/11: UA Flight 93

Others

TOTAL

TOTAL (1970-2000)
TOTAL (2001)

TOTAL (2002-2007)

Pub bombings

Omagh bombing

Pan Am Flight 103

Kings Cross Station
Tavistock Square (bus)
Aldgate Station

Edgeware Road Station
Others (Northern Ireland)
Others (Great Britain)
TOTAL for the UK
TOTAL for Northern Ireland
TOTAL for Great Britain

Air India Flight 182
Others
TOTAL

TOTAL

TOTAL including Bali bombings

Sources: Global Terrorism Database.

Year
United States
New York 1975
Oklahoma City 1995
New York 2001
Washington 2001
Pennsylvania 2001
United Kingdom
Birmingham 1974
Omagh 1998
Lockerbie 1988
London 2005
London 2005
London 2005
London 2005
Canada
Atlantic 1985
Australia

Fatalities

11
165
2,751
184
40
141
3,292
309
2,982

21
28
270
26
13

1,723
102
2,196
1,758
438

329

336

25
117

Annual
Fatality Risk

1in 3,500,000
1in 30,000,000
1in 101,000

1in 1.8 billion

1in 1,100,000
1in 43,000
1 in 5,200,000

1 in 3,800,000

1in 33,300,000
1in 7,100,000

Population data: U.S. (308 million), UK. (62 million), Northern Ireland (2 million), Canada (34 million),

Australia (22 million).



The Canadian annual fatality risk is comparable to the U.S. risk, but as
with the United States, this is attributable nearly entirely to a single event—
the 1985 mid-Atlantic bombing of an Air India Flight 182 by Sikh terror-
ists that departed from Montreal, a tragedy that, until 2001, stood as the
most destructive terrorist act in history.

Australia has the lowest fatality rate—there has been no significant ter-
rorist incident there at all. However, bombings in Bali killed 88 Australians
in 2002 and another 4 in 200S. Australian Prime Minister John Howard
expressed the sentiment of many Australians when he said that the 2002
Bali bombing “shocked our nation to the core,” while New Zealand’s Prime
Minister Helen Clark referred to the 2002 attack as “Australia’s September
1175 Therefore, although these attacks occurred outside of Australia, they
were viewed (rather expansively) as being in its backyard. If these deaths
are included in the count, the Australian annual fatality risk for the 1970-
2007 period becomes 1 in 7.1 million.

ACCEPTABLE RISK

Is the likelihood of being killed by terrorists unacceptably high, or is it
something that is negligible and that we in society are willing to accept?
That is, just how safe is safe enough? When does a risk become acceptable?

Tolerating Risk

This is a tricky consideration, and an illustration may be instructive. Sup-
pose an engineering firm tomorrow came up with an amazing new form of
transportation that people would find convenient and economical to use.
They would step inside a booth, dial a location, and then be taken apart
atom by atom and transmitted over wires to the desired location, where
they would be reassembled. After thoroughly testing the new device for
safety, the firm has concluded that the overwhelming majority of trips
would be utterly without incident—one could easily emerge from a life-
time of use without a scratch. Unfortunately, in a very tiny percentage of
trips, things would go wrong, and the traveler would never rematerialize.
Injuries, from minor contusions to paralysis, would also occasionally occur.
The total for the United States: probably not much more per year than
40,000 deaths and 2 million or so disabling injuries, concentrated, for
some odd reason, not among the weak and infirm, but among healthy
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Table 2.3 TERRORIST PLOTS THAT UNITED STATES AUTHORITIES CLAIM
THEY HAVE FOILED AND THE EXPECTED LIVES SAVED, 2001-2007

Date

Dec 2001

May 2003

Aug 2004

Aug 2004

Aug 2005

June 2006

July 2006

May 2007

June 2007

TOTAL

Description

“Shoe bomber” Richard
Reid foiled as a suicide
bomber on an American
Airlines flight from Paris
to Miami.

Iyman Faris convicted of
planning to destroy the
Brooklyn Bridge.

Two men convicted of
plotting to attack the
New York Stock
Exchange and other
financial institutions in
New York.

Two men convicted of
plotting to blow up a
subway station in
New York.

Four men indicted for alleg-
edly conspiring to attack
Los Angeles—area
military targets.

Seven men indicted for
allegedly plotting to
blow up the Sears Tower.

One man arrested for
allegedly plotting to
bomb New York City
train tunnels and flood
the financial district.

Six men were charged with
plotting the shooting of
U.S. soldiers in an armed
assault on Fort Dix.

Four men planned to
destroy JFK interna-
tional airport by blowing
up jet fuel lines.

Estimate of Comments

lives saved

200

200

200

100

100

200

100

100

500

1,700

List of plots: “Plots since 9/11,” wcbstv.com, June 3, 2007.

Prompt action by flight
attendants and
passengers averted the
plot, not the security
services.

Many people on a bridge
survive its collapse, as
evidenced by the
Minneapolis 10-lane
I3SW bridge collapse in
2007, containing 111
vehicles with only 13
fatalities.

Truck bomb attack on
Federal building in
Oklahoma City in 1995
killed 165 people; 1993
bombing of WTC
killed 6.

London underground
bombings killed 39
subway commuters in
200S.

High level of armed
security at U.S. military
bases.

Truck bomb attack on
Federal Building in
Oklahoma City in 1995
killed 165 people; 1993
bombing of WTC killed 6.

London underground
bombings killed 39
commuters in 2005;
flooding unlikely to
cause mass casualties.

High level of armed
security at U.S. military
bases.

Mass casualties very
unlikely as jet fuel is
flammable, not explosive
in nature.



young adults. There would also be considerable death and illness because
of atmospheric pollution.

The United States has installed a system with costs like that: the private
passenger automobile.>* We often say that there is nothing more important
than the value of human life. Yet, obviously, we don’t really believe this:
Americans are clearly willing to sacrifice tens of thousands of lives per year
to have the automobile. It is, of course, quite possible to move people with-
out killing them. Engineers have also invented devices for doing that. Large
commercial airlines have gone entire years without fatalities; passengers
killed on railroads in a year can often be numbered on the fingers of one
hand; the New York subway system, regularly maligned for filth, inefh-
ciency, noise, and other indignities, moves millions of people every day
and sometimes goes decades without a fatality caused by subway system
defects or misjudgments.**

Thus in cases like this, the risks with their well-known costs have effec-
tively been accepted, or tolerated, because the benefits appear to exceed
the risk. We might well conclude, for example, that 40,000 lives and 2
million disabling injuries per year (plus pollution) is a small price to pay
for the blessings of the automobile—the pleasure, the convenience, the
personal mobility, the economic benefit, the aesthetic charm, the macho
gratification.’

Many other social policies involve the same sort of consideration. To
take an extreme example, every year a few thousand people in the United
States die in falls from buildings that are more than one story high. Those
lives could be saved by closing oft all buildings at the second floor. To reject
such a policy is to say tall buildings are worth that cost in lives. As a society,
we regularly and inescapably adopt policies in which human lives are part
of the price, yet we often casually gloss over the issue.

But if this risk with its attendant cost in lives is essentially deemed
acceptable, it should also be explicitly acknowledged. And sometimes that
happens: in the United Kingdom, the Health and Safety Executive puts it
this way: “Tolerability does not mean acceptance. It refers to the willing-
ness to live with a risk to secure certain benefits and in the confidence that
it (risk) is being properly controlled. To tolerate a risk means that we do
not regard it as negligible or something we might ignore, but rather as
something we need to keep under review and reduce still further if and as
we can.”®’

Thus there is continuing demand for automobile travel to be safer, as
evidenced by the sales appeal of cars with safety features like air bags and
antilock brake systems, by the construction of improved roads, and by the
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acceptance of more stringent enforcement of speed and alcohol limits.
Traffic fatalities in the United States decreased from 52,627 to 37,261
between 1970 to 2008, equivalent to a 55 percent reduction in fatalities
for every 100,000 people.’® And deaths per vehicle mile declined by 90
percent over the course of the twentieth century. This is an impressive
reduction in risk, and still cars are cheaper in real terms than ever before.
Thus the system has been subjected to a coherent cost-benefit analysis that
has delivered improved safety at acceptable cost. For example, the U.S.
National Highway Traffic Safety Administration regularly performs
cost-benefit analyses of proposed car safety regulations. One of their find-
ings is that safety belt use prevented 11,900 fatalities, 325,000 serious in-
juries, and $50 billion in injury-related costs in 2002.%” Since installing
seat belts and air bags is not terribly expensive, it is understandable that
their use could be very cost-effective. In the case of automobiles, societies
have obviously been willing to accept risk and to bear cost because of the
benefits—even while working and spending to reduce the risk.

The willingness to accept risk is influenced by a variety of psychological,
social, cultural, and institutional processes depending on such qualities as
the uncontrollability of the risks; the dread (or fear) they inspire; their
involuntary nature or catastrophic potential; whether they can be preven-
tively controlled, are certain to be fatal, can easily be reduced, result in an
inequitable distribution of risk, threaten future generations, or affect one
personally; whether they are increasing or not observable, unknown to
those exposed, new or unfamiliar, and unknown to science; and whether
they have immediate effect or affect a large number of people.®

Calibrating Acceptable and Unacceptable Risks

Despite this array of considerations and complications, deliberations,
many of them very contentious, about acceptable and unacceptable risk
have been conducted throughout the world for several decades over a wide
range of issues, such as pesticide use, pollution, and sites for nuclear power
plants. For example, in an important 1980 case, Justice John Paul Stevens
of the U.S. Supreme Court set out the basic parameters of consideration in
his statement announcing the judgment of the court: “Some risks are
plainly acceptable and others are plainly unacceptable. If for example, the
odds are one in a billion that a person will die from cancer by taking a drink
of chlorinated water, the risk clearly could not be considered significant.
On the other hand, if the odds are one in a thousand that regular inhalation
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of gasoline vapors that are 2 percent benzene will be fatal, a reasonable
person might well consider the risk significant and take the appropriate
steps to decrease or eliminate it.”'

In the process of such deliberations, a substantial consensus has been
reached, resulting in a fair degree of agreement about risk acceptability.

Unacceptable risk is often denominated de manifestis risk, literally
meaning a risk of obvious or evident concern, a risk so high that no reason-
able person would deem it acceptable.® A widely cited de manifestis risk
assessment comes from that 1980 Supreme Court decision. It ruled on the
efforts of the Occupational Safety and Health Administration (OSHA) to
establish risk criteria for worker inhalation of gasoline vapors containing
benzene. Applying the thinking process that Stevens laid out, it concluded
that an annual fatality risk of one in 40,000 is unacceptable. This reasoning
is in line with practice that has become standard in the regulatory world.
Given the contentious nature of risk acceptability and the many jurisdic-
tions in which it operates, there is no single or universally agreed risk
threshold that defines unacceptable risk. There is consensus, though, that
risks considered unacceptable are those found likely to kill more than 1 in
100,000 per year or sometimes 1 in 10,000.

At the other end of the spectrum are risks that are considered accept-
able, and there is a fair degree of agreement about that range of risk as well.
For example, after extensive research and public consultation, the U.S.
Nuclear Regulatory Commission (NRC) has concluded that the annual
fatality risk should not exceed 1 in 2 million per year for risks resulting
from accidents, and 1 in 500,000 per year for risks from nuclear power
plant operations.®®

In Britain, the Health and Safety Executive came to a similar conclusion
in 2006, when it set about establishing safety policy for nuclear facilities,
concluding that the individual risk of death to a person off the site should
not exceed 1 in 1 million to 10 million per year.** At the same time, the
Nuclear Safety Commission of Japan established safety targets mandating
that the annual fatality risk resulting from an accident of a nuclear installa-
tion to individuals of the public should not exceed 1 in 1 million per year.*s
And in Australia, potentially hazardous industries are permitted in the
state of New South Wales only if they present an annual fatality risk of less
than 1 in 1 million for residential areas.*

Inaddition, areview of 132 U.S. federal government regulatory decisions
associated with public exposure to environmental carcinogens found that
regulatory action never occurred if the individual annual fatality risk was
lower than 1 in 700,000.¢” Perhaps the most surprising aspect of this study
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was the consistency among OSHA, the Environmental Protection Agency,
the Consumer Product Safety Commission, and six other federal agencies
when they sought to determine the acceptable level of risk.

Established regulatory practices in several developed countries suggest,
then, that risks are deemed unacceptable if the annual fatality risk is higher
than 1 in 10,000 or perhaps higher than 1 in 100,000. Risks are deemed
acceptable if the annual fatality risk is lower than 1 in 700,000 or perhaps 1
in 1 million or one in 2 million. Between these two ranges is an area that
might be considered tolerable risk.

These considerations, substantially accepted for years, even decades, by
public regulatory agencies after extensive evaluation and considerable
debate and public discussion, are designed to provide a viable, if somewhat
rough, guideline for public policy. As noted by Richard Meserve, chairman
of the NRC when it established its safety goals, the commission was seeking
“to provide guidance as to the level of public protection which nuclear plant
designers and operators should strive to achieve” and to “provide guidance
to the NRC staff to use in the regulatory decision-making process.”*

Clearly, hazards that fall in the unacceptable range (traffic accidents, for
example) should generally command the most attention and the most re-
sources. Those in the tolerable range may also be worthy of consideration,
though obviously the urgency is less, and only relatively inexpensive
measures to further reduce the risk should be pursued. Those hazards in
the acceptable range (drowning in bathtubs, for example) would generally
be deemed of little or even negligible concern—they are risks we can live
with—and further precautions would scarcely be worth pursuing unless
they are quite remarkably inexpensive.

In all cases, measures to reduce risk must satisfy essential cost-benefit
considerations. If a risky activity produces benefits that are taken to out-
weigh the costs, as in the case of automobiles, society would be willing to
tolerate such risks. Required here would be hard evidence demonstrating
that there is societal benefit in accepting the risk, and if none can be pro-
vided, society should not accept the activity that is generating the risk. But
since funds are not infinite, choices must be made. A medical procedure
capable of reducing deaths from cancer by 10 percent in the developed
world for an expenditure of $5 billion is far superior to one that would
reduce deaths from a rare disease by 10 percent for the same price.

In summary, although the boundaries are not hard-and-fast, there is
broad consensus almost irrespective of the hazard being considered that
the following quantitative safety targets should be used for judging the
acceptability of risks to the public:
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- annual fatality risks that exceed one in ten thousand, or perhaps one in 100
thousand, are generally deemed to be unacceptable, and regulation or strenuous
efforts to reduce the fatality rate is considered mandatory;

o annual fatality risks between one in ten thousand, or perhaps one in 100 thou-
sand, and one in a million are considered tolerable if the benefits outweigh the
risks; and

o annual fatality risks smaller than one in a million are broadly acceptable as long
as precautions are maintained, and further improvements are not required if
these involve much in the way of a cost.”

These safety goals or targets have been developed to provide overall guid-
ance to operators and regulators, but any specific decision will necessarily
involve other criteria as well, much of it nonquantifiable and/or emotional,
that may also be important in balancing the preferences of interested
parties. Overall, however, it is clear that governments and their regulators
have been able to set, and agree upon, risk acceptance criteria for use in
decision making for a wide variety of hazards, including ones that are
highly controversial and emotive such as pollution, nuclear and chemical
power plant accidents, and public exposure to nuclear radiation and envi-
ronmental carcinogens.

TERRORISM AS AN ACCEPTABLE RISK

If the Department of Homeland Security wants to apply a risk-based
approach to decision making, as it claims frequently, risk acceptance crite-
ria developed for other hazards provide appropriate context for such con-
siderations. Terrorism has elements of dread and the unknown that cause
many people to perceive the risk to be higher than it actually is.”” But the
same can be said for other hazards, particularly those dealing with radia-
tion and pollution, and debates over such issues have been around for
decades, have aroused heated passions from concerned citizens, and have
polarized communities and governments.

To this end, table 2.4 supplies the annual fatality risks for a wide variety
of hazards, including terrorism as variously gauged. As can be seen, almost
all annual terrorism fatality risks are less than one in a million and there-
fore generally lie within the range deemed by regulators internationally to
be safe or acceptable—that is, they scarcely require further regulation.” In
this, they are similar to the risks of using home appliances (200 deaths per
year in the United States) or commercial aviation (130 deaths per year in
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Table 2.4 COMPARISON OF ANNUAL FATALITY RISKS

Hazard

‘World War II
Cancers
War (civilians)
All accidents
Traffic accidents
Traffic accidents
Traffic accidents
Homicide
Traffic accidents
Terrorism
Industrial accidents
Homicide
Intifada
Homicide
Homicide
Terrorism
Terrorism
Natural disasters
Drowning in
bathtub
Terrorism
Home appliances
Deer accidents
Commercial
aviation
Terrorism
Terrorism
Terrorism
Peanut allergies
Lightning
Terrorism

Transnational
Terrorism
Terrorism by

al-Qaeda types

'See note 73 on p. 214.
*See note 45 on p.211.

Territory

Worldwide
UsS

Iraq

UsS

UsS

Canada
Australia

uUsS

UK

No. Ireland
UsS

Canada
Israel

Great Britain
Australia

Us

New York area
Us

UsS

1

UK
us
us
us

Us

Canada

Great Britain

UsS

UsS

Australia incl.
Bali attack

World outside
war zones

World outside
war zones?>

Period

1939-1945
2009
2003-2008
2007
2008
2008
2008
2006
2008
1970-2007
2007
2008
2000-2006
2008
2008
2001
1970-2007
1999-2008
2003

1970-2007
yearly average
2006

yearly average

1970-2007
1970-2007
1970-2007
yearly average
1999-2008
1970-2007

1975-2003

Total Fatalities Annual
for the Period  Fatality Risk

61,000,000
560,000
113,616
119,000
37,261
2,431
1,466
14,180
2,538
1,758
5,657
611

553
387
290
2,982
2,795
6,294
320

2,196
200
150
130

3,292
336
438
50-100
424
117

13,971

2002-mid-2007 1,632

1in221
1in 540

1in 1,150
1in 2,500
1in 8,200
1in 13,500
1in 15,000
1in 22,000
1in 23,000
1in 43,000
1in 53,000
1in 55,000
1in 72,000
1in 67,000
1in 76,000
1in 101,000
1in 260,000
1 in 480,000
1in 950,000

1in 1,100,000
1in 1,500,000
1 in 2,000,000
1in 2,300,000

1 in 3,500,000
1 in 3,800,000
1 in 5,200,000
1 in 6,000,000
1 in 7,000,000
1in 7,100,000

1in 12,500,000

1in 22,200,000



the United States).” Even when we restrict our analysis to the New York
metropolitan area, the annual fatality risk from terrorism (dominated,
of course, by 9/11) is considerably lower than an unacceptable risk of
1in 100,000.7

It is abundantly clear from this comparison that the hazard presented to
human life by terrorism outside of war zones under present conditions is
very low—at least half the risk of being killed in a natural disaster and
nearly a thousand times less than being killed in an accident. Thus, ap-
plying conventional standards, terrorism currently presents a threat to
human life outside of war zones that is acceptable, and efforts, particularly
expensive ones, to further reduce its likelihood or consequences are
scarcely justified.

GAUGING THE IMPACT OF COUNTERTERRORISM
MEASURES ON THE HAZARD

We have assessed the hazard terrorism poses to human life under present
conditions—which include, of course, the existence of counterterrorism
measures specifically designed to reduce that hazard. The analysis suggests
that additional efforts to reduce its likelihood are scarcely justified.

It is possible that any relaxation in these measures will increase the
terrorism hazard, that the counterterrorism effort is the reason for the low
hazard terrorism currently presents. However, for the terrorism risk to
border on becoming unacceptable by established risk conventions—that
is, to reach an annual fatality rate of 1 in 100,000—the number of fatalities
from all forms of terrorism in the United States and Canada would have to
increase 35-fold, in Britain (excluding Northern Ireland) more than
50-fold, and in Australia more than 70-fold.

Thus, to justify current counterterrorism efforts in this manner, one
would need to establish, in the case of the United States, that the measures
have successfully deterred, derailed, disrupted, or protected against attacks
that would otherwise have resulted in the deaths of more than 3,000 people
in the country every year, equivalent to experiencing attacks as devastating
as those on 9/11 at least once a year or 18 Oklahoma City bombings every
year. As indicated in table 2.3, even if all the (mostly embryonic and in
many cases moronic) terrorist plots exposed since 9/11 in the United
States had been successfully carried out, their likely consequences would
have been much lower. Indeed, as the earlier discussion indicates, the
number of people killed by terrorists throughout the world outside (and
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sometimes within) war zones both before and after 2001 generally regis-
ters at far below that number.

A FUTURE INCREASE?

We have been using historical data here, and there is, of course, no guaran-
tee that the terrorism frequencies of the past will necessarily persist into
the future. However, there seems to be little evidence terrorists are be-
coming any more destructive, particularly in the West. In fact, if anything,
there seems to be a diminishing, not expanding, level of terrorist activity
and destruction at least outside of war zones. As Andrew Mack concludes,
there is “no evidence of any substantial increase in the fatality toll since
data on both domestic and international terrorism began to be collected in
1998.” Indeed, the two data sets he examines that have statistics going back
to that year both “reveal a decline in deaths from terrorism.””*

Moreover, according both to official government and to prominent aca-
demic accounts as discussed earlier, the levels of violence likely to be com-
mitted by Islamic extremists within Western countries seem, if anything, to
be in decline. Fears about large, sophisticated attacks have been replaced
by ones concerning tiny conspiracies, lone wolves, and one-off attackers.
As noted, the DHS description of the “adversary” as “relentless, patient,
opportunistic, and flexible” seems excessive, as does the notion that it is
carefully planning attacks on important targets, that it seriously threatens
national security, and that it could inflict “mass casualties, weaken the
economy, and damage public morale and confidence.”

Those who wish to discount such arguments and projections need to
demonstrate why they think terrorists will suddenly get their act together
and inflict massively increased violence, visiting savage discontinuities on
the historical data series (the potential for atomic terrorism is addressed in
the next chapter). Moreover, they should also restrain themselves from
using historical data themselves to explain, for example, why attacks on
New York are more likely than ones on Xenia, Ohio, or Perth, Australia.

Actually, a most common misjudgment has been to embrace extreme
events as harbingers presaging a dire departure from historical patterns. In
the months and then years after 9/11, as noted at this book’s outset, it was
almost universally assumed that the terrorist event was a harbinger rather
than an aberration.” There were similar reactions to Timothy McVeigh’s
1995 truck bomb attack in Oklahoma City, as concerns about a repetition
soared. And in 1996, shortly after the terrorist group Aum Shinrikyo set off
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deadly gas in a Tokyo subway station, one of terrorism studies’ top gurus,
Walter Laqueur, assured the world that some terrorist groups “almost cer-
tainly” will use weapons of mass destruction “in the foreseeable future.”’¢
Presumably any future foreseeable in 1996 is now history, and Laqueur’s

near certainty has yet to occur.

TERRORISM AS A HAZARD TO HUMAN LIFE [55]



CHAPTER 3

The Full Costs of Terrorism

he discussion in chapter 2 focused on deaths caused by terrorism,

the issue of greatest concern to most people. However, terrorism
inflicts other costs as well. To obtain a full appreciation for terrorist
damage, these other costs must be considered, and the most comprehen-
sive way to do this is to put all the losses—including the loss of life—into
economic terms.

THE VALUE OF HUMAN LIFE

While it can be a morally difficult consideration, there is a long history of
placing a monetary value on human life. The calculation is often referred to
as the value of a statistical life (VSL), and table 3.1 supplies estimates of
how much has been spent to save a single human life as the consequence of
dozens of government regulations.

The results are anything but tidy, and they often reflect psychological
and political aspects of risk perception or electoral and lobbyist pressure.'
However, some general tendencies and limits have been established over
time. Thus, looking over such data, Elizabeth Paté-Cornell suggests that a
VSL ceiling of $3 million, inflation adjusted to 2010 dollars, seems roughly
appropriate in current practice—though there are clearly quite a few
entries in the table that are substantially, even spectacularly, higher.* But
regulators and administrators seem generally rather unwilling to spend
more to save a life, implying that they value life at about that amount. For



Table 3.1 REGULATORY EXPENDITURE PER LIFE SAVED

Regulation

Steering column protection standards
Ban on unvented space heaters

Seat belt/air bag

Aircraft cabin fire protection standard
Underground construction standards
Auto fuel system integrity
Trihalomethane in drinking water
Aircraft seat cushion flammability
Alcohol and drug controls

Aircraft floor emergency lighting
Concrete and masonry construction
Passive restraints for trucks and buses
Children’s sleepwear flammability ban
Auto side impact standards

Metal mine electrical equipment
standards

Trenching and evacuation standards
Hazard communication standard
Trucks, buses and MPV side impact
Grain dust explosion prevention
Rear lap/shoulder belts for autos

Standards for radionuclides in
uranium mines
Ethylene dibromide in drinking water
Asbestos occupational exposure limit
Benzene occupational exposure limit
Electrical equipment in coal mines
Arsenic emission standards for
glass plants
Cover/move uranium mill tailings

Acrylonitrate occupational
exposure limit

Coke ovens occupational exposure limit
Arsenic occupational exposure limit
Ban on asbestos

1,2-Dechloropropane in drinking water
Hazardous waste land disposal ban
Municipal solid waste landfills

Year

1967
1980
1984
1985
1989
1975
1979
1984
1985
1984
1988
1989
1973
1990
1970

1989
1983
1989
1987
1989
1984

1991
1972
1987
1970
1986

1983
1978

1976
1978
1989
1991
1988
1988

Agency

NHTSA
CPSC
NHTSA
FAA
OSHA
NHTSA
EPA
FAA
FRA
FAA
OSHA
NHTSA
CPSC
NHTSA
MSHA

OSHA
OSHA
NHTSA
OSHA
NHTSA
EPA

EPA
OSHA
OSHA
MSHA
EPA

EPA
OSHA

OSHA
OSHA
EPA
EPA
EPA
EPA

Cost per Life Saved
in 2010 Dollars

140,000
140,000
140,000
140,000
140,000
710,000
850,000
850,000
850,000
990,000
990,000
1,100,000
1,400,000
1,400,000
2,400,000

2,600,000
2,700,000
3,700,000
4,700,000
5,400,000
5,800,000

9,700,000
14,000,000
15,000,000
15,800,000
22,900,000

76,100,000
87,000,000

107,400,000
180,800,000
187,200,000
1,103,900,000
7,084,000,000
32,300,000,000

continued



Table 3.1 CONTINUED

Regulation Year Agency Cost per Life Saved
in 2010 Dollars
Formaldehyde occupational 1987 OSHA 145,723,000,000
exposure limit
Hazardous waste listing for 1990 EPA 9,635,870,000,000

wood-preserving chemicals

Adapted from Viscusi 2000.

its purposes, the U.S. Department of Transportation adopts a figure of
$4.4 million.?

The concept can be, and has been, expanded to embrace security
concerns. For example, Robert Hahn assessed the cost of heightened
airport security measures implemented soon after the midair explosion
and crash of a TWA flight in 1996 (the probable cause later turned out
not to be terrorism related). He notes that the cost per life saved was
$200-$300 million—well in excess, obviously, of most regulatory
safety goals.*

Following the widely applied VSL approach, a report for the Depart-
ment of Homeland Security (DHS) by Lisa Robinson concludes that the
best estimate for homeland security analysis is about $6.5 million in 2010
dollars.® This suggests, for example, that if a terrorism security measure can
be shown to have saved ten lives at a total cost of no more than $65 million,
it would be considered a worthy expenditure of funds.

Characteristically, court awards or compensation payouts are consider-
ably lower. In the case of the 9/11 attacks, there was compensation of $3.1
million per victim, but much of this came from generous payments by gov-
ernments and donations by the public generated by the shock of the event
and the enormity of the sympathy to the victims and their families. Pay-
ments like that are by no means typical in terrorist attacks: for example, the
victims of the dramatic Oklahoma City bombing of 1995 received little or
no federal assistance at all. Moreover, the average life insurance payout to
9/11 victims was $350,000, and workers’ compensation was $400,000.
Court awards may be higher than this, but not always. A 1988 study of avia-
tion fatality compensation payments found that the average compensation
for cases that went to trial was approximately $1.2 million with a maximum
of $10 million; however, half of all payouts, including those settled before
trials began, were less than $350,000. Payments to the families of soldiers
killed in the Iraq War total $500,000, up from $112,240 before that conflict.®
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Court awards are geared toward providing compensation to meet the
needs of the survivors and, in some cases, to provide deterrence by
awarding punitive damages against the defendants. On the other hand,
value of statistical life measures, as Kip Viscusi points out, are used by
regulators to “establish sufficient incentives for safety for deterrence and
accident prevention” and seem to better represent the public’s willing-
ness to pay for greater safety.” Accordingly, the DHS recommended
value of statistical life of $6.5 million seems appropriate for our cost-ben-
efit analyses.

Most VSL studies focus on relatively common risks (e.g., workplace or
motor vehicle accidents), and Robinson suggests that “more involuntary,
uncontrollable, and dread risks may be assigned a value that is perhaps
twice that of more familiar risks,” a process that essentially adds into the
analysis much of the substantial indirect and ancillary costs associated
with a terrorist event. Our analysis uses the lower figure of $6.5 million per
life saved and then adds the other costs to it. However, her basic point, that
people often effectively place a higher value on a life lost to terrorism than
on one lost to more mundane and less sensational hazards, should be kept
in mind.

AGGREGATING THE COSTS: CONVENTIONAL ATTACKS

To establish something of an upper bound for the costs inflicted by con-
ventional terrorist attacks, it may be best to begin with an estimate of the
aggregate costs, as expressed in economic terms, inflicted by the ter-
rorist attack that has been by far the most destructive in history, that of
September 11, 2001.

That attack directly resulted in the deaths of nearly 3,000 people.
With a VSL of $6.5 million, the associated loss is approximately $20
billion. In addition, 9/11 caused, of course, great direct physical
damage, amounting to approximately $30 billion in 2010 dollars, in-
cluding rescue and cleanup costs.® Indirect costs were even more sub-
stantial. Thus, the International Monetary Fund estimates that the
9/11 attacks cost the U.S. economy up to 0.7 percent in lost GDP
($100 billion in 2010 dollars, adjusting for inflation) in that year
alone,’ while others estimate that associated business costs and loss of
tourism cost the U.S. economy $190 billion over three years.'” A com-
prehensive 2009 study by the National Center for Risk and Economic
Analysis of Terrorist Events found that the impact on the U.S. economy
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of the 9/11 attacks ranges from $40 to $140 billion of GDP, or 0.3 to
1.0 percent of annual GDP."!

The magnitude of the effects of terrorism on GDP is highly variable, but
as economist Paul Krugman suggests, “on an economy-wide basis—except
for small economies like that of Israel—the costs of behavioral responses
to terrorism at current levels are probably fairly small, almost surely less
than 1 percent of GDP” Financial markets are popularly viewed as very
fragile and jittery about news of terrorist attacks. After 9/11, the New York
Stock Exchange was closed for several days, and the Standard & Poor’s
500-stock index plummeted 4.9 percent on the next day of trading. How-
ever, these losses were recovered over the next two months of trading.
Business Week’s David Wyss notes that after the 9/11 attacks, “the
economy—measured by real GDP—dropped only in the third quarter
(and September 11 was pretty much the end of the third quarter anyway),
was up a modest 1.6% in the fourth, and saw an increase of 2.5% a year
later” and concludes that the “financial consequences of these one-time
events tend to be small and fleeting”*

An exhaustive review of international terrorism losses by Todd Sandler
and Walter Enders concludes that “for most economies, the economic
consequences of terrorism are generally very modest and of a short-term
nature” and “large diversified economies are able to withstand terrorism
and do not display adverse macroeconomic influences. Recovery is rapid
even from a large-scale terrorist attack.” In part, this is because “developed
countries can use monetary and fiscal policies to offset adverse economic
impacts of large-scale attacks. Well-developed institutions also cushion the
consequences.” Additionally, “the immediate costs of most terrorist attacks
are localized, thereby causing a substitution of economic activity away
from a vulnerable sector to relatively safe areas. Prices can then reallocate
capital and labor quickly.”"?

This last point is a telling one. When expenditures are either trans-
ferred somewhere else or deferred temporarily, money will still be spent
one way or the other. There will be loss of economic activity to the af-
fected areas, but other areas or sectors of the economy will benefit with
increased economic activity. For example, after 9/11, Hawaii experi-
enced a boom in domestic visitors, generating an extra $550 million in
2004 alone because more Americans decided to take vacations closer to
home than travel internationally."* If there is an attack on a subway, more
people will catch a bus or take a taxi. So there will be winners and losers,
not just losers, as we often assume when discussing economic losses
from terrorism. None of this is to dismiss the tragic and life-changing
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losses faced by the victims and their families. But when we step back and
look at the bigger picture, the overall losses and damages to society may
not be as great as they first appear.

The total costs inflicted by the terrorists on September 11,2001, far the
worst terrorist attack in history, can then be summed. If the loss oflife from
the 9/11 attacks is valued at $20 billion based on VSL measures, direct
physical damage at $30 billion, and loss of GDP at $70 to $140 billion
(equivalent to 0.5 to 1 percent of GDP), the total losses come to approxi-
mately $120 to $190 billion. One might also include the value of lives lost
by those who, in the first months and years after 9/11, avoided airlines and
drove in more dangerous automobiles instead. Various estimates put this
loss at 2,300 lives,'* for a total VSL of $15 billion. To account for these and
other indirect losses like social disruption, we will err on the conservative
(or high) side and adopt $200 billion as the full cost of losses experienced
from the 9/11 attacks.'®

The 200S attacks on underground trains and a bus in London that
killed 52 people and injured many hundreds of commuters and passersby
can be evaluated in a similar way. The loss of lives is valued at near $350
million based on VSL measures. In addition, the repair costs to the Lon-
don Underground and London buses is estimated at $100 million,'” and
losses from ticket sales on the London Underground (£11 million), res-
taurants (£40 million), tourism (£450 million), and retailers (£1.6 bil-
lion) sum to £2.1 billion or $3.2 billion.'* And there are estimates that
lost tourism and transport revenues could exceed £600 million or roughly
$1 billion."

The effects on financial markets were even more short-lived than those
for 9/11, with the FTSE 100 Index closing only 1.4 percent lower on the
day of the bombing from the previous day’s close. The following day, the
FTSE 100 Index had recovered from this loss, most likely when the mar-
kets became aware that the damage of the bombings was less than initially
feared. And despite significant disruption to London’s transport network,
the London Chamber of Commerce reported that in “every case busi-
nesses had resumed normal operation within two working days” and that
“because there was little disruption to the supply chain, there was little ev-
idence of the knock-on effect that the business community had feared in
the worst case scenario.”*’ An essential factor in the business rebound was
that bus services resumed service on the same day as the attacks and most
underground services reopened the following day. If the government had
reacted by closing all London transport for an extended period of time to
assess and reduce vulnerabilities, the social and economic consequences
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would have been much larger. After the London attacks, there was the
expected drop in foreign visitors to London, which was offset partly by
increases in visitors to other British regions, and overall visitor numbers to
the United Kingdom by the end of 2005 had increased by 6 percent over
2004, and by another 9.2 percent in 2006.*! In total, then, the losses from
the London attacks sum to upward of $3 to $4 billion.

The next largest terrorist attack in Britain was in 1993, when the Irish
Republican Army detonated a 1,100-pound truck bomb in the financial
district of London, killing 1 person, injuring 40 others, and damaging
about 72 buildings. The total damage cost is estimated at £1 billion, with
building reconstruction costs estimated at £350 million.?> The London
Chamber of Commerce reported an insured loss of $907 million.>* The
losses from this attack in 2010 dollars total, then, around $2 billion.

The bombing of commuter trains in Madrid on March 11, 2004, was far
more devastating in lives lost than the 2005 transit attacks in London: 191
commuters were killed and more than 1,800 injured. This has been charac-
terized as “the worst Islamic terrorist attack in European history,” a charac-
terization that still holds.>* The direct losses totaled €212 million ($282
million), including €4 million for repair to the trains and rail infrastructure
and the cost of the human lives lost and of the injuries inflicted.”> Tourism
in Madrid took a short-term hit, with business down by 10 percent, but by
the end of 2004, Madrid’s foreign tourist figures were 10.9 percent higher
than the previous year, suggesting “that the terrorist attacks in Spain did
not have any significant impacts on tourism.””® As a London Chamber of
Commerce study notes, “The example of the 2004 Madrid bombings
shows that a city can swiftly bounce back from attacks on a similar scale to
7/7 and that the economic cost can be relatively short-term, even in the
terrorism-sensitive tourism sector.””” The losses from this attack total
several billion dollars.*®

Bali, the scene of a major terrorist attack in 2002 that killed more than
200 people, most of them foreign tourists, also has shown a resilient
tourism sector. While foreign visitor numbers dropped by nearly 300,000
in the year following the 2002 attack, by 2008 foreign arrivals were 46 per-
cent higher than in 2001.” The total losses from this attack also run to no
more than several billion dollars.*

Other studies have attempted to assess the direct and indirect costs of
other extreme terrorist attacks with conventional weapons. A 2002 Brook-
ings report analyzes scenarios in which a set of bombings and bomb scares
kills several hundred people and effectively shuts down several major cities
for a day at a cost, including loss of life, of $10 billion. A larger attack, one
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that “exposes a finite and repairable vulnerability (like 9/11),” causing sub-
stantial but temporary weakening of the economy, would cost $100 billion.
Their worst-case conventional attack scenario has potential losses of $250
billion caused by “widespread terror against key elements of public
economy across a nation (mall, restaurants, movie theatres, etc.).”!

A RAND study developed a “moderate” case in which a terrorist attack
on the United States results in 1,175 deaths and 8,700 injuries costing $6.1
billion. To this is added $1.6 billion in property damage and $6.1 billion in
reduced GDP, for a total loss of $13.8 billion in direct and indirect damage
in 2010 dollars.** And an Australian study commissioned by the Australian
Federal Police investigated the economic effects of a terrorist attack similar
in scope to the July 2005 London bombings, concluding that the total loss
would range from $1 to $5 billion.*

It is important to stress, however, that very few terrorist attacks exact
damage on the scale of these.

Thus, an analysis of the Global Terrorism Database (GTD) shows that,
of 219 terrorist incidents in the United Kingdom involving explosives,
only two inflicted damage that the GTD considered “catastrophic™—a
bombing in London that killed three people in 1992 and the 1993 London
financial area bombing, each causing damage of $1 to 2 billion. Sixteen
others inflicted major damage (from $1 million to $1 billion), and 202
caused damage of less than $1 million.**

The overwhelming majority of domestic and transnational terrorist at-
tacks kill very few, if any, people. Further applying the GTD, table 3.2
shows that few terrorist attacks within the United States kill anyone and
that very few kill more than two people. Terrorism statistics for the United
Kingdom find a slightly higher frequency of terrorist attacks that inflict
multiple fatalities.

Even in that most permissive of terrorist environments, Iraq, fatalities
from truck and car bombs against buildings and infrastructure have
exceeded S0 people in fewer than 1 of every 200 attacks. The deadliest
bombings target markets and other open-air congregations of civilians.
These caused the vast majority of mass casualties, but none inflicted more
than 250 fatalities.*

Similarly, data arrayed in figure 3.1 show that property damage is gen-
erally less than $1 million for the average terrorist attack—often much
less—while catastrophic damage in excess of $1 billion is limited to a few
isolated instances. The typical terrorist act results in no fatalities whatever.
And while any death is regrettable, the most likely outcome from a deadly
terrorist attack is one or perhaps two fatalities, inflicting damage that is
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Table 3.2 FREQUENCY OF FATALITIES PER TERRORIST ATTACK,
1970-2007

Number of Frequency
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Source: Global Terrorism Database. Includes both domestic and transnational terrorism in
all forms. The GTD defines a single terrorist attack as one occurring in the same geographic
area and at the same point in time. Hence the 9/11 attacks are regarded as four incidents, as
are the 2005 London attacks.
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Direct Economic Damage Resulting from Terrorist Attacks Excluding the Costs of Loss of Life,
1970-2007.

Source: Global Terrorism Database.

limited, even minor. A monetary value placed on such attacks (including
the costs of the loss of life) would run into the tens of millions of dollars
per attack, and not much more.

EXPANDING TERRORIST DESTRUCTION?

In the history of terrorism, then, 9/11 stands out as extreme in terms of
the human and economic destruction it wreaked: there has been nothing
similar, ever. It may be too early to conclude that 9/11 was an aberration
rather than a harbinger. However, even assuming the latter—that terror-
ists might be able to commit mayhem on the scale of 9/11 from time to
time—the overall conclusions about terrorism as a hazard to human life
and about its aggregate consequences do not alter all that much. Indeed,
even if “another 9/11” were to occur in the United States every three
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months for the next five years, an American’s chance of being killed in
one of them is two one-hundredths of 1 percent: the posited attacks
would kill 60,000 in total, which is about 0.02 percent of the U.S. popula-
tion of 308 million.*® This would be, of course, an extended and major
tragedy, but an individual’s chances of being killed, while no longer
microscopic, would remain small even under this extreme—even, one
hopes, ridiculous—scenario.

Nonetheless, argue many, just because something even worse hasn’t
happened before doesn’t mean it can’t happen in the future. However, for
damage to be inflicted by terrorists that is radically worse than in the past,
they would have to become vastly more capable of inflicting damage than
they have so far shown themselves to be. And as suggested at the end of
chapter 2, there seems to be little evidence they are becoming any more
destructive, particularly in the West. In fact, if anything, there may be a
diminishing, not expanding, level of terrorist activity and destruction at
least outside of war zones, as concern shifts from the dangers presented by
large, sophisticated, conventional attacks to amateurish ones perpetrated
by tiny cells or lone operators.

Atomic Terrorism

Actually, to substantially outdo the damage inflicted on 9/11, terrorists
would pretty much need to acquire an atomic arsenal and the capacity to
deploy and detonate it, a prospect that continues to excite great alarm. In a
major speech on April 11,2010, President Barack Obama proclaimed it to
be “the single biggest threat to U.S. security.” Others, like Indiana Senator
Richard Lugar, consider that terrorists armed with weapons of mass de-
struction present an “existential” threat to the United States or even, in
columnist Charles Krauthammer’s view, to “civilization itself” Graham
Allison, too, thinks nuclear terrorists could “destroy civilization as we
know it,” while Joshua Goldstein is convinced they could “destroy our
society” and that a single small nuclear detonation in Manhattan would
“overwhelm the nation.” And Michael Ignatieff warns that “a group of only
a few individuals equipped with lethal technologies” threaten “the ascen-
dancy of the modern state.™’

The possibility that small groups could set off nuclear weapons has
repeatedly raised alarms at least since 1946, when atomic bomb maker
J. Robert Oppenheimer warned that if three or four men could smuggle in
units for an atomic bomb, they could “blow up New York.” And over the
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course of the ensuing decades, there have been many predictions that a
terrorist bomb explosion would transpire fairly soon.*

The 9/11 experience ought, it would seem, to be taken to suggest that
the scenario most to be feared is one in which terrorists are once again able,
through skill, careful planning, suicidal dedication, and great luck, to mas-
sively destroy with ordinary, extant devices. In addition, the potential for
destruction on that magnitude is hardly new: a tiny band of fanatical, well-
trained, and lucky terrorists could have sunk or scuttled a large passenger
ship like the Titanic and killed many hundreds or even thousands.** How-
ever, concerns about a terrorist atomic bomb and about the imminence of
an explosion escalated greatly after the September 11 attacks, even though
the terrorists used weapons no more sophisticated than box cutters on that
terrible day.** Brian Jenkins has run an Internet search to discover how
often variants of the term al-Qaeda appeared within ten words of nuclear.
There were only 7 hits in 1999 and 11 in 2000, but this soared to 1,742 in
2001 and t0 2,931 in 2002.*' By 2008, Defense Secretary Robert Gates was
assuring a congressional committee that what keeps every senior govern-
ment leader awake at night is “the thought of a terrorist ending up with a
weapon of mass destruction, especially nuclear”*

Nuclear weapons are clearly the most destructive weapons ever invented,
but there has been a tendency for decades to exaggerate that capacity, how-
ever awesome. For example, Oppenheimer casually inflated the destruc-
tiveness of the kind of bomb terrorists might have been able to set off in
1946 by a factor of 100: a ground-burst Hiroshima-size bomb would have
“blown up” about 1 percent of New York, not all of it. And in a book pub-
lished 61 years later, former CIA Director George Tenet extravagantly pro-
claims that a single “mushroom cloud” would “destroy our economy.* On
the same page for his April 11, 2010, address, Obama insisted that if a
terrorist organization were able to obtain a nuclear weapon, that “could
change the security landscape of this country and around the world for
years to come.”*

A rather more careful, responsible, and specific effort to assess the ef-
fects of atomic terrorism is included in a 2006 RAND study evaluating the
detonation of a ten-kiloton (that is, Hiroshima-size) nuclear device at the
Port of Long Beach in California. It concludes that total losses of $1 trillion
could be expected.” The bulk of the economic costs in this study arise from
the assumption that wide areas would have to be evacuated because they
would become contaminated by radioactivity under current standards.*

Another study assesses the effects of the detonation of a ten-kiloton
nuclear device at New York’s Grand Central Terminal on a busy day. This
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might conceivably kill hundreds of thousands of people, inflict immediate
property damage in the tens of billions, and cause radioactive contamina-
tion that would cost hundreds of billions in lost economic activity, prop-
erty damage, and long-term health effects. With loss of life and both direct
and indirect consequences, including disruption of the U.S. economy, this
nightmare scenario, the study concludes, could cost up to $S trillion.*”

In our analysis, we will use the figures generated by these studies to
establish upper-bound cost estimates for the consequences of an atomic
explosion set off by terrorists. While dire, however, these are not neces-
sarily the most probable atomic scenarios. As terrorists have typically
inflicted only limited, if nonetheless significant, destruction with conven-
tional explosives, atomic terrorists are not particularly likely to be able to
deliver their ordnance in the most effective manner and on the most con-
sequential of targets—and there are few potential target areas in the West
that are so densely populated as Grand Central.

It should also be noted that terrorist groups thus far seem to have exhib-
ited only limited desire and even less progress in going atomic. This may be
because, after brief exploration of the possible routes, they, unlike genera-
tions of alarmists, have discovered that the tremendous effort required is
scarcely likely to be successful.*

A common concern envisions a newly nuclear country palming off a
bomb or two to friendly terrorists for delivery abroad. However, there
would be too much risk, even for a country led by extremists, that the ulti-
mate source of the weapon would be discovered before or after detonation
or that it would be exploded in a manner and on a target the donor would
not approve—including on the donor itself. In addition, al-Qaeda is un-
likely to be trusted by just about anyone: as noted in chapter 2, its explicit
enemies list includes all Middle Eastern regimes, as well as the govern-
ments of India, Pakistan, Afghanistan, and Russia.

Nor is it likely that a working nuclear device could be stolen and deto-
nated. “A theft,” point out physicists Christoph Wirz and Emmanuel
Egger, “would involve many risks and great efforts in terms of personnel,
finances, and organization,” while safety and security systems on the
weapons “ensure that the successful use of a stolen weapon would be very
unlikely”* Bombs can be kept disassembled, with the component parts
stored in separate high-security vaults, and things can be organized so that
two people and multiple codes are required not only to use the bomb but
also to store, maintain, and deploy it. If the terrorists seek to enlist (or
force) the services of someone who already knows how to set off the
bomb, they would find, as Stephen Younger, former research director at
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Los Alamos, stresses, that “only a few people in the world have the knowl-
edge to cause an unauthorized detonation of a nuclear weapon.” Weapons
designers know how a weapon works, he explains, but not the multiple
types of signals necessary to set it off, and maintenance personnel are
trained only in a limited set of functions.*

Most analysts consider a terrorist group’s most promising route would
be to attempt to make a bomb using purloined fissile material —plutonium
or highly enriched uranium.”' However, this remains an extraordinarily dif-
ficult task. As the Gilmore Commission, a special advisory panel to the
president and Congress, stresses, building a nuclear device capable of pro-
ducing mass destruction presents “Herculean challenges.” The process
requires a lengthy sequence of steps, and if each is not fully met, the result
is not simply a less powerful weapon, but one that can’t produce any signif-
icant nuclear yield at all or can’t be delivered.*

First, the terrorists would need to steal or illicitly purchase the crucial
plutonium or highly enriched uranium necessary. This probably would
require the corruption of a host of greedy confederates, including brokers
and money transmitters, any one of whom could turn on them or, out of
either guile or incompetence, furnish them with material that is useless.*
The theft would also be likely to trigger an international policing effort.

Then, to manufacture a bomb, the terrorists would need to set up a large
and well-equipped machine shop somewhere and populate it with a very
select team of highly skilled scientists, technicians, machinists, and man-
agers. The group would have to be assembled and retained for the monu-
mental task while no consequential suspicions are generated among
friends, family, and police about their sudden and lengthy absence from
normal pursuits back home. Members of the bomb-building team would
also have to be utterly devoted to the cause and willing to put their lives,
and certainly their careers, at high risk because after their bomb was dis-
covered or exploded, they would be likely to become the targets in an
intense worldwide dragnet operation facilitated by the fact that their skills
would not be common ones.

After assessing the terrorists’ task in detail, Wirz and Egger conclude
that fabricating a nuclear weapon “could hardly be accomplished by a sub-
national group” because of “the difficulty of acquiring the necessary
expertise, the technical requirements (which in several fields verge on the
unfeasible), the lack of available materials and the lack of experience in
working with these.”>* Younger has made a similar argument, stressing the
“daunting problems associated with material purity, machining, and a
host of other issues” and concluding, “to think that a terrorist group,
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working in isolation with an unreliable supply of electricity and little ac-
cess to tools and supplies” could fabricate an atomic bomb or device “is
far-fetched at best.”**

Under the best of circumstances for the would-be bomb makers, the
process could take months or even a year or more, and it would all, of
course, have to be carried out in utter secrecy, even while local and interna-
tional security police are likely to be on the intense prowl. In addition,
people in the area, as well as local criminal gangs, may observe with in-
creasing curiosity and puzzlement the constant comings and goings of
technicians unlikely to be locals.

The process of fabricating a nuclear weapon requires, then, the effective
recruitment of people who at once have great technical skills and complete
devotion to the cause. In addition, a host of corrupted coconspirators,
many of them foreign, must remain utterly reliable, international and local
security services must be kept perpetually in the dark, and no curious out-
sider must get consequential wind of the project over the months or even
years it takes to pull off.

Finally, the resulting weapon, apt to weigh a ton or more, would have to
be moved to a target site in a manner that did not arouse suspicion. And
then, at the target site, a crew, presumably suicidal, would have to set off its
improvised and untested nuclear device, one that even the alarmed Graham
Allison acknowledges would probably be “large, cambersome, unsafe, un-
reliable, unpredictable, and inefficient.”* While doing this, they would have
to hope and fervently pray that the machine shop work has been perfect,
that there were no significant shake-ups in the treacherous process of trans-
portation, and that the thing, after all this effort, doesn’t prove to be a dud.

The financial costs of the extended operation in its cumulating entirety
could easily become monumental. There would be expensive equipment
to buy, smuggle, and set up and people to pay—or pay off. Any criminals
competent and capable enough to be effective allies in the project are likely
as well to be not only smart enough to see boundless opportunities for
extortion but also psychologically equipped by their profession to be
willing to exploit them.*’

Terrorists with Other “Weapons of Mass Destruction”
Chemical, biological, and radiological weapons have commonly been

bracketed with nuclear ones, particularly over the last two decades, into a
category known as weapons of mass destruction, but the identification is
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highly questionable.*® Although they can cause problems, kill people, and
inflict damage, they can scarcely do so on a large scale.

Chemical arms may have the potential, under appropriate circum-
stances, for panicking people; killing masses of them in open areas, how-
ever, is beyond their modest capabilities. Although they obviously can be
hugely lethal when released in gas chambers, their effectiveness as weapons
has been singularly unimpressive—they accounted for less that one per-
cent of the battle deaths in the First World War. Biologist Matthew Mesel-
son calculates that it would take fully a ton of nerve gas or five tons of
mustard gas to produce heavy casualties among unprotected people in an
open area one kilometer square. Or as the Gilmore Commission calcu-
lates, it would take a full ton of sarin gas released under favorable weather
conditions for the destructive effects to become distinctly greater than
could be achieved by conventional explosives.*

Properly developed and deployed, biological weapons could poten-
tially, if thus far only in theory, kill hundreds of thousands, perhaps even
millions, of people. The discussion remains theoretical because biolog-
ical weapons have scarcely ever been used. For the most destructive
results, they need to be dispersed in very low-altitude aerosol clouds.
Moreover, 90 percent of the microorganisms are likely to die during the
process of aerosolization, while their effectiveness could be reduced still
further by sunlight, smog, humidity, and temperature changes. Explosive
methods of dispersion may destroy the organisms, and, except for anthrax
spores, long-term storage of lethal organisms in bombs or warheads is
difficult. In the summary judgment of two careful analysts, delivering
microbes and toxins over a wide area in the form most suitable for
inflicting mass casualties—as an aerosol that could be inhaled—requires
a delivery system of enormous sophistication, and even then effective
dispersal could easily be disrupted by unfavorable environmental and
meteorological conditions.*®

Radiological weapons or “dirty bombs,” in which radioactive materials
are sprayed over an area by a conventional explosion, are incapable of inflict-
ing much immediate damage at all. In fact, it would be almost impossible to
disperse radioactive material from a dirty bomb explosion so that victims
would absorb alethal dose before being able to leave the area, and it is likely
that few, if any, in the target area would be killed directly, becomeill, or even
have a measurably increased risk of cancer." The costs of disruption and
cleanup could, however, be considerable. Moreover, although a dirty bomb
would be easier to assemble than a nuclear weapon, the construction and

deployment of one is difficult and requires considerable skill.**
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In addition, the degree to which al-Qaeda has pursued or even has much
interest in any sort of WMD may have been exaggerated. Norwegian ana-
lyst Anne Stenersen concludes, after an exhaustive study of available mate-
rials, that although “it is likely that al-Qaeda central has considered the
option of using non-conventional weapons,” there “is little evidence that
such ideas ever developed into actual plans.” Indeed, an al-Qaeda computer
left behind in Afghanistan in 2001 when the group beat a hasty retreat indi-
cates that only some $2,000 to $4,000 was earmarked for WMD research
and that was mainly for very crude work on chemical weapons.®* And evi-
dence seized after bin Laden’s death in 2011 suggests his group was cash-
strapped and preoccupied with dodging U.S. drone attacks.

In effect, terrorists seem to be heeding the advice found in a memo on
an al-Qaeda laptop seized in Pakistan in 2004: “Make use of that which is
available . . . rather than waste valuable time becoming despondent over
that which is not within your reach.”* Or as another put it, “a hand grenade
that explodes in one of New York’s streets, is better than a nuclear bomb
capable of destroying half of New York that does not explode!”® That is,
keep it simple, stupid. As concern shifts to the amateur or minimally
trained homegrown perpetrator, it seems officials are increasingly accept-
ing this view of the terrorist threat.

Opportunity Costs and the Costs of Extreme Reaction

The analysis here has thus far assessed and aggregated the cost, rendered in
economic terms, both of the direct damage inflicted by terrorists and of the
reaction (or overreaction) as seen in reductions in GDP and other indirect
costs—which in many cases, including even 9/11, can be much larger than
the costs directly inflicted by the terrorists themselves.® Most important
for present purposes, however, are the costs of extreme reaction. In partic-
ular, the 9/11 attacks made the wars in Iraq and Afghanistan politically
possible, and by 2010 these conflicts had claimed nearly 6,000 U.S. mili-
tary fatalities while exacting a cost in treasure to the United States variously
estimated at multiple hundreds of billions to a few trillion dollars.

Such extreme reactions are, of course, highly contingent on a large
number of other considerations and are rare: few terrorist events trigger
full-blown wars, though it could be argued that World War I was caused,
or at least triggered, by a terrorist event, an assassination, that directly
took only two lives.” However, the wars were far from a necessary result
of the terrorist event: the terrorists did not directly cause these ventures,
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but rather facilitated them by shifting the emotional or political situation,
potentially making possible a policy some political actors desired for other
reasons. Thus, many people in the Bush administration had long been
yearning for a war to depose Saddam Hussein in Iraq, and many of them
immediately moved into operation after 9/11 in the belief, correct it now
seems, that that dramatic event, even though it had nothing to do with
Iraq, might well have shifted the political environment sufficiently to allow
them to carry out the policy they had been longing for.*®

Sometimes states massively overreact to terrorist events not so much to
carry out a preexisting agenda as simply out of rage, fear, or a desire to exact
revenge. In 1999, for example, responding to several vicious acts of ter-
rorism apparently perpetrated by Chechens, the Russian government rein-
stituted a war against the breakaway republic that resulted in far more
destruction of Russian (and, of course, Chechen) lives and property than
the terrorists ever brought about. And when two American embassies in
Africawere bombed in 1998, killing more than 200 (including a few Amer-
icans), President Bill Clinton retaliated by bombing some of Osama bin
Laden’s terrorist training camps in Afghanistan, which caused the Afghan
government, the Taliban, to renege on pledges to extradite the trouble-
some and egoistic bin Laden to Saudi Arabia, made him into an interna-
tional celebrity, essentially created his al-Qaeda organization by turning it
into a magnet for funds and recruits, and converted the Taliban from reluc-
tant hosts to allies and partners.”” Outraged by a series of terrorist attacks
and shellings perpetrated by Palestinian forces based in bordering Leba-
non, the Israelis moved in with massive force in 1982. By the time Israeli
forces were withdrawn in 2000, vastly more Israelis among the occupying
forces had been killed by harassing Arab attacks than had been killed by
terrorists before 1982.

In this vein, many commentators in the United States warn that in the
event of substantial additional terrorism in the country, the government
and people would respond by going on a rampage of self-destruction. For
example, Michael Ignatieft explains in some detail how Americans will
destroy themselves in response to the next attack. Although Americans
did allow their leaders one fatal mistake in September 2001, they simply
“will not forgive another one.” If there are several large-scale attacks, he
confidently predicts, the trust that binds the people to its leadership and
to each other will crumble, and the “cowed populace” will demand that
tyranny be imposed upon it and quite possibly break itself into a collec-
tion of rampaging lynch mobs devoted to killing “former neighbors” and
“onetime friends.””’
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Actually, it is not at all clear that even another 9/11 would trigger the
extreme reaction engendered by the original intensely shocking event. And
that experience suggests that, far from engendering panicky behavior, the
most likely response would be to pull together to confront the threat.”
Moreover, although there is often a political imperative that public officials
“do something” when a dramatic terrorist event takes place, history clearly
demonstrates that massive overreaction is not necessarily inevitable, nor is
it even very common. Sometimes, in fact, leaders have been able to restrain
their instinct to overreact—the restraint of the Indian government to the
dramatic, outrage-producing Mumbai attacks that had been directed from
neighboring Pakistan is very much a case in point.”> This phenomenon will
be discussed more fully in chapter 9.

Whatever such considerations, if counterterrorism measures manage to
prevent terrorist attacks that would necessarily lead to severe reactions, the
measures would be, to say the least, of great value. They would be so not by
preventing destruction inflicted by the terrorists as much as by preventing
the danger of massively self-destructive reactions by the terrorists’ victims.

THE COSTS AND LIKELIHOOD OF TERRORIST ATTACKS

It is important—indeed, crucial—in current policy discussions about ter-
rorism to keep the adversary’s capacity in mind: as discussed in chapter 2,
although al-Qaeda certainly does not wish us well, its ability to carry out
attacks in the United States and the West is constrained. That chapter
attempted to assess terrorism as a hazard to human life, concluding that,
compared with a wide variety of other hazards, its record at killing people
is rather limited. In fact, under present conditions, terrorism is an “accept-
able risk”—the likelihood any person living outside a war zone will be
killed by a terrorist is so low that the risk can, applying accepted conven-
tional standards, be considered minimal.

This chapter has sought to aggregate the total costs inflicted by
terrorism—not only the loss of life but also the direct and indirect
economic costs. These, too, are typically—although not always, of
course—quite limited.

These conclusions are based on historical records of the amount of
damage terrorism has been able to inflict. However, it certainly seems likely
that few, if any, future attacks are going to be of a massively greater destruc-
tive magnitude. On the contrary, they are likely to be rare and mostly of
comparatively limited (though still tragic) consequence.
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There are serious analysts, however, who strongly disagree. When 85
foreign policy experts were polled by Senator Richard Lugar in 2004 and
2005, they concluded on average that there was a 29 percent likelihood a
nuclear explosion would occur somewhere in the world within the next ten
years, and they overwhelmingly anticipated that it would be carried out by
terrorists, not by a government.” In an influential 2004 book, Graham
Allison relayed his “considered judgment” that “on the current path, a nu-
clear terrorist attack on America in the decade ahead is more likely than
not”™—that is, more than 6.6 percent per year.”* And in 2007, physicist
Richard Garwin assessed the likelihood of a nuclear explosion on an
American or European city by terrorist or other means to be 20 percent per
year, which would work out to 89 percent over a ten-year period.”

There is also the potential for the victim country to greatly enhance the
negative effects of terrorism by massive overreaction. Ignatieff is not alone
in arguing that Americans will respond to another major attack by commit-
ting societal suicide. And although lashing out in rage or seizing the oppor-
tunity afforded by a terrorist act to initiate wars and other destructive
activity is not common, it clearly can happen.

Since both of these dire scenarios—atomic terrorism and massive
overreaction—are taken very seriously by many observers, they will be
included in later analyses.

Chapter 2, then, has supplied background thinking for the likeli-
hood of a terrorist attack, and this chapter has added in other consider-
ations to develop a range of expectations about the extent of damage
terrorism can inflict. The next chapter combines these considerations
with others to develop a full cost-benefit analysis of homeland security
counterterrorism expenditures.
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CHAPTER 4

Evaluating Increases in Homeland
Security Spending

cost-benefit analysis for homeland security spending is well overdue,

one that allows the decision maker to make a risk-informed decision
about whether counterterrorism expenditures are excessive or a produc-
tive and sensible use of society’s resources.

This chapter sets out some basic and rather broad-scaled thinking about
how such a process might be carried out to evaluate expenditures on ter-
rorism. It applies established risk assessment and cost-benefit techniques
to determine the overall value of increases in homeland security expendi-
tures since 2001." We look first at the increased expenditures for the
United States and then compare these with those for the United Kingdom,
Canada, and Australia.

COST-BENEFIT ASSESSMENT

As outlined in chapter 1, a conventional approach to cost-effectiveness
compares the costs of security measures with the benefits, as tallied in lives
saved and damages averted.

A security measure is cost-effective when the benefit of the measure
outweighs the costs of providing the security measures. The benefit of a
security measure is a function of three elements:

Benefit = (probability of a successful attack) x (losses sustained
in the successful attack) x (reduction in risk)



The probability of a successful attack is the likelihood a successful terrorist
attack will take place if the security measure were not in place. The losses
sustained in the successful attack include the fatalities and other damage—
both direct and indirect—that will accrue as a result of a successful ter-
rorist attack, taking into account the value and vulnerability of people and
infrastructure as well as any psychological and political effects. The reduc-
tion in risk is the degree to which the security measure foils, deters, dis-
rupts, or protects against a terrorist attack. This benefit, a multiplicative
composite of three considerations, is then compared with the costs of pro-
viding the risk-reducing security that are required to attain the benefit.

If the benefit of the security measure outweighs its cost, it is deemed to
be cost-effective.

Application to Terrorism: Benefit

In the matter at hand, where we are concerned with the cost-effectiveness
of enhanced (post-9/11) security expenditures, the probability of a suc-
cessful attack is the likelihood a successful terrorist attack will take place if
no new security measures were put into place. As discussed at length in
chapter 2, terrorism, at least outside war zones, is very infrequent: it is a
low-probability event.

The losses sustained in the successful attack include the fatalities and other
damage—Dboth direct and indirect—caused by the terrorist attack, taking
into account the value and vulnerability of people and infrastructure, as
well as any psychological and political effects. Chapter 3 reviewed the full
losses sustained in terrorist attacks and showed that a successful terrorist
attack, on average, can inflict costs in the tens of millions of dollars. Excep-
tional attacks, like the one on 9/11, can cost $200 billion, and losses could
conceivably reach $5 trillion for the nightmare scenario of the detonation
of a sizable nuclear device in a densely populated area of a city.

The third and final consideration in calculating the benefit of the secu-
rity expenditures is the reduction in risk, which in this case concerns the
effectiveness of enhanced security measures to foil, deter, disrupt, or pro-
tect against a terrorist attack.” That is, it is the degree to which new security
measures reduce the likelihood of a successful terrorist attack and/or the
losses sustained in such an attack.

In assessing risk reduction, it is important first to look at the effectiveness of
homeland security measures that were in place before 9/11 in reducing risk.
The 9/11 Commission’s report points to a number of failures, but it

EVALUATING INCREASES IN HOMELAND SECURITY SPENDING [77]



acknowledges as well that terrorism was already a high priority of the U.S.
government before 9/11, pointing out that a 1998 presidential decision direc-
tive “reiterated that terrorism was a national security problem, not just a law
enforcement issue.” Moreover, it notes that the efforts of the National Security
Council, State Department, Pentagon, CIA, and Justice Department “were
sometimes energetic and sometimes effective. Terrorist plots were disrupted
and individual terrorists were captured.” In a review of 20 studies, statisticians
Frederick Mosteller and Cleo Youtz find that the expression “sometimes” cor-
responds to a probability of 19 to 38 percent.’ The 9/11 Commission Report’s
observation that pre-9/11 security was “sometimes effective” could quite rea-
sonably be said to translate into a risk reduction in that range.

More pointed is an observation from Michael Sheehan, former New
York City deputy commissioner for counterterrorism:

The most important work in protecting our country since 9/11 has been
accomplished with the capacity that was in place when the event hap-
pened, not with any of the new capability bought since 9/11. I firmly
believe that those huge budget increases have not significantly contributed
to our post-9/11 security. . . . The big wins had little to do with the new

programs.®

As this suggests, police and domestic intelligence agencies have long had in
place procedures, techniques, trained personnel, and action plans to deal
with bombs and shootings and those who plot them.

Nor is violent terrorism a new concern for them. It may be useful in this
regard to quote Brian Jenkins at some length. Noting that the scale of the
September 11, 2001, attacks has “tended to obliterate America’s memory
of pre-9/11 terrorism,” he points out that

measured by the number of terrorist attacks, the volume of domestic ter-
rorist activity was much greater in the 1970s. That tumultuous decade saw
60 to 70 terrorist incidents, mostly bombings, on U.S. soil every year—a
level of terrorist activity 1S to 20 times that seen in the years since 9/11,
even when foiled plots are counted as incidents. And in the nine-year pe-
riod from 1970 to 1978, 72 people died in terrorist incidents, more than five
times the number killed by jihadist terrorists in the United States in the
almost nine years since 9/11.

In the 1970s, terrorists, on behalf of a variety of causes, hijacked airliners;
held hostages in Washington, New York, Chicago, and San Francisco;
bombed embassies, corporate headquarters, and government buildings;
robbed banks; murdered diplomats; and blew up power transformers,

causing widespread blackouts. These were not one-off attacks but sustained
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campaigns by terrorist gangs that were able to avoid capture for years. The
Weather Underground was responsible for 45 bombings between 1970
and 1977, the date of its last action, while the New World Liberation Front
claimed responsibility for approximately 70 bombings in the San Fran-
cisco Bay area between 1974 and 1978 and was believed to be responsible
for another 26 bombings in other Northern California cities. Anti-Castro
Cuban exile groups claimed responsibility for nearly 100 bombings. Con-
tinuing an armed campaign that dated back to the 1930s, Puerto Rican
separatists, reorganized in 1974 as the Armed Front for National Libera-
tion (FALN), claimed credit for more than 60 bombings. The Jewish
Defense League and similar groups protesting the plight of Jews in the
Soviet Union claimed responsibility for more than 50 bombings during
the decade. Croatian and Serbian émigrés also carried out sporadic ter-
rorist attacks in the United States, as did remnants of the Ku Klux Klan.”

And according to 9/11’s chief planner, Khalid Sheikh Mohammed, the
greatest difficulty the plotters faced was getting their band of terrorists into
the United States. Such a task may be even more difficult now, but the stric-
tures before already presented a considerable hurdle.®

The Department of Homeland Security (DHS) and the Transportation
Security Administration (TSA) provide possibly the best yardstick of what
risk reductions are possible. In a 2008 press release, they were proud to
announce that regulations associated with rail transportation of toxic inha-
lation hazards aimed to reduce risk by S0 percent and actually achieved an
overall risk reduction of more than 60 percent.” These agencies are not
known for underselling their achievements. If they can trumpet that their
target risk reduction is S0 percent (to be achieved by developing “sound
security measures without excessively burdening owners and operators”),
this can only be viewed as a target they are eager to endorse. A target or aim
is something that is ambitious in nature, and the fact that the TSA was aim-
ing for a risk reduction of 50 percent, and not a more newsworthy 80 or 90
or 99 percent, is an excellent indicator of the kind of risk reduction they
believe can be achieved at reasonable cost.

There is another consideration. The tragic events of 9/11 massively
heightened the awareness of the public to the threat of terrorism, resulting
in extra vigilance that has often resulted in the arrest of terrorists or the
foiling of terrorist attempts. Most dramatically, because airplane passen-
gers have become much more attuned to suspicious or dodgy behavior of
their fellow passengers, two terrorist attempts to blow up airliners have
been foiled: the shoe bombing effort of 2001 and the underwear effort of
2009. Both were detected and restrained by crews and passengers, not by
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the many costly enhanced security measures put into place by the TSA.
The same holds for the peddler in New York who reported the smoking
vehicle bomb in Times Square in 2010. And tip-offs have been key to pros-
ecutions in many of the terrorism cases in the United States since 9/11.

In our analysis, we will assume that risk reduction caused by the security
measures in place before 9/11 and by the extra vigilance of the public after
that event reduced risk by 50 percent. This is an exceedingly conservative
estimate not only because of Sheehan’s observation but also because secu-
rity measures that are at once effective and relatively inexpensive are gener-
ally the first to be implemented—for example, one erects warning signs on
a potentially dangerous curve in the road before rebuilding the highway.
Thus, a 2006 RAND study on reducing terrorism risks at shopping centers
found that the least costly measures, suspicious package reporting, reduced
risk by 60 percent, but the costly and inconvenient searching of bags at
entrances achieved only 15 percent risk reduction. Overall, in fact, the
cheapest six security measures reduced risk by 70 percent, and the remain-
ing 12 costlier security measures reduced risks by only another 25 per-
cent.' Furthermore, as suggested in chapters 2 and 3, most terrorists (or
would-be terrorists) do not show much intelligence, cleverness, resource-
fulness, or initiative, and therefore measures to deal with them are relatively
inexpensive and are likely to be instituted first. Dealing with the smarter
and more capable terrorists is more difficult and expensive, but such people
represent, it certainly appears, a decided minority among terrorists.

In addition, we will assume that the increase in U.S. expenditures on
homeland security since 2001 has been dramatically effective, reducing
the remaining risk: total risk reduction is assumed to be 95 percent, with
the preexisting measures and the extra public vigilance responsible for
50 percent and the enhanced expenditures responsible for the remaining
4S percent. This assumption is very generous to the security measures
since a risk reduction of 95 percent is extremely challenging to achieve:
given the ease with which a bomb can be set off or a bullet fired, no set of
security measures is guaranteed to foil or protect against nearly every
terrorist attack.

Application to Terrorism: Costs
As indicated, benefits are a multiplicative composite of three consider-

ations: the probability of a successful attack, the losses sustained in a suc-
cessful attack, and the reduction in risk furnished by security measures.
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This product, the benefit, is then compared with the costs of the security
measures instituted to attain the benefit."

For the purposes of this analysis, we assess only the costs of increased
government expenditures on homeland security after the 9/11 attacks.
That is, we assume homeland security measures in place before the attacks
continue, and we evaluate the additional funds that have been allocated
to homeland security, almost all of it designed, of course, to deal with
terrorism, the only hazard that notably inspired increased alarm after
the attacks.

RESULTS FOR THE UNITED STATES

To conduct a cost-benefit analysis of enhanced homeland security expen-
ditures for the United States, we need first to estimate how much those
expenditures have increased since 2001. The Office of Management and
Budget (OMB) defines “homeland security activities” as “activities that
focus on combating and protecting against terrorism, and that occur within
the U.S. and its territories,”* and its data show that U.S. federal govern-
ment spending on such activities increased from $20.1 billion in 2001" to
$75 billion in 2009."* Returning to table L1, it can be seen that homeland
security expenditures increased steadily in real terms since 2001, a pattern
that is likely to continue. Some 44 percent of this expenditure is devoted to
preventing and disrupting terrorist attacks through policing and intelli-
gence efforts," and another 46 percent to protecting the American people,
critical infrastructure, and key resources,'® while 9 percent is devoted to
responding to and recovering from incidents.'” Funding goes to DHS, the
Department of Defense, the Department of Justice, the Department of
Health and Human Services, the Department of Energy, and 26 other fed-
eral agencies as arrayed in table I.1. In all, federal government spending on
homeland security for 2009 was $75 billion, or $50 billion more in 2010
dollars than in 2001, adjusting for inflation."

To limit our focus to increases in expenditures by the federal govern-
ment would be a considerable restriction that ignores the recently declassified
national intelligence costs, as well as state and local government outlays
on homeland security. The budget for U.S. intelligence operations was
$75 billion in 2009," and a core function is “protecting against the threat
of international terrorism in the United States.”® As shown in table .2, the
“Trillion Dollar Table,” we conservatively estimate enhanced intelligence
expenditures since 9/11 devoted to domestic homeland security to be

EVALUATING INCREASES IN HOMELAND SECURITY SPENDING [81]



$1S billion in 2009. As the table also indicates, enhanced outlays for
state and local homeland security spending are approximately $10 bil-
lion per year.

The increase in annual federal government outlays, then, is $50 billion
per year, and the addition of national intelligence and state and local home-
land security outlays of $25 billion gives a total of $75 billion per year. We
will use this figure, although it is a very conservative measure of the degree
to which homeland security expenditures have risen since 9/11 because
we do not include several other items totaling (far) more than $200 billion
per year, as also indicated at the bottom of table 1.2 and in its notes. These
include (1) private-sector expenditures on homeland-security-related
measures costing $10 billion per year; (2) terrorism risk insurance pre-
miums of nearly $4 billion per year; (3) hidden and indirect costs or dead-
weight losses of implementing security-related regulations that amounted
to atleast $30 billion in lost output per year; (4) various opportunity costs,
including those attendant on the increase of 500 traffic fatalities per year
due to increased delays and added costs at airports diverting many short-
haul passengers to their cars instead, valued at $3.2 billion a year, as well as
other opportunity costs; and (5) the costs of the terror-related wars in Iraq
and Afghanistan, which reached $150 billion for the year of 2009.

To summarize, our analysis for the United States applies these estimates
and assumptions:

1. We assume those security measures in place before 9/11 continue and that
these, combined with the extra public vigilance induced by 9/11, reduce the
likelihood of a successful terrorist attack or reduce the losses sustained in such
an attack by S0 percent.

2. We assume the enhanced security expenditures since 9/11 have successtully
reduced the likelihood of a successful terrorist attack or have reduced the losses
sustained in such an attack by a further 45 percent, leading to an overall risk
reduction of 95 percent.

3. We include in our cost measure only enhanced local, state, and federal security
expenditures and enhanced intelligence costs since 9/11 (totaling $75 billion
per year), leaving out many other expenditures including those incurred by the
private sector, opportunity costs, and the costs of the terror-related wars in Iraq

and Afghanistan.

Table 4.1 puts this all together. It displays the benefit generated by enhanced
security measures if they have been able to prevent or protect against an
otherwise successful attack for a range of losses from a successful attack
and for a range of annual attack probabilities.
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As discussed in chapter 3, in the years since 2001 (or, for that matter, in
those previous to it), al-Qaeda-like terrorists operating outside war zones
have generally inflicted less than $1 million in property damage and a
limited number of fatalities in a successful attack. A monetary value of the
destruction wreaked in attacks like that would be tens of millions of
dollars. Of late, as discussed in chapter 2, a number of analysts and policy
makers have suggested that these are the kind of attacks that are by far the
most likely. A high estimate for small successful attacks would be $100
million. This would be the amount of damage the Times Square bomber of
2010 might have been able to inflict if he had killed about a dozen people,
destroyed some property, and caused some disarray in tourism and eco-
nomic activity for a while (higher estimates are also possible in that case).
Table 4.1 indicates in the first column that, even if the likelihood of such
an attack were 100 percent per year without security measures, the money
spent to prevent or protect against the attack would not be worth it: the
costs of security would outweigh the benefit of the security.

There is another way to look at this. If

Benefit = (probability of a successful attack) x (losses sustained in the
successful attack) x (reduction in risk)

the same equation can be used in a break-even analysis to calculate how
many attacks would have to take place to justify the expenditure. That is,
thinking of the “benefit” as the cost of the security measure:

(probability of a successful attack) = security cost/ [ (losses sustained in
the successful attack) x (reduction in risk) ]

Thus for a successful attack in which the enhanced security cost is $75 bil-
lion, losses sustained are a very high $100 million, and the reduction in risk
is .45, the probability of a successful attack would need to be at least

(probability of a successful attack) > $75 billion/
[$100 million x .45] = 1,667 attacks per year

That is, for enhanced U.S. expenditures on homeland security to be deemed
cost-effective under our approach—which substantially biases the consid-
eration toward the opposite conclusion—they would have to deter, prevent,
foil, or protect against as many as 1,667 otherwise successful attacks roughly
like the one on Times Square per year, or more than four per day. The array
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of numbers at the bottom on table 4.1 gives this quantity for a variety of loss
levels.

As discussed in chapter 3, the losses from attacks like those of July 2005
in London would not exceed $5 billion. For enhanced security measures to
be cost-effective for attacks of that magnitude, their rate of occurrence
without security measures would have had to exceed 30 per year.” If we
posit that such an attack is thwarted once per year, a conservative threat
likelihood by any measure, the ratio of benefit to cost is a meager 0.03
meaning that spending $1 buys only 3 cents of benefits.”

For a terrorist attack, or set of attacks, that, like those of September 11,
2001, caused $200 billion dollars of destruction (something that has
occurred only once in all of history), enhanced expenditures would be
cost-effective only if that sort of attack would have occurred more than
once a year without them. Moreover, as suggested in chapter 3, it is not
clear that other 9/11-like attacks would trigger the extreme economic
reaction engendered by the original intensely shocking event—that
is, the full costs of another 9/11 might not reach those sustained in the
original event.

An extreme upper bound would be the detonation of a ten-kiloton nu-
clear device at New York’s Grand Central Terminal on a busy day, a night-
mare scenario that, as discussed in chapter 3, might exact losses of up to $5
trillion. Enhanced homeland security expenditures would be cost-effective
in this case only if, without them, such an extreme attack would have suc-
cessfully been executed once every 30 years. The same, roughly, would
hold for the other extreme scenario in which the terrorist attack triggers an
expensive war like the one in Irag.”

We can look at this in yet another way. If we take increased expenditures
on homeland security in the United States for a given year to be $75 billion
(a number likely to be a considerable underestimate), if we take $6.5 mil-
lion to be the value of each saved life, and if we assume that all the lives
saved have been solely the result of enhanced homeland security measures,
approximately 11,500 lives would have to have been saved in that year for
the increased homeland security expenditure to be cost-effective.”* The
same general conclusion holds, of course, when the calculation is reversed.
If there is a likelihood of one in a hundred that a terrorist attack similar
to 9/11 will occur this year, the cost per life saved, if enhanced security
measures were entirely responsible for saving the lives, would be $2.5 bil-
lion.” If the likelihood of such an attack is 50 percent, the cost per saved
life is $50 million. In either case, the cost per life saved is greatly in excess
of the regulatory safety goal, as set out in a DHS study, of $6.5 million per
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life saved and hugely excessive in comparison with most of the items
detailed in table 3.1.

If the risk reduction of those security measures in place before 9/11 and
extra public vigilance induced by 9/11 seem overly optimistic, and risk
reductions due to enhanced security measures seem too pessimistic, we
can drastically change them and, for example, assume

1. that those security measures in place before 9/11 continue, and that these, com-
bined with the extra public vigilance induced by 9/11, result in a risk reduction
of only 25 percent (not S0 percent) and

2. that enhanced security expenditures since 9/11 further reduce the risk by a high
74.9 percent, leading to an impressive, if unrealistic, overall risk reduction of
99.9 percent.

Table 4.2 arrays the revised break-even calculations for this upscaled risk
reduction of 74.9 percent. While the frequency of attacks needed for the
security benefit of the expenditures to equal their cost is reduced some-
what, the general conclusion that the likelihood of a successful terrorist
attack absent security measures needs to be fantastically high for the
enhanced security measures to be cost-effective still holds.?® This type of
sensitivity analysis shows our findings to be robust even when we make
assumptions that bias the calculations even more in favor of finding $75
billion of enhanced expenditures to be cost-effective.

There are extreme scenarios that can be taken to suggest that enhanced
U.S. security expenditures could be cost-effective—the nightmare nuclear

Table 4.2 SENSITIVITY AND BREAK-EVEN ANALYSIS FOR U.S. ENHANCED
HOMELAND SECURITY EXPENDITURES OF $75 BILLION PER YEAR,
ASSUMING THESE HAVE REDUCED RISKS BY AN IMPRESSIVE 74.9 PERCENT

Losses from a Successful Terrorist Attack

$100 million  $1 billion  $5billion  $100 $200 $1 trillion  $5

London billion billion Nuclear trillion

bombing 9/11 port Nuclear
Grand
Central

The number of otherwise successful attacks averted by security expenditures required for
enhanced expenditures to be cost-effective at several levels of loss—that is, for the security
benefit of the expenditures to equal their costs

1,001 peryear ~ 100 peryear 20 peryear 1peryear levery2 1 everylO 1every SO
years years years
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vision, as well as the costly overreaction scenario discussed in chapter 3.
However, for those who find such outcomes dangerously likely, the policy
response would logically be to spend on reducing the risk of nuclear
terrorism in the one case and to develop strictures to overreaction in the
other. The logical policy response would not be, for example, to spend tens
of billions of dollars each year on protection measures.

In virtually all contexts, then, overall enhanced expenditures on home-
land security in the United States fail to be cost-eftective—spectacularly
so, in most instances—even in an analysis that very substantially biases the
calculations in favor of the opposite conclusion.

RESULTS FOR THE UNITED KINGDOM

In its 2007 spending review, the government of the United Kingdom con-
tends that it faces a “real and unprecedented threat of terrorism” and that
the “threat to the UK from terrorist attack remains high.”>’ There is good
cause for such concern, evidenced by the attacks on buses and on under-
ground trains in London in 2005, an unsuccessful attempt at a repeat two
weeks later, and other terrorist activity and incidents. There is also, of
course, the ongoing (albeit much reduced) threat from Irish republican
and loyalist paramilitaries. No wonder, then, that some security analysts
label the United Kingdom as “another frontline state in the campaign
against terrorism.”** Assessing U.K. security expenditure will help place
the U.S. expenditure in some sort of context.

As figure 4.1 indicates, dedicated spending on counterterrorism, in-
telligence, and resilience in the United Kingdom steadily increased from
£923 million in 2001-2002 to £2.5 billion in 2007-2008 and will
increase to £3.5 billion by 2010/11.* Expenditures in 2010-2011 will
increase by approximately £2.6 billion, which is more than triple the pre-
9/11 levels. The UK. government labels this as the “security budget”
aimed at “protecting the nation from external and internal threats.”* It
includes funding to the police, security services, and Home Office, as
well as to other relevant government agencies like the Centre for the Pro-
tection of National Infrastructure, which includes the government’s
counterterrorism strategy CONTEST, divided into four main cate-
gories: pursue, protect, prepare, and prevent. The British prefer the term
“counterterrorism, intelligence, and resilience,” but there is no doubt
that these expenditures are directly comparable to what the Americans
call homeland security.
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Figure 4.1

United Kingdom Counterterrorism/Resilience Spending since 2001-2002.
Source: HM Treasury, 2004 Spending Review, 76, Lords Hansard, Written Answers, 2 December 2009.

It is unclear whether counterterrorism capabilities within the British
military are included in the government’s security budget. However, Jona-
than Stevenson surmises that, with the exception of Northern Ireland, the
British military has a limited or supportive role in counterterrorism. Spe-
cifically, he notes that critical infrastructure protection is primarily the re-
sponsibility of civilian authorities and private owners, that the military
“has little direct military involvement in territorial border security,” and
that the “key agencies” in border control “are all civilian.” The same applies
for transportation security. Overall, notes Stevenson, the armed forces
have essentially played a police support role in countering terrorism, which
the British government has treated since 1976 as a criminal problem.’!
Ministry of Defence expenditure on counterterrorism clearly has been
substantial because of the large numbers of military personnel deployed to
Northern Ireland for the past few decades. Most relevant to our analysis,
however, is that its expenditures on counterterrorism are unlikely to have
risen dramatically after September 2001 because the country had already
been engaged in domestic counterinsurgency and counterterrorism for
many years prior to 2001. This situation is in stark contrast to the United
States, where $19.4 billion was earmarked within the Department of
Defense budget in 2009 for homeland security, comprising 26.2 percent of
the entire federal outlay on homeland security.
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As with the United States, it is unlikely that the governments would
want to downplay the value of homeland security and counterterrorism
resources and efforts: any official would surely prefer to say that his or her
government has increased homeland security fivefold, rather than three-
fold, because the latter implies a reduced level of safety. So we take at face
value, as others have, that the highly publicized UK. “security budget” is
an accurate measure of the country’s homeland security expenditure.
Unlike the United States, the United Kingdom has centralized homeland
security responsibilities and budgets: whereas the United States has nearly
20,000 law enforcement jurisdictions at the state and local level, the
United Kingdom has 43 regional police forces, while the overwhelming
bulk of counterterrorism funding goes to national security agencies like
the Metropolitan Police (Scotland Yard), MIS, and MI6. The large degree
of centralization means that the UK. security budget is comparable to the
combined U.S. federal, state, and local expenditures.

Because 2010-2011 expenditures will increase by approximately $4.1
billion from 2001 levels (adjusting for inflation),* it seems safe to surmise
that the increase in annual outlays on homeland security in the United
Kingdom since 2001 has reached $4.1 billion per year. We will round this
up to $S billion per year to allow for county expenditures on counterter-
rorism that are likely, however, to be rather small.** As with the American
case, we do not include British military operations in the wars in Iraq and
Afghanistan that cost more than £4.5 billion in 2008-2009.**

An enhanced British expenditure of $5 billion is equivalent to $80 per
capita or 0.23 percent of GDP.** Enhanced expenditures for the United
States, at $244 per capita or 0.53 percent of GDP,* are more than twice
those of the United Kingdom.”

Table 4.3 gives the benefit or loss for a range of annual attack probabil-
ities and losses when these estimates and assumptions are applied. As table
4.1 demonstrates, for enhanced U.S. homeland security expenditure to be
cost-effective when a loss of $200 billion would otherwise have been suf-
tered, the yearly probability of a successful terrorist attack needs to be
higher than 100 percent, or more than once per year. For the United King-
dom, the yearly attack probability in that case needs only to be a bit higher
than S percent, or once every 20 years. There are clearly more benefit (pos-
itive) values in table 4.3 than there are for the United States in table 4.1,
and this means that the UK. enhanced expenditure is much more likely to
be cost-effective than U.S. expenditure under comparable assumptions—
indeed, the minimum attack probability for UK. expenditure to be cost-
effective is 15 times lower than for the United States overall.** For U.S.
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enhanced security measures to be cost-effective, losses from large, but fea-
sible, terrorist attacks, like the 2005 London bombings that caused, by
some estimates, close to $5 billion in damage, would need to exceed 30 per
year. For the United Kingdom, there would need to have been more than
two such attacks per year.

However, even these lower attack frequencies are not credible. The
United Kingdom has scarcely had two attacks—or potential attacks or
imagined attacks—that caused, or had the potential to cause or might con-
ceivably have had the potential to cause, losses of roughly this magnitude
over the last decade, much less each year.

RESULTS FOR CANADA AND AUSTRALIA

Homeland security budgets for Canada and Australia are quite opaque
when compared with the United States and the United Kingdom.** How-
ever, the sums of money are clearly considerably smaller. As with the
analysis of the United States and Britain, expenditures on military opera-
tions in Iraq and Afghanistan, which run into the billions of dollars for
both countries, are omitted from this analysis.

Eric Lerhe, a fellow of the Canadian Defence and Foreign Affairs Insti-
tute, after an examination of his country’s budget, reveals that in the
seven years after 2001, successive budgets raised total antiterrorist
spending to C$9.5 billion.* This is a cumulative expenditure over the
seven years from 2002 to 2008, not an annual one. A year-by-year break-
down of expenditure is not available, but if we assume that expenditure
has incrementally increased equally every year for eight years, the yearly
increase in expenditure in 2010 came to approximately C$2.1 billion, or
US$1.9 billion.*!

The Australian situation is similar. In 2008, cumulative enhanced expen-
diture on domestic elements of national security activities from 2002-
2003 to 2011-2012 was expected to be A$8.03 billion, according to Athol
Yates, executive director of the Australian Homeland Security Research
Centre.”” When we apply the same accounting assumptions as for the
Canadian budget, the yearly increase in expenditure has been has been
approximately A$1.3 billion, or US$1.1 billion.*

Expenditures on homeland security in Canada and Australia, then, have
increased by only one or two billion dollars per year, equivalent to 0.14
percent for Canada and 0.12 percent of GDP for Australia.** These expen-
ditures, expressed in relation either to GDP or to population size, are less
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that those of the United Kingdom and less than a quarter of what the
United States spends on homeland security.*

A cost-benefit analysis comparable with the ones detailed in tables 4.1
and 4.3 for these two countries shows that the likelihood of a successful
terrorist attack inflicting $200 billion in losses needs to be higher than 2.1
percent and 1.2 percent per year for Canadian and Australian homeland
security expenditure to be cost-effective, respectively. For losses of $5
billion, the probability of a successful attack needs to be higher than 84
percent for Canada and 49 percent for Australia—that is, more than one
attack every one to two years would have had to be foiled by enhanced
security measures for them to be cost-effective. For the far more realistic
attack losses of $100 million, however, there would have had to be more
than 25 such attacks every year for Canadian and Australian homeland se-
curity expenditures to be cost-effective. This scarcely seems plausible, but
then again, the comparatively modest expenditure on counterterrorism in
the two countries is perhaps prudent in times of threat uncertainty.

EVALUATIONS OF COST-EFFECTIVENESS

A risk-based model that assesses the cost-effectiveness of increased U.S.
homeland security expenditures since 9/11 found that increased expendi-
tures on homeland security begin to be cost-effective only if, for example,
the consequences of a terrorist attack are $100 billion and attacks of that
magnitude would have occurred nearly twice a year without security
measures. Even in the dire scenario of the detonation of a ten-kiloton
nuclear device at the Port of Long Beach causing a trillion dollars damage,
the attack probability would need to exceed 17 percent per year, or an 85
percent chance over ten years.*

The analyses for the United Kingdom, Canada, and Australia revealed
homeland security spending to be considerably less than half of that of the
United States in proportion to GDP or population. Even for these more
modest expenditures, attack probabilities in the order of 2 to 10 percent
are required for homeland security to be cost-effective in the case of a very
expensive terrorist attack imposing a cost of $100 billion. This also is not
cost-effective.

The lack of cost-effectiveness reaches ridiculous proportions when a far
more likely attack is considered, one causing property damage and death
or injury to a few people and inflicting losses of $100 million, something
like the attempt at Times Square in 2010. In this case, 1,667 such attacks
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would need to be thwarted annually in the United States by enhanced
homeland security expenditures for them to be cost-effective. Under the
same conditions, enhanced homeland security expenditures would be
cost-effective only if they could plausibly be held to have thwarted 111 ter-
rorist attacks each year in the United Kingdom, 42 in Canada, and 29 in
Australia. Attack frequencies of that magnitude are scarcely found any-
where outside war zones like Iraq or Afghanistan.

Those are rather extreme numbers perhaps. But those who distrust the
analysis are free to do their own calculation to check the robustness of our
findings. What is important is that such considerations be done in a trans-
parent manner. The analysis applied here should provide a starting point
for discussion and for more detailed and complex analysis—something
that should have happened, one might think, before deciding to increase
expenditures on homeland security by more than a trillion dollars.

As we discuss more fully in the concluding chapter, diverting even a few
billion dollars from the $75 billion annual homeland security budget to
smoke alarms, tornado shelters, car safety, and other effective lifesaving
measures would save hundreds oflives, far more than the mammoth home-
land security expenditures, with their limited lifesaving benefit.

However, our findings dealing with the total enhanced homeland secu-
rity expenditures should not be taken to suggest that all specific security
measures necessarily fail to be cost-effective: there may be some measures
that are so. This issue is explored in subsequent chapters.

EVALUATING INCREASES IN HOMELAND SECURITY SPENDING [93]



CHAPTER 5
Protecting the Homeland

Some Parameters

o this point, we have evaluated the overall cost-effectiveness of

homeland security expenditures. We now focus somewhat more nar-
rowly on a substantial subset of these outlays: those devoted to making
potential targets notably less vulnerable to terrorist attack—to protecting
what the Department of Homeland Security (DHS) and various presi-
dential and congressional reports and directives in the United States call
“critical infrastructure” and “key assets” or “key resources.” Such protec-
tion measures cost $34 billion in 2009 and were some 46 percent of the
total of all American federal homeland security expenditures.'

As noted in the preface, it is not entirely clear what these terms mean,
and “protection” has been applied to many elements that seem to be far
from critical or key. Thus the Army has extrapolated grandly from 9/11 to
conclude that “it is unsafe to have employees in urban office buildings.” To
protect them, it decided to move tens of thousands of people in its more
obscure agencies out of the Washington, D.C,, area to the distant Fort Bel-
voir.” How the “incapacitation” of these people “would have a debilitating
effect on security” or on “national economic security” (“critical”) or how
they are “essential to the minimal operations of the economy and govern-
ment” (“key”) is not at all clear.

However that may be, this chapter puts forward a set of general parame-
ters for coming to grips with this homeland security concern in order to
provide a framework for analysis. It also addresses some specific issues in
the quest to prioritize protection, to imagine what cities and specific targets



terrorists would be most interested in attacking. The following two chapters
apply some of these considerations, evaluating the cost-effectiveness of spe-
cific protective measures in more focused and systematic detail. In the
process, we seek to forge something of an assessment of which targets it
may make sense to protect and which ones might best be left unprotected.

The concern in these three chapters, then, is with protection—measures
constituting what military people might call passive defense, such as
posting security guards, hardening targets against explosions, screening
people entering an area, setting up barriers, and installing security cam-
eras.> We do not deal with policing, including intelligence gathering and
other active defense measures—efforts to hunt down and detain terrorists
after they have committed violent acts or (preferably, of course) before
they have done so. Nor are we concerned with mitigation—measures that
seek to reduce the consequences of a terrorist attack after it happens, such
as the establishment of emergency procedures for evacuation, measures
that might contain the damage, or facilities to provide medical treatment to
the injured. Nor is there an assessment of the promotion of resilience—the
ability to absorb, and sensibly respond to, a terrorist attack.* The costs and
benefits of policing, mitigation, and resilience promotion can be subjected
to a similar analysis, and chapter 8 supplies some assessments along that
line. But except incidentally, that is not the focus in these chapters.

POLICY CONSIDERATIONS: PREMISES

There seem to be at least eight premises (or in some cases conundrums)
that should be taken into consideration in formulating policy for protect-
ing the homeland and seeking to reduce its vulnerability.

1. The Number of Potential Terrorist Targets Is Essentially Infinite

Terrorists seek to kill people and/or destroy property in pursuit of a po-
litical goal.* They may exercise some discrimination in selecting targets,
but because people and vulnerable property are readily at hand every-
where, they have a wealth of potential targets—in the United States, there
are something like S million commercial buildings alone, for example.®
Nothing can be done to change this fundamental condition. Indeed, it is
difficult to think of something that couldn’t be a target. Even a tree in the
woods, after all, could be ignited to start a forest fire.
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2. The Number of Terrorists Appears to Be Exceedingly Small
and Their Efforts and Competence Rather Limited

The competence and size of the terrorist adversary was assessed at some
length in chapters 2 and 3. As noted there, because terrorism of a consider-
ably destructive nature can be perpetrated by a very small number of
people, or even by a single individual, the facts that terrorists are few in
number and that most are not terribly competent does not mean there is
no problem. However, many homeland security policies were put in place
when the threat seemed far larger and the terrorists’ capacity to do destruc-
tion seemed far greater than it has since so far proven to be, and those early
perceptions may still be fueling, and possibly distorting, current policy.

3. In Many Cases, Target Selection Is Effectively a Random Process

It is true, of course, that some terrorist attacks are carefully planned, and
there is no reason to suspect that terrorists flip coins or consult tables of
random numbers when selecting targets. The difficulty for those who seek
to predict potential terrorist targets, however, is that much, quite possibly
most, terrorist target selection effectively becomes something like a random
process. In most cases, it seems, the only way one could predict what will
actually be attacked is to be inside the minds of the perpetrators.

As Max Abrahms has pointed out, the internal motivating mechanism
for terrorist groups often is group cohesion and conspiratorial camarade-
rie, not grand planning. Characteristically, terrorists have difficulty explain-
ing why they are doing what they are doing and have little in the way of
long-term planning.” This is likely to be true for many homegrown terror-
ists, and, as has increasingly been accepted, they seem to be the most likely
prospective perpetrators of terrorism.

In consequence, targets are likely to be selected almost capriciously and
often simply for their convenience. Thus, one would-be bomber discussed
in chapter 2 targeted a mall in Rockford, Illinois, because it was nearby.
Similarly, the two men in 2007 who sought to ram a car loaded with explo-
sives into the airport in Glasgow, Scotland, presumably selected that target
because they happened to live near it.

Although they never actually carried out any attacks, terrorist plotters in
Los Angeles in 2005 drew up a target list that may not have been random
in their minds but would essentially be so in the minds of people trying
specifically to anticipate their next move. The targets, all within a 20-mile

[96]  Terror, Security, and Money



radius of their shared apartment, included an El Al ticket counter at Los
Angeles Airport, the Israeli Consulate, 16 U.S. Army recruitment centers
and offices, and a U.S. military base in the tiny, laid-back suburb of Man-
hattan Beach.® (According to the city clerk, Manhattan Beach does not
have a military base within its four-square-mile compass, though there is a
State Army National Guard armory there.) Or there was the terrorist who
conducted Google map searches related to “Jewish entities,” a Baptist
church, Times Square, a child care facility, a U.S. post office, and military
recruiting centers in six different cities.” In 2009, he decided to kill rabbis
in Little Rock, Arkansas, and in Memphis and Nashville, Tennessee, after
which he planned to attack army recruitment centers in several cities. But
when he tried to kill the Nashville rabbi with a Molotov cocktail, the explo-
sive bounced off the rabbi’s window and, regardless, failed to explode;
moreover, the terrorist had the wrong house. He then decided to shoot up
a military recruitment center in Florence, Kentucky (chosen because “it
was near an interstate highway and bordered Ohio”), only to find out that
the office was closed. Finally, he went home to Little Rock and, with no
plan at all, shot at a recruiting center three miles from his apartment, killing
one."” Or there is the neo-Nazi terrorist in Norway who, on his way to
bomb a synagogue, took a tram going the wrong way and ended up dyna-
miting a mosque instead."!

This sort of caprice—or effective caprice from the standpoint of the
people trying to predict terrorist actions—can be found in the delibera-
tions even of terrorists who very carefully plan their actions. Thus, in 1995
Timothy McVeigh scouted in five states before settling on a government
building in Oklahoma City as his target. However, he says he “messed up”
and would have diverted to a different target if he had known there was a
day care facility inside that building."> In the event, even he probably didn’t
know the absence of such a facility would be relevant to his selection
process. He would have realized it was important to him only if and when
the information came to his attention.

4. The Probability That Any Specific Target Will Be Attacked Is
Extremely Small in Almost All Cases

As discussed in chapter 3, terrorism, despite the attention it garners, is a
rather rare occurrence comprised of incidental, isolated acts of mayhem
perpetrated by individuals or by small groups, violence that generally
does a comparatively limited amount of damage. Even under quite dire
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scenarios, the chance an individual target will be hit, particularly in a coun-
try outside a war zone, is very small.

Given that it can be carried out by a single individual or by a very small
group, terrorism, like crime, can never be fully extinguished. Therefore, it
is, of course, essentially certain that some target somewhere will be struck by
terrorists. However, the chance any individual target will be attacked is
exceedingly low, perhaps even vanishingly so in almost all cases. Protection
measures may effectively reduce this likelihood further by deterring the
terrorists or by reducing the target’s vulnerability to attack. But for the
overwhelmingly vast number of targets, they do so by nudging that likeli-
hood from near zero to even more nearly zero.

5. If One Potential Target Happens to Enjoy a Degree of Protection,
the Agile Terrorist Generally Can Readily Move on to Another One:
The Maginot Problem

There is also a displacement effect, a transfer of risk. Terrorists can choose,
and change, their targets, depending on local and immediate circum-
stances. This process, of course, does not hold in the case of natural disas-
ters: a tornado bearing down on Kansas does not decide to divert to
Oklahoma if it finds Kansans too well protected. In stark contrast, if the
protection of one target merely causes the terrorist to seek out another
from among the near-infinite set at hand, it is not clear how society has
gained by expending effort and treasure to protect the first. The people
who were saved in the first locale are gainers, of course, but their grief is
simply transferred to others.

For example, there have been instances in Israel in which suicide
bombers, seeing their primary targets, shopping malls, rather well pro-
tected, blew themselves up instead on the street." The Israelis count this as
something of a gain since they claim that fewer people died as a conse-
quence, something likely to be of rather small comfort to the victims’ fam-
ilies. Actually, however, if the goal of terrorists is to kill, shopping malls do
not generally make all that attractive a target because people tend to be
fairly widely dispersed in them, something that is often less true on the
sidewalks.'* The 2011 suicide bombing at Moscow’s Domodedovo airport
took place in the arrivals area, well away from the passenger security
screening. Accordingly, any risk reduction passengers gained by being in
the secure zone of the airport was simply transferred to those outside,
as the attackers targeted a place of public assembly for which there are
few countermeasures.
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As James Lewis points out arrestingly, there may be parallels in home-
land protection measures with the experience with the Maginot Line—a
symbol for a “mindless defense mentality,” as he puts it—that shows that
“an inventive opponent will simply go around a massive defense.””* The
experience in Israel and Russia suggests that the opponent need not neces-
sarily be all that inventive to make use of the effect.

Because of the massive number of lucrative targets presented by any one
country, it also seems essentially impossible—indeed, quixotic—to pro-
tect them enough so that international terrorists are directed in frustration
to visit their violence on other countries. Measures that make it sufficiently
difficult for outside terrorists to get into the country may conceivably do
so, as may policing and intelligence measures within it, but not ones
devoted to protection.

6. To the Degree Protection Measures Make One Target Safer,
They Make Other Ones Less Safe

An inference deriving from the displacement or risk transfer effect should
be specifically pointed out and considered. Building hurricane shelters in
one area does not increase the likelihood another place will be struck by
the hurricane, but in the case of terrorism, the displacement effect essen-
tially means that any effort to protect or to deter a terrorist attack on a spe-
cific potential target means that other targets become more at risk.'
Obviously, this would be of no concern if all potential targets could be
protected, but that is clearly impossible. Protection policy therefore neces-
sarily requires making choices about what to protect, and this, equally
necessarily, means that targets left off the protection list become more
attractive to the terrorist.

A DHS report does acknowledge this issue. But it fails really to explore
its implications. Instead, it simply suggests rather opaquely that the prob-
lem “underscores the necessity for a balanced, comparative approach that
focuses on managing risk commensurately across all sectors and scenarios
of concern.”"’

For example, there is a program to protect bridges in the United States,
and a list of something like 200 of the most important bridges has been
drawn up. There seems to be no evidence terrorists have any particular
desire to blow up a bridge, due in part, perhaps, to the facts that it is an
exceedingly difficult task under the best of circumstances and that the
number of casualties is likely to be much lower than for many other targets.
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The apparent hope of the protectors in this case is that, after security is
improved for all these targets, any terrorists who happen to have bridges on
their hit list will become disillusioned. If so, however, they might become
inclined to move on to the 201st bridge or, more likely perhaps, to another
kind of bridge: the highway overpass, of which there are some 600,000 in
the United States.'® If the terrorists’ attention is drawn, further, to any one
of a wide array of multiple overpass bridge networks, they might be
inclined to destroy one of those. The financial and human consequence,
not to mention the devastating traffic inconvenience, that could result
from such an explosion might well surpass the destructive consequences
of one directed at one of those 200 bridges. The issue, then, is: how has
society been benefited by the protection of the bridges? The cost-
effectiveness of bridge protection is discussed more fully in chapter 6.

Or there is the case of the installation of sensors to measure chemical,
biological, or radiological levels in New York. Presumably, any terrorists
clever enough to engineer the relevant weapons (perhaps an empty set)
are likely to be able to learn where the sensors have been put in place, and
there is no gain to society if they simply choose to move to Newark or
Washington or Columbus. However, this elemental consideration does
not appear to have been part of the decision process."”

7. Most Targets Are Vulnerable in the Sense That It Is Not Very
Difficult to Damage Them but Invulnerable in That They Can Be
Rebuilt in Fairly Short Order and at Tolerable Expense

On the one hand, most, probably almost all, potential terrorist targets are
vulnerable in the sense that they can be damaged, in many cases badly, even
by a simple explosion. On the other hand, if a damaged target can be readily
repaired or replaced at an acceptable cost in time and money, including rea-
sonable compensation to any victims—that is, if the effect of the violence
can be readily absorbed—there is a sense in which it could be said that the
target is not vulnerable. (This discussion focuses entirely on material tar-
gets; people are also highly vulnerable and, if killed, cannot, of course, be
repaired.) For example, the considerable damage inflicted on 9/11 on part
of the Pentagon was repaired within one year,® and the Marriott and Ritz-
Carlton hotels in Jakarta were reopened within two weeks of the 2009 bomb
attacks that killed seven people.”’ And of course, very few terrorist strikes
cause nearly as much damage as was suffered in those attacks. In the case of
9/11, it makes sense to use words like destroy, demolish, and annihilate for
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the destruction wreaked on the World Trade Center. Those terms are
utterly inappropriate, however, for the attack on the Pentagon.”

8. It Is Essentially Impossible to Adequately Protect a Very Wide Variety of
Potential Terrorist Targets Except by Completely Closing Them Down

Veronique de Rugy has drawn an important lesson from Britain’s experi-
ence with terrorism during the July 2005 attacks on the London Under-
ground.” In part because of previous experience with Irish Republican
Army terrorism in the city, the London Underground is normally fairly
well policed. Then, after the terrorist attacks of July 7, 2005, these preven-
tion and protection measures were vastly enhanced. Yet, despite this, ter-
rorists successfully infiltrated more bombs into the underground a mere
two weeks after the first attack. As it happened, the bombs did no damage
because they were poorly constructed and did not actually explode, but
this fortunate result, of course, stems entirely from terrorist incompetence,
not from protective measures.

As she concludes, this experience strongly suggests that the quest to
make targets like that adequately secure is essentially hopeless. Protective
measures may complicate the situation for the terrorist somewhat, but
generally only marginally so. Short of completely closing down such poten-
tial targets, their essential vulnerability will always remain, and we should
be realistic about it.

POLICY CONSIDERATIONS: IMPLICATIONS

Several policy conclusions or implications can be derived at least in part
from these premises.

1. Any Protective Policy Should Be Compared with a Null Case:
Do Nothing, and Use the Money Saved to Rebuild and to Compensate
Any Victims or Their Families

Working from the premises previously outlined, any policy that seeks
to protect potential targets—to make them less vulnerable to terrorist
attack—should routinely be compared in cost-effectiveness to a null alter-
native. This would hold that, given the (exceedingly) low probability that
any individual target will be hit, given the essentially random nature of
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much target selection, given the ability of terrorists to redirect their focus
from one of a huge number of potential targets to another, and given the
often rather modest costs of rebuilding an attacked target, it is incumbent
on the policy maker to consider whether the proposed protection policy is
more cost-effective than refraining from spending anything at all on a
particular target or set of targets and then using the money saved to rebuild,
repair, and compensate in the unlikely event that an attack actually hap-
pens to take place.”* Included in the calculation should be a consideration
of the emotional and psychological costs potentially inflicted by the
terrorist act, as well as its indirect economic costs.

Scott Hook assesses the full costs inflicted by, and stemming from, a ter-
rorist attack on a major metropolitan area in Australia on the scale of the
London bombings of2005. He calculates that the costs of the damage would
be about what Australia had spent over a few years on counterterrorism. He
concludes from this observation that perhaps Australia “does not appear to
be spending too much on counter-terrorism.” Similarly, in the United States,
economist Benjamin Zycher estimates how much damage a terrorist attack
might inflict and compares this with the homeland security expenditures
designed to prevent or deal with such an attack. He concludes from the com-
parison that the United States does not appear to be spending too much.*
Both analysts, however, are engaging in a form of probability neglect—they
leave out of consideration the likelihood of a terrorist attack. Unless it can be
shown that the costly attacks they envision are essentially certain to be
prevented or effectively dealt with by the security measures, a question
arises. Given the apparent low likelihood of such a terrorist attack (and in
the Australian scenario given that an attack like the London bombings is
almost impossible to protect against), would it not potentially be wise—that
is, more productive and less expensive—for the countries to hang on to their
counterterrorism funds, expending them to rebuild and compensate if and
when a terrorist attack actually occurred? The answer to this question is not
necessarily either affirmative or obvious, but the question should be asked.

2. Consider the Negative Effects of Protection Measures: Not
Only Direct Cost but Also Inconvenience, Enhancement of Fear,
Negative Economic Impacts, and Reduction of Liberties

As discussed in chapter 3, terrorism inflicts not only direct costs but also

indirect ones—and often the indirect costs considerably outweigh the
direct ones. In like manner; it is elemental that any sensible antiterrorism
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policy proposal must include a consideration of both the direct and indi-
rect costs that might flow from the policy.

Clearly, there are sizable direct economic costs to seeking to protect the
homeland. Some of these are sustained in direct protective expenditures—
for example, to deal with the extremely unlikely event of an exact replica-
tion of the anthrax attacks 0of2001, the post office has spent some $1 billion
for each fatality suffered in those attacks.?® But they can also accrue in indi-
rect ones, such as deterring inconvenienced customers from entering
protected shopping centers.””

Sometimes security measures can even cost lives. As noted earlier, they
have caused many short-haul passengers to drive instead of flying, and this
appears to have resulted in 500 or more extra road fatalities per year.*®

Moreover, as Frank Furedi notes, such a “vulnerability-led response” can
“foster a climate that intensifies people’s feeling of insecurity and fear,” and
this in turn “invariably leads to the discovery of weaknesses that have the
potential to turn virtually any institution in any place into a terrorist target.”*

Policies that enhance fear and anxiety can in time have negative health
consequences, a concern to be addressed in chapter 9, and exercises in
security theater can have counterproductive effects in the case of terrorism.
One preliminary study finds that visible security elements like armed
guards, high walls, and barbed wire made people feel less vulnerable to
crime. However, when these same devices are instituted in the context of
dealing with the threat of terrorism, their effect is to make people feel tense,
suspicious, and fearful, apparently because they implicitly suggest that the

t.3° In other

place under visible protection is potentially a terrorist targe
words, the protective measures supplied exactly the negative emotional
effect terrorists hope to induce themselves.

By the same token, however, security measures that do manage to reduce
fear may be beneficial even if they don’t actually enhance security. As Cass
Sunstein puts it, “The reduction of even baseless fear is a social good.”"
Thus over the course of the 1990s, New Yorkers became less fearful of
crime in their city in part because graffiti was washed away, the homeless
were moved out of sight, and panhandlers were policed out of business—
theatrical measures that scarcely affected the actual incidence of crime.

This issue is assessed by Jeftrey Rosen:

The best argument for DHS is that the illusion of safety may itself provide
tangible psychological and economic benefits: If people feel less afraid, they
may be more likely to fly on planes. But even if conceived on these terms—

as a more-than-$40-billion-dollar-a-year-pacifier—the department is hard
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to defend, since there’s no good evidence that it has, in fact, calmed Ameri-

cans down rather than making us more nervous.*

A systematic cost-benefit assessment would still need to be done in this case,
however. It would have to evaluate the costs of the security theater measures,
balancing that against prospective benefits from any reduction in fear and
perceived risk. In particular, one would be on the lookout for cost-effective
measures that compellingly convince people that risk has been reduced. Un-
fortunately, as discussed at some length in chapter 9, public pronouncements
on terrorism have rather consistently exacerbated fears of terrorism and
enhanced the public’s propensity to be more afraid than they should be. They
have been, therefore, exercises in what might be called “insecurity theater.”

3. Consider the Opportunity Costs, the Trade-Offs, of Protection Measures

Any sensible policy analysis must include a consideration of what else
could have been done with the effort and money being expended on the
policy proposed.** As discussed more fully in chapter 9, it is highly likely
that far more lives would have been saved if homeland security money (or
even a portion of it) had been invested instead in a wide range of more
cost-effective risk mitigation programs. Any analysis that leaves out such
considerations is profoundly faulty, even immoral.

IMAGINING TERRORIST TARGETS

Probably impelled by the 9/11 Commission’s conclusion that there was a
“lack of imagination” before 2001, homeland security and terrorism-
combating agencies have devoted considerable effort over the course of
the ensuing decade to imagination sharpening. Much of this has been
focused on seeking to envision which targets terrorists might prefer to
attack.* Out of concern that they need help in this quest, they have even
enlisted the aid of Hollywood scriptwriters.*

Listing Cities
Since international terrorists active in the United States—thus far at

least—have concentrated on buildings in major cities, many think it
reasonable to suggest that protective efforts should disproportionately
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focus on major cities. Thoughtful and presumably well-paid planners had
by 2003 come up with a terrorist hit list of seven: New York, Washington,
Chicago, San Francisco, Seattle, Houston, and Los Angeles. This exercise
in metropolitan chauvinism, however, proved to be notably unpopular in
places like, for example, Columbus, Ohio—not to mention Oklahoma
City, kept off the list presumably because, although it suffered more deaths
from terrorism than all but two of the cities on the list combined, it had
been the target merely of a domestic terrorist. Accordingly, the list was
quickly expanded to 30 and, by 2005, to 73 (including Oklahoma City).*

In the end, it is difficult to see a plausible way to adequately adjudicate
this debate. It is true that cities like New York, London, Madrid, and Wash-
ington have been attacked by terrorists in recent years, but so have Glasgow,
Scotland, and Little Rock, Arkansas, as well as resort areas in Egypt and
Indonesia that are far from major cities. And plotters and suspects appre-
hended within the United States have variously been accused of planning
to inflict (or at least of vaguely thinking about inflicting) mayhem not only
on targets in New York but also on ones in such places as Baltimore, Wash-
ington, Portland (Oregon), Boston, Chicago, Minneapolis, Dallas, Little
Rock, Columbus, Miami, upstate New York, Los Angeles, and Rockford
and Springfield, Illinois, as well as at military bases in New Jersey, Texas,
and Virginia.*’

Actually, it is entirely possible that international terrorists might one
day come to realize there is more payoft for them in hitting more ordinary
and typical targets because that would scare more people. Of particular
appeal to terrorists, perhaps, would be towns that tend to be synonymous
with ordinary America, in part because they have peculiar or amusing
names, like Peoria, Illinois; Sheboygan, Wisconsin; Pocatello, Idaho;
Azusa, California; or Xenia, Ohio. After all, if a bomb goes off in one of
those, it can go off anywhere.

Finally, it is not at all clear how one can even begin to protect large (or
even not-so-large) cities against random acts of terror that can be carried
out by a single individual with a bomb or pistol in a backpack. Even Magi-
not, one suspects, would have thrown up his hands.

Listing Targets
Beyond dreaming about protecting whole cities from acts of violence,

homeland security officials have tried to imagine which specific tar-
gets within those cities (or outside them) might appeal to the adversary.
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Accordingly, it has set about creating the National Asset Database, an
inventory of assets from which the most critical targets can be drawn. By
2004, the inventory included no fewer than 30,000 items, to the apparent
dismay of the department’s director at the time, Tom Ridge. Dismay was
premature: within a year, the list had been expanded to 80,000.%

Although the list has remained secret, there have been a number of
leaks indicating that miniature golf courses are included, as well as Weeki
Wachee Springs, a roadside waterpark in Florida.* This massive data-
base, noted the DHS Office of Inspector General in 2006, contains a
“large number of out-of-place assets” whose “criticality is not readily ap-
parent.” It supplies such examples as a Mule Day Parade, a casket com-
pany, a petting zoo, a flea market, a groundhog zoo, and some, but not all,
Wal-Marts. Although there is a process by which “assets” of “extreme in-
significance” can be removed from the list, it found that most of the re-
movals were because the assets “were determined not to exist.” Only in
“rare instances” were some eliminated because they were deemed to have
“negligible value.”*® More recently, this list has been vastly expanded by
incorporating other compilations, and it now reportedly runs into the
hundreds of thousands, becoming in the process even more of an exer-
cise in self-parody.

The Pork Barrel

Once a list is established—whether of cities or of specific targets—the
logic of protection can become overtaken by the effusive, self-generat-
ing, and self-perpetuating reality of the pork barrel. Because essentially
anything can be a target, those seeking funds can easily imagine them-
selves on the list in a determined pursuit of shares of the largesse. Thus,
in 2004 Democratic Senator Pat Leahy of a mostly rural state, Ver-
mont, complained that the Bush administration wanted “to shortchange
rural states,” even as Democratic Senator Hillary Clinton of urbanized
New York faulted that same administration for the opposite perceived
defect: “The reality is that they don’t have a constituency in big cities,”
she claimed.*

Pork barrelers from rural areas can (and indeed have) come up with
observations like these as reported by Time’s Amanda Ripley:

« We realize North Dakota may not be first on Osama bin Laden’s list. But we have
some significant infrastructure, we have big buildings you can put a lot of people
in at one time, we have the border (with Canada).
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Yes, New York’s more target rich. But there’s been a lot of added security there. If

you're a terrorist, you may say, Why waste your time in New York City when you

can make a hell of mess in Maryland or Delaware or, God forbid, Portsmouth,

New Hampshire?

« We have two major interstate highways, and a significant proportion of the traffic
is hazardous materials. We have two major railroads. Also, Wyoming has major
mining, major electrical generating plants and coal-bed methane. Any one of
those becomes a vulnerability for a terrorist.

« We don’t have crystal balls. We just believe that we’re as important as anyone else.

« No one can say Caspar, Wyoming, can’t be a terrorist target.

« In an era of satellite television, attacking a rural target may actually instill more

fear by delivering the message that no one is safe.

To this, their big city counterparts energetically respond:

« Blowing off New York and L.A. so that you can make sure Wyoming is safe
makes no sense.
+ We have some cities in there that don’t even have minor-league baseball teams.

And in a 2007 New York newspaper story entitled, “Waking Up to
Terror: City Counterterror Chief Says Each Day He Expects Subway At-
tack Because Feds Fail to Protect Rails,” said chief observes that the federal
government spends $9 on security per airline passenger but less than halfa
penny on each mass transit rider. “There is something wrong with this,” he
concluded. And then, grandly extrapolated from an exceedingly low
number of cases, he asserted, “Terrorists are attacking the subway system

worldwide**

Compiling Lists and Doing Cost-Benefit Analysis

In many respects, the list makers are engaging in a form of probability
neglect as outlined in chapter 1. It is true that not every potential material
terrorist target is equally valuable, equally vulnerable, or equally costly to
protect or repair or replace. But as noted there, given that risk is the proba-
bility of an attack on a specific target multiplied by the losses sustained in
that attack, risks begin to look much alike when losses are multiplied by
probabilities very close to zero.

Because of the multiplicity of targets (especially if killing people is the
terrorists’ goal), because of the exceedingly low likelihood any particular
target will be struck, because inconvenienced terrorists can shift (or drift)
from one potential target to another, and because of the semirandom and
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perhaps quite limited nature of the terrorism enterprise, the process of
target identification can quickly become one of obsessive, worst-case
scenario thinking.

And indeed, in developing terrorist risk assessment scenarios for fixed
targets, the DHS applies what it calls “reasonable worst-case conditions.”
Although it sensibly warns against compounding “numerous unlikely con-
ditions” into such thinking, that process can become almost inevitable.*
Given the limited nature of the terrorist enterprise and the multiplicity of
potential targets, the likelihood a specific target will be hit is breathtakingly
small. And given the quite modest capacities of most terrorists, the likeli-
hood is also extremely low that any strike will even remotely correspond to
“reasonable worst-case” possibilities, such as a duplication of the 1995
Oklahoma City attack, when a vehicle-borne device delivered an explo-
sion equivalent to 4,000 pounds of TNT. In addition, since funds are
limited, it is not at all clear that protecting a relatively small number of
potential targets from extreme (if perhaps “reasonable”) attacks makes
more sense than protecting a much larger number against lesser (and more
likely) attacks.

Evaluating protection measures and policies in a responsible manner
does not involve simply ranking targets by their vulnerabilities, by the con-
sequences of an attack on them, or by the likelihood they will be attacked.
Rather, it requires a composite cost-benefit assessment in which the costs
of protection are systematically blended with the consequences of an
attack on a target, with the (often exceedingly small) likelihood the target
will be attacked, and with the degree to which protection reduces the con-
sequences and/or the likelihood of an attack, keeping in mind in the
process issues like the potential for displacement or risk transfer. That is
the central task of the next two chapters, as specific protection measures
are evaluated.
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CHAPTER 6
Homeland Protection

Infrastructure

ollowing the discussion of general parameters concerning protection

as set out in chapter S, we begin in this chapter an effort to generate
some specific policy recommendations about situations and conditions
under which it may be sensible—that is, cost-effective—to seek to protect
potential terrorist targets, as well as ones under which it may not be. The
following chapter focuses on the special and important issue of protecting
commercial passenger airliners.

As suggested in chapter S, protection is a questionable use of resources
for many potential terrorist targets and unlikely to be cost-effective. For a
tew, however, protection may make sense, particularly when protection is
teasible for an entire class of potential targets and the destruction of some-
thing in that target set would have quite large physical, economic, psycho-
logical, and/or political consequences.

Protection of a potential terrorist target may also become advisable if
the target is vulnerable as well to higher probability hazards, such as light-
ning, storms, earthquakes, and perhaps sabotage, and if the combined
probability, with terrorism added, now becomes high enough to justify the
costs of protection. In general, of course, quite apart from terrorism con-
cerns, there would be value in any effort that, seeking to discover terrorism
vulnerabilities, happens instead to uncover a significant and previously
unrecognized vulnerability to higher probability hazards.

An interesting and important difference here is with protection against
crime. Although many efforts designed to protect people from crime may



well fail to be cost-effective, protection policy in this area at least has some
hope of success because crime is vastly more common and, in particular,
because it is comparatively easy to designate high-crime areas and to
ascertain what criminals are generally after: loot. Because of these circum-
stances, protective measures can often make a potential target less vulner-
able to crime, in some cases even effectively invulnerable—though there
would still be a displacement or risk transfer problem. Specifically, if there
is nothing valuable at the target or if any valuables there cannot be lifted at
acceptable cost and risk, and if criminals know this, the target becomes
distinctly (and predictably) unattractive to them. For example, an entire
class of targets—municipal buses—were removed from the criminal target
list when exact fare procedures were put into effect, which meant that any
significant amount of money on the bus was now encased in a hardened
lockbox rather than in a cash drawer used by the driver to collect fares and
make change.'

In contrast, terrorism is much less like crime than like vandalism. It
comes close effectively (and seemingly) to being a random occurrence,
and the potential targets of the perpetrators are exceedingly difficult to pre-
dict. Although New York seems to have been able to get graffiti under con-
trol on the subways, this was accomplished not by making the subways
invulnerable—by adequately protecting them from vandalism—but rather
by continually cleaning up the graffiti, thus reducing the graffiti artistes’
incentive to decorate. Ultimately, one cannot readily become invulnerable
to vandalism, though displacement may be possible in some cases.

Many reports and studies have highlighted the vulnerability of crit-
ical infrastructure to terrorism.” The list of potential targets is extensive
and typically includes buildings, bridges, airports, dams, pipelines,
ports, and nuclear facilities. In our analysis, we focus on office-type
buildings and on bridges, with some additional consideration of other
infrastructure elements.

We mostly ignore attacks by weapons of mass destruction in this discus-
sion. It is difficult to imagine protecting a potential target against an atomic
explosion because of the bomb’s destructive capacity and because an
atomic terrorist can choose where to set off the device. Moreover, not
many people like to live or work in a bunker. For attacks with chemical,
biological, and radiological weapons, the chief victims would be people,
not structures, and protection measures are unlikely to be feasible—
indeed, nearly impossible.* Accordingly, policy in this area would sensibly
focus on prevention and policing, and also perhaps on mitigation efforts,
concerns to be discussed in chapter 8.
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PROTECTING OFFICE-TYPE BUILDINGS

David Lakamp and Gill McCarthy conducted a cost-benefit assessment
of campus security at the U.S. Naval Postgraduate School and concluded
that “the school is receiving a tiny benefit, at a very high cost”* An eco-
nomic analysis of the issue by Richard Little has shown that unless the
probability of attack against a specific building is high, the expected
benefits are unlikely to offset the cost of protecting multiple struc-
tures.” We expand these considerations here and mostly arrive at the
same conclusions.

The Record

Attacks on buildings can employ explosives ranging from small improvised
explosive devices (IEDs) of several pounds to vehicle borne improvised
explosive devices (VBIEDs), truck bombs carrying thousands of pounds
of explosives.

One of the largest VBIED attacks was on the U.S. Marines barracks in
Beirut, Lebanon, in 1983, when a suicide bomber detonated a truck bomb
containing more than 12,000 pounds of explosives, killing 241 U.S. mili-
tary personnel while wounding more than 100 others. According to a
Department of Defense report, “The force of the explosion ripped the
building from its foundation. The building then imploded upon itself.
Almost all the occupants were crushed or trapped inside the wreckage.™
That blast, asserts CBS News, was “the largest non-nuclear explosion that
had ever been detonated on the face of the Earth.”” And indeed, only the
22,000-pound Grand Slam or Earthquake bomb the British used in World
War II was bigger, although the mining and construction industries have
routinely used hundreds of tons of explosives in their work, and accidental
gas and other explosions have exceeded several thousand tons of TNT.?

A VBIED attack on the U.S. Embassy in Kenya in 1998 killed 213
people, including 44 American embassy personnel. Up to 2,000 pounds of
explosives were used. Although there was little structural damage to the
five-story reinforced-concrete embassy, the explosion reduced much of the
interior to rubble, destroying windows, window frames, internal office par-
titions, and other fixtures on the building. It was secondary fragmentation
from flying glass, internal concrete-block walls, furniture, and fixtures that
caused most of the embassy casualties. The majority of the casualties, how-
ever, resulted from the collapse of an adjacent building and from flying
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glass from other buildings located within a two- to three-block radius.
Other casualties were pedestrians or motorists in the crowded streets next
to the embassy.’

Attacks like these understandably capture the headlines, but they can
give a misleading picture about the destructive severity of a VBIED or IED
attack. The vast majority of attacks kill far fewer people than in these. A few
minutes after the Beirut attack, a similar truck bomb entered the under-
ground parking garage of the French infantry barracks, killing 58 French
paratroopers, far fewer than the attack on the Americans. And an attack on
the American embassy in Tanzania, simultaneous with the one in Kenya,
resulted in the deaths of 11. A one-ton truck bomb detonated in London in
April 2003 killed one person, and a 2008 truck bombing of the Islamabad
Marriott Hotel resulted in the deaths of 54. In 1993, six people were killed
when a van containing 1,200 pounds of explosives was driven into an
underground car park at the World Trade Center in New York and then
detonated, carving out a crater of nearly 100 feet that was several stories
deep and several more high."

As noted in chapter 3, of 219 terrorist incidents in the United Kingdom
involving explosives, only 2 inflicted damage that exceeded $1 billion,
while 202 caused damage of less than $1 million. Even in the permissive
terrorist environment in Iraq, where construction quality is highly vari-
able, the number of fatalities from a VBIED attack against buildings and
infrastructure has exceeded 50 people in fewer that 1 of every 200 attacks.'!

Resilience

These and other experiences attest to the fact that well-designed and well-
constructed buildings have significant reserve capacities enabling them to
withstand forces they were never designed to meet, even the damage or
loss of a supporting beam, slab, or column. Thus, although the intent of the
1993 World Trade Center bombers was to bring down one of the towers,
the building proved to be structurally sound and suffered no serious
damage to its integrity. Eight years later, both towers of the World Trade
Center survived the massive aircraft impact and fire for between 56 and
102 minutes before they collapsed. With up to 60 percent of the buildings’
columns fractured at impact and with fuel-fired temperatures of up to
1,500°F, many would have expected the immediate collapse of the towers
because they were not designed for anything like this kind of damage. Yet
the delay in the collapse enabled the safe evacuation of more than 33,000
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occupants below the impact zone, and 99 percent of the people located
below that point survived in each building.'*

The number of fatalities is highest if the entire building experiences pro-
gressive or disproportionate collapse when one or two key structural
members (usually supporting columns) are damaged, causing all, or a large
part, of a structure to collapse upon itself. Fortunately, progressive collapse
is extremely rare. Indeed, with the exception of the World Trade Center in
2001, no modern or well-designed tall or large building has fully collapsed
as a result of terrorism, and only one as a result of fire."* The 12,000-pound
truck bomb on the Marine barracks in Beirut and the 5,000-pound truck
bomb in Oklahoma City caused only partial progressive collapse, and
damage to the Pentagon on 9/11 was contained by the structure’s resil-
ience to progressive collapse—its continuity, redundancy, and energy-
absorbing capacity."

This is an important observation because it follows that it is nearly
impossible for a single bomb, even one as massive as the one in Beirut, to
blow up—to totally destroy—a properly designed and engineered multi-
story building normally comprised of structural steel and reinforced con-
crete floors, beams, and columns. Nearly all properly engineered buildings
show a remarkable ability to absorb extraordinary blasts and have signifi-
cant reserve capacity. Therefore, they cannot be destroyed by, or are resil-
ient to, terrorist attack." This also explains why there is so much terrorist
devastation in Iraq, Afghanistan, and Pakistan: many buildings are made of
unreinforced masonry, which is most vulnerable to explosives, just as it is
to earthquakes.

The Costs of Hardening

Measures to enhance security for existing multistory, large commercial
and institutional buildings typically focus on strengthening columns,
walls, and roofs; installing perimeter walls and blast-resistant glazing;
adding vehicle security barriers; restricting vehicle access; and hiring
security personnel.

The National Academy of Sciences reports that for newly constructed
commercial office buildings in the United States, “reasonable blast resis-
tance can be accomplished for about a S percent premium in construction
cost,”® and another study concludes that “substantial protection may be
afforded by an increase in overall costs of the order of S percent to 10
percent.”"” Strengthening existing buildings is considerably costlier and is,
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in addition, inconvenient to owners and occupants.'® For example, retrofit-
ting existing U.S. Army administrative and housing buildings to resist a
small IED of only 50 pounds costs 8 percent to 24 percent of the original
building construction cost," and to retrofit large buildings in the United
States to mitigate progressive collapse costs roughly 30 percent of the
initial building costs.”

As the building stock overwhelmingly consists of existing buildings, not
new ones, substantial risk mitigation will most likely run well in excess of
10 percent of the original building cost, although this expense could
decline over time as more effective and efficient protective measures are
developed. This includes only the costs of reducing a building’s vulnera-
bility to damage by structurally hardening it. Perimeter security fences
1,000 feet long cost $120,000, a single bollard up to $26,000, handheld
explosive detectors $34,000, vehicle crash barriers $70,000, and vehicle
and cargo inspection systems between $2.7 and $6.6 million.”" Expenses
mount further with the addition of security guards, closed-circuit televi-
sions, and alarm and communication systems.

We start our cost-benefit analysis by considering a representative multi-
story building for which occupancy and loss data are available—a three-
story academic building, 250 by 110 feet, with teaching and office space,
located at the U.S. Naval Postgraduate School in Monterey, California. Its
replacement value in 2010 dollars is $20.3 million.*

There are four cost elements to the security process.

1. If the physical hardening of a building costs 10 percent of its original (or its
replacement) cost, the cost of structurally hardening a $20 million building is $2
million. Annualized over a remaining service life of 20 years, this comes to
approximately $150,000 per year.”

2. Additional (post-9/11) costs of extra gate security personnel at the Naval Post-
graduate School was $1 million per year.** Since there are about ten large build-
ings on the U.S. Naval Postgraduate School campus,* this equates to $100,000
per building per year.

3. In addition, there would be the costs and maintenance of security equipment.
To provide tighter security with personnel manning metal detectors and X-ray
scanners to monitor access to the building and with guards to control access to
an underground car park, delivery entrance, or perimeter security, four to six
personnel would be required during the day and perhaps two more at night. If
the salary and benefits for each employee total approximately $100,000 per year,
the annual personnel bill will be near $1 million per building per year.

4. Security measures after 2001 also included closing three access gates and
restricting parking within 80 feet of buildings. The opportunity cost of these
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security measures is considerable. They include the increased travel distance to
the gate (12.5 person years) costing $1.1 million per year, gate delays (19.2 per-
son years) for another $1.7 million, and extra walking time to the building (3.3
person years) for $297,000, for a total opportunity cost of $3.1 million per year
or $300,000 per building per year.*

The total costs of protecting a reasonably typical three-story building ac-
cumulate, then, to $250,000 per year by summing elements 1 and 2 and
are well over $1 million per year if all four elements are included. What-
ever the mix of security measures, the total direct cost to attain signifi-
cant risk reduction will not be below $250,000 per building per year. We
will use this estimate, essentially leaving out elements 3 and 4, in our
cost-benefit analysis.

The Costs Inflicted by a Terrorist Attack

For a comprehensive risk assessment, we would want to consider a spec-
trum of threats in order to assess the cost-effectiveness of security
measures.”’ But for the sake of brevity, we will primarily consider a high-
consequence scenario, the one most likely to show that security measures
are cost-effective: the detonation of a large, Timothy McVeigh-type truck
bomb in close proximity to the building, an event that would trigger partial
progressive collapse and require the building’s replacement.”®

As noted, the replacement value of a building that can be taken to be
reasonably typical of large office buildings is $20.3 million in 2010
dollars. The value of its contents is placed at $8.2 million.?” Demolition of
a severely damaged building can be costly, as can design and utilities rein-
stallation costs, and we assume these costs to be 25 percent of the re-
placement value of the building. Hence, the cost of physical damage
totals approximately $33 million and would easily reach $50 million or
more if relocation costs, staff and student interruption costs, and other
such factors are considered.

Beyond this would be the costs of the lives lost by the terrorist attack.
For an average-size large commercial building, the number of occupants
averages roughly 600 people.”® As table 6.1 suggests, the average proba-
bility that an occupant will be killed in a terrorist attack with an explosive
device on a building ranges from 7 percent to 15 percent. A mid-range of
these figures multiplied by 600 gives roughly 80 fatalities, or $520 million
in losses, based on the value of a statistical life considerations discussed in
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chapter 3.3 It also is quite a conservative (that is, high) estimate: only 0.05
percent of VBIED or IED attacks against buildings have killed this many
people worldwide over the past 40 years.*

The costs of physical damage and loss of life in this extremely destruc-
tive scenario add up, then, to about $555 million. However, there will also
be indirect losses, mostly in terms of social disruption, loss of business, and
other economic considerations. As we saw in chapter 3, the indirect losses
arising from a terrorist attack to a building are unlikely to exceed a few
billion dollars at most.*

We will take $1.5 billion as an upper limit for indirect costs and then add
the costs of physical damage ($33 million) and loss of life ($520 million). A
high estimate for the total cost inflicted by a large VBIED attack on a large
multistory building in the United States, then, comes to around $2 billion.

Risk Reduction

In many cases, security expenditures buy little risk reduction. There have
been a number of successful VBIED attacks on embassies, hotels, military
facilities, and other high-profile targets because perimeter personnel either
were not able to prevent entry of the truck or because the size of the truck
bomb was large enough that it did not have to breach security barriers.
Unlike aviation security, where there is considerable “defense in depth,”
overcoming perimeter security is simply a matter of breaching a security
check point and perhaps a vehicle antiram barrier. At best, then, only two
layers of security are provided, and risk reduction accordingly will be

Table 6.1 PROBABILITY OF OCCUPANT FATALITY FOR RECENT U.S.
TERRORIST ATTACKS ON BUILDINGS

Fatalities ~ Building Occupants  Probability of

Occupant
Fatality'
World Trade Center (1993) 6 17,550° 0.03 percent
Federal Building, Oklahoma 165 361-850° 19-4S percent
City (1995)
World Trade Center (2001) 2427 35,100° 6.9 percent
Pentagon (2001) 125 16,200° 0.8 percent

!Calculated as fatalities divided by building occupants.

*Estimates of the number of occupants at time of attack vary considerably.

*Estimated from average occupant density of 3.7 people per 1,000 square feet (four people per 100 square
meters).
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nowhere near 100 percent and probably less than 50 percent. This consid-
eration makes structural hardening particularly attractive: it is a passive
layer of defense that, if properly designed and constructed, can reduce
structural damage substantially—probably up to 90-95 percent.**

We will assume a risk reduction of 95 percent. This is quite substantial

and biased in favor of showing that security measures are cost-effective.

Cost-Benefit Assessment
Once again, the benefit of a security measure is a function of three elements:

Benefit = (probability of a successful attack) x
(losses sustained in the successful attack) x (reduction in risk)

The probability of a successful attack is the likelihood a successful ter-
rorist attack will take place if the security measure were not in place. The
losses sustained in the successful attack include the fatalities and other
damage—both direct and indirect—that will accrue as a result of a suc-
cessful terrorist attack. The reduction in risk is the degree to which the secu-
rity measures foil, deter, disrupt, or protect against a terrorist attack. This
benefit, a multiplicative composite of three considerations, is then com-
pared with the costs of providing the risk-reducing security required to
attain the benefit. A break-even cost-benefit analysis finds the minimum
probability of a successful attack required, absent the security measures,
for the benefit of security measures to equal their cost.

Table 6.2 arrays the annual attack probabilities required at a minimum
for security expenditures on protecting a building to be cost-effective, as-
suming the expenditures reduce risk by an impressive 95 percent.” If, fol-
lowing our break-even analysis, the cost of security measures is taken to be
approximately $250,000 per building per year (very much a low estimate)
with losses of $2 billion (very much a high estimate), the protective
measures would be cost-effective only if the probability of a successful ter-
rorist attack without them exceeds 0.013 percent, or 1 in 8,000 per building
per year (boxed in bold in the table). A sensitivity analysis of these results
reveals that the results are relatively insensitive to parameter uncertainty.*

However, the yearly attack probability to a building in the United States
is unlikely to be anywhere near that high because the bombings of build-
ings there are as rare as the number of potential targets is immense. During
the entire 20-year period from 1988 through 2007, only two significant
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VBIED or IED attacks on buildings took place: the bombing of the World
Trade Center in 1993 and of a federal building in Oklahoma City in 1995.
We can also perhaps add in nine other attacks on buildings, mostly abor-
tion clinics: although these were hardly as destructive as those on the
WTC and in Oklahoma City (few resulted in any fatalities at all), they
could have resulted in severe damage and/or casualties.”” Over a 20-year
period, then, there were 11 attacks by explosives on buildings. Since the
average number of office or office-type buildings in the United States over
this period, including office, education, health service, public assembly,
police, and emergency service buildings, is 4.7 million,*® the annual likeli-
hood one would be attacked is one in 8.5 million or 0.000012 percent per
building per year.””

Therefore, in analyses applying assumptions substantially biased toward the
opposite conclusion—Ileaving out many of the costs of protection, positing that
protective measures would be especially effective, and assuming the damage
inflicted by a successful attack would be exceptionally high—we find that the
likelihood of a successful terrorist attack on a typical office-type building for
which there is no specific threat would have to be a thousand times higher than
it is at present for protective security measures to be cost-effective.

The item in the table boxed in bold dashes denotes a condition for a
building with a threat of one in a million (0.0001 percent) per year. Under
that condition, protective measures would begin to be cost-effective only if
the measures cost less than $100,000 per year and if losses were expected
to be over $100 billion—far more than the value of the Twin Towers of the
World Trade Center. It is difficult to imagine many (or even any) buildings
whose damage would be that costly or that could be comprehensively pro-
tected for less than $100,000 per year—the cost of a security guard or two.
If the expected losses are $1 billion—a lower but still very considerable
sum—the cost of protective measures would need to be less than $1,000
per year. While there are many thousands of buildings with the potential
for billion-dollar damages, none could be protected for only $1,000 per
year—the price of a few “no standing” signs or of a lone security guard
standing around for a few days.

Another way to look at this: for a building with a high threat (0.01 per-
cent per building per year), $1 of expenditure yields only $0.19 in bene-
fits.* For a building subject to a typical threat of one in a million per building
per year, that same dollar yields less than a quarter of a cent in benefits.

We have attempted to describe cost data for a representative building to
illustrate the net benefit calculations and their interpretation, and table 6.2
can be used to assess the required attack probability for a wide variety of
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cost and loss data. It will be applied in an analysis of bridge protection later
in this chapter.

Where the attack probability is negligible, an investment of hundreds of
thousands or a few million dollars in protective measures will ultimately
lead to an expected net loss of the same amount—that is to say, it will be a
waste of money.*' Such a net loss may seem bearable for one building and
thus an acceptable cost if the asset owner is risk averse and has plenty of
other income, and it may accordingly be considered a prudent investment in
a time of threat uncertainty. However, if this level of risk aversion is repeated
across a portfolio of buildings, the accumulated costs (and expected losses)
will be significant, running into tens or hundreds of millions of dollars.
Expenditures like that could be used far more productively elsewhere.

Moreover, as discussed in chapter 5, many terrorist attacks are opportu-
nistic in nature, and their activities should be modeled essentially as a ran-
dom process. Related is the issue of risk transfer, where the hardening of
one target may encourage terrorists to attack a softer one, resulting in no
change in overall threat probability or consequences to society. These are
issues with no clear outcome, but they need to be considered when assess-
ing threat probability and deciding how such uncertainty might affect the
outcome of a cost-benefit assessment.

Applying Data from the Insurance Industry

The insurance industry routinely calculates risks and risk reductions fol-
lowing standard procedures, and an examination of its pricing of premiums
for property and business interruption, discussed briefly in chapter 1,
is instructive.

Studies of several thousand firms encompassing 15 industry groups*
show that, after the 9/11 shock, terrorism premiums in 2004 ranged from
$1 for a total insured value of $500,000 to $6.75 million for one of $208
billion. The median terrorist premium, then, was $13,000 or 0.0065 per-
cent, for a total insured value of $200 million. If we interpret this insurance
cover according to standard risk calculations and apply median cost data,
the probability of attack in 2004 was determined (premium divided by
insured loss) by the insurers to be 0.006S percent per firm per year. This
estimate of the likelihood of a terrorist attack declined by 2006 to 0.0046
percent, a year later to 0.0040 percent, and by 2009 to only 0.0031 per-
cent® In a period of only five years, then, the estimated likelihood of a
terrorist attack was lowered by more than 50 percent. Terrorism premiums

[120]  Terror, Security, and Money



make up only 2.7 percent to 8.3 percent of the total property premium,
demonstrating that insurance companies are more concerned with cov-
ering themselves from payouts related to fires, floods, storms, and other
such losses than from terrorism.

In addition, these statistics relate to attacks on a “firm” and not to an
individual property. Most firms, particularly larger ones, are spread across
many locations and may have tens if not hundreds of buildings or other
assets covered by their insurance portfolio. If we make the highly conserva-
tive assumption that the median-size firm is insuring only one building,
the attack probability of 0.003 percent per firm per year becomes less than
one in 30,000 per building per year. Since insurers include a healthy profit
margin when setting their premiums, they must consider actual probabil-
ities to be even lower than what we have inferred.*

In our analysis in this chapter, we determined, applying highly conser-
vative assumptions, that the annual probability of an attack on a building
must be higher than 1 in 8,000 (0.013) for protective measures to be
cost-effective. Data from the U.S. insurance industry revealing that it con-
siders that probability to be lower, probably much lower, than 1 in 30,000
per building per year further support our conclusion that expenditures on
protective measures for buildings typically fail to be cost-effective.

PROTECTING BRIDGES

There are 600,000 highway bridges in the United States, a vital part of a
transportation system that supports 86 percent of all personal travel and 80
percent of the nation’s freight. Moreover, bridges are—or seem to be—es-
pecially vulnerable. As Chairman Bennie Thompson of the House of Rep-
resentatives’ Committee on Homeland Security insists, “The U.S. highway
system is particularly vulnerable to potential terrorist attacks because ofits
openness—vehicles and their operators can move freely and with almost
no restrictions, and some bridge and tunnel elements are easily accessible
and located in isolated areas making them more challenging to secure

The Consequences of an Attack
While buildings have often been attacked by terrorists, there are very few

reported attacks on bridges, suggesting that any supposed threat to them
may well be overblown, even though bridges (like a near-infinite number
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of other targets) may be vulnerable to attack in some sense. An analysis of
terrorism incidents compiled by the Global Terrorism Database (GTD)*
shows that in the ten-year period 1998 to 2007 there were only two attacks
on bridges in the United Kingdom (both IRA sponsored, generating only
minor damage and no fatalities) and none in continental Europe or North
America. Moreover, worldwide only S percent of guerrilla and terrorist at-
tacks on public surface transportation systems in the 80-year period
from1920 to 2000 were directed at bridges and tunnels and only 1 percent
during the last 3.5 years of that period."

As it happens, a bridge is very difficult to damage severely because its
concrete and steel construction makes it something of a hardened struc-
ture from the outset. Buildings are far more vulnerable, and many casu-
alties can be caused if their thin and brittle masonry and glass facades are
shattered.* By contrast, the GTD data show that of the 14 bridges attacked
by insurgents in the war zones of Iraq and Afghanistan between 1998 and
2007, the total number of fatalities was relatively few at 59, and no more
that 10 perished in any single attack.

Most highway bridges are two to four lanes wide with spans of 60 to 150
feet crossing rivers, roads, and railroad lines. An American Society of Civil
Engineers Task Committee considers an upper bound practical threat to
be a 4,000-pound TNT VBIED carried to the target by a light, single-rear-
axle delivery vehicle.* Other engineers suggest that smaller explosives, on
the order of 500 pounds, could cause “catastrophic damage” to a typical
U.S. highway bridge.* Yet even a more massive VBIED may fail to totally
collapse a bridge, or even cause too much disruption. Photos of damage
caused by a huge VBIED, reputedly up to 5 tons, detonated on a highway
bridge near Ramadi, Iraq, on October 17,2009, show collapse of only one
lane of one span, and the bridge seems to have been quickly reopened.” In
addition, there were no casualties.

An explosive blast will not blow up a bridge, but will more likely
damage and weaken supporting elements, causing only partial collapse.
Even if a bridge collapses, however, not all vehicle occupants on it will
be killed. For example, the collapse of the 10-lane, 14-span, 1,900-foot
I35SW bridge in Minneapolis in 2007 killed 13 people, but 111 vehicles
were on the bridge at the time of collapse.** A bridge collapse over the
Arkansas River in 2002 killed 14 people when 11 vehicles, of the many
that were on the bridge, plunged into the river.”® The unexpectedly
high survival rates arise not only because the bridge only partially col-
lapses but also because a car is designed to crumple on impact and thus
absorb energy.
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Costs of Damage

Because highway bridges have a large variety of spans, widths, geometry,
and other characteristics, it is difficult to generalize about damage costs.
However, several case studies of recent U.S. bridge collapses may be in-
structive. The replacement and demolition costs for two damaged U.S.
interstate highway bridges were $4 million and $11.75 million, for bridges
in Los Angeles from $6.2 million to more than $60 million, and for the
I35W bridge in Minneapolis $234 million. Applying this experience, we
set replacement costs for a typical bridge at $20 million. Traffic diversion
and associated user delay costs for a bridge under construction can total
$430,000 per day, which, even in the case of a rapid bridge replacement in
Oklahoma of only 46 days, amounted to nearly $20 million.>*

In addition to the economic cost of traffic diversion, there are other
social and economic costs to a community. These are harder to quantify
but may be in the order of tens to hundreds of millions of dollars because,
although the loss of one bridge will not isolate a community, it will gener-
ally cause considerable inconvenience and disruption. We will assume this
causes a loss of $100 million, and we round up the expected number of
fatalities to twenty, at a cost of $130 million based on value of statistical life
considerations.> The total losses for a damaged bridge including both the
loss of life and economic considerations thus come approximately to $250
million, a rather high estimate.

Costs of Retrofitting

Although there is much information available about retrofitting bridges to
mitigate the effects of blast damage,* there is little information about their
cost. However, a broad estimate may be obtained from examining retrofit
costs for bridges damaged by earthquakes because the stresses on the
bridge are not dissimilar to those caused by explosions. The retrofit cost for
the historic Cesar Chavez highway bridge in Los Angeles was 15 percent of
its replacement value, and a “full-blown” rehabilitation of a U.S. four-span
steel girder bridge was 51.5 percent of its replacement value.”” Clearly,
retrofit costs can be substantial.

We will conservatively assume that substantial mitigation of blast ef-
fects can be achieved at a cost of 20 percent of a bridge’s replacement
value. If the bridge replacement value is $20 million, the cost of strength-
ening it is then $4 million. Annualized over a remaining service life of 20

HOMELAND PROTECTION: INFRASTRUCTURE [123]



years, this comes to $268,000 per year.*® If the cost is annualized over five
years with the same discount rate, this equates to a present value cost of
$872,000 per year. We will assume a middle value for strengthening of
$500,000 per year.

Risk Reduction

As with the discussion of buildings, we will generously assume that protec-
tive measures reduce the risk by 95 percent.

The Cost-Effectiveness of Protection

As suggested earlier, the likelihood of a terrorist attack on a highway or
railway bridge in western nations is remote. Engineering and design issues
suggest that bridges should not be an attractive target for terrorists, and
incident data suggest they aren’t.

Table 6.2 on p. 118 shows that the likelihood of a successful attack
needs to exceed 0.21 percent (underlined in the table) or one in 480 per
bridge per year for bridge strengthening to be cost-effective under the as-
sumptions we have applied:

« $250 million in losses, including the loss of life and economic considerations
« $500,000 per year to strengthen an existing bridge
« 95 percent risk reduction as a result of the bridge protection measures

If we assume risk is reduced only by 50 percent, the minimum attack prob-
ability per year required for bridge protective measures to be considered
cost-effective increases to 0.4 percent per bridge. A sensitivity analysis of
parameters is always useful, but the trends would not be dissimilar to those
presented for buildings described earlier.

If there were one attack on a highway bridge every year in the United
States, the attack probability would be only 1 in 600,000 (0.00017 per-
cent) per bridge per year because there are 600,000 bridges in the country.
This probability is obviously nowhere near the 1 in 480 likelihood of a
successful attack required for bridge protective measures to be cost-
effective. If lives saved is the only criterion for risk acceptability, protective
measures would save only 0.0019 lives per year when the attack probability
is below 0.01 percent per bridge per year.* The cost per life saved (cost of
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protection divided by lives saved) exceeds $263 million and thus fails a
cost-benefit assessment because this is far in excess of the value of statis-
tical life of $6.5 million.

If there is a specific threat such that the likelihood of attack massively
increases, or if a bridge is deemed an iconic structure such that its per-
ceived value is massively inflated, bridge protective measures may begin to
become cost-effective. Thus, San Francisco’s Golden Gate Bridge or New
York’s Brooklyn Bridge might be a more tempting target for terrorists than
amore typical highway bridge, as evidenced by the embryonic plotin 2002
to use blowtorches to sever the cables of the Brooklyn Bridge.®

This plot and concerns about bridge vulnerabilities led a blue ribbon
panel on bridge and tunnel security to inform the Federal Highway
Administration in 2003 that “preliminary studies indicate that there are
approximately 1,000 [bridges] where substantial casualties, economic
disruption, and other societal ramifications would result from isolated at-
tacks,” that the “loss of a critical bridge or tunnel at one of the numerous
‘choke points’in the highway system could result in hundreds or thousands
of casualties, billions of dollars worth of direct reconstruction costs, and
even greater socioeconomic costs,” that the “ordinary cost of construction
to replace a major long-span bridge or tunnel on a busy interstate highway
corridor in the United States may be $1.75 billion,” and that, summing
reconstruction costs and socioeconomic losses, the “loss of a critical bridge
or tunnel could exceed $10 billion.”"

This is certainly alarming stuff, and an accompanying cost analysis of
protective measures for four large U.S. bridges concludes that the cost to
protect these bridges ranges from $20.6 million to more than $157.4
million.® The protection costs include strengthening (retrofitting) piers,
anchors, road deck, tension hangars, and approach highways. While the
blue ribbon panel report does not name the specific bridges, these
costs clearly suggest they were considering the Golden Gate Bridge,
Brooklyn Bridge, George Washington Bridge, and one other long span
suspension bridge.

These are enormous protective costs. If the average cost of $95.6 million
is annualized over a 25-year period, it comes to $5.5 million per year.®®
Referring again to table 6.2 and applying the panel’s dire expected losses of
$10 billion with protective costs rounded down to $S million per year, the
attack probability would need to exceed 0.05 percent (broken underline in
the table), or 1 in 2,000, per bridge per year. Taking the panel’s estimate of
1,000 critical U.S. bridges, this would mean that terrorists would otherwise
be able to successfully conduct a massive attack on one of these bridges at
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least once every two years for these protective costs to be cost-effective.
The evidence to date rather strongly suggests that such a high attack prob-
ability is not being observed.

OTHER INFRASTRUCTURE ELEMENTS

Pipelines, railroads, roads, power lines, communication facilities, and
other utilities or lifelines are all vulnerable to terrorist attack because they
are located in every community, are difficult to protect, and are often in
isolated or remote locations. Damage to these infrastructure elements can
cause short- and long-term social and economic effects, and this, in prin-
ciple, should make them highly attractive targets for terrorists. For example,
more than 65 percent of oil and gas pipelines are aboveground, and lost
production can cost many billions of dollars.**

Yet most damage can be repaired fairly quickly. In Iraq, where there have
been many IED attacks on such elements, repair teams from the Iragi Min-
istry of Oil, working in the most hostile security environment imaginable,
can right the damage in several days or in some cases several weeks.®® The
vulnerability of pipelines also makes them resilient because if they are easily
accessible to terrorists, they are equally easily accessible to repair teams.

Offshore oil and gas platforms are vulnerable to terrorism because of
their remote locations, but they are often located in severe marine envi-
ronments that would make any attack particularly dangerous, if not im-
possible, for would-be terrorists. Offshore platforms are more vulnerable
to hurricanes, earthquakes, storms, and ship impact. And as we have seen
with the 2010 Gulf of Mexico BP oil spill, they are equally vulnerable to
equipment malfunction and operator error—in fact, there have been nu-
merous instances of explosions, blowouts, and other accidents over the
years.® Contingency plans are available for most of these events, which
in most cases would be equally appropriate to mitigate the effects of a
terrorist attack.

Most other infrastructure is similarly resilient and can be readily
repaired, resulting in minimal damage or disruption to communities. This
can be seen, for example, when power poles or transmission towers are
damaged in a storm, when communication cables are accidentally severed
by construction workers, or when pipelines catch fire or explode because
of accidents or lack of maintenance. Moreover, alternate means of supply
are also often available, and diversions around damaged infrastructure can
allow lines of transport, supply, or communication to be maintained.
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Thus, terrorist attacks on such infrastructure elements are unlikely to
cause significant long-term losses to society because damage is often
repairable at an entirely bearable cost and in a timely fashion.

NUCLEAR AND CHEMICAL PLANTS AND MATERIAL

There are not a large number of nuclear plants, and an adept terrorist attack
on them could potentially have devastating consequences. Consequently,
they seem to be prime candidates for protection. However, the big ones,
nuclear reactors, seem already to be quite secure from a terrorist attack—
and, for a number of reasons, were so even before terrorism became much
of anissue.

Nuclear reactors are surrounded by containment structures that are
three to five feet thick, made of concrete heavily reinforced with steel, and
designed to contain all radiation from nuclear accidents, as was success-
tully demonstrated with the Three Mile Island nuclear reactor accident in
1979. It was the lack of a containment structure that contributed to the
massive release of radiation from Chernobyl in 1986—although that
release, discussed in chapter 9, seems thus far to have had only quite limited
health consequences. Containment structures were designed to withstand
attacks by aircraft and missiles well before 9/11, and a 2002 analysis by the
Electric Power Research Institute found that a fully laden Boeing 767-400
would not break through any U.S. containment structure, nor would used
spent fuel pools, dry fuel storage facilities, or fuel transportation containers
be breached.”’

Since 9/11, armed security has been beefed up, including a “require-
ment that each nuclear power plant conduct security exercises every three
years to test its ability to defend against the design basis threat.” In these
“force-on-force” exercises, “an adversary force from outside the plant at-
tempts to penetrate the plant’s vital area and damage or destroy key safety
components.”®® The size of the security forces for the 65 U.S. nuclear plant
sites now numbers more than 5,000, an average of about 75 per site.%”
Given the substantial invulnerability of nuclear reactors to terrorist attack
(if not necessarily to extreme natural hazards) and given the low likelihood
of such an attack, it may be questionable whether extravagant additional
protective measures to deal with a potential terrorist threat (and quite pos-
sibly many of those already in place) are worth the cost.

There are a very large number of chemical plants, although mostly,
like nuclear plants, they are placed away from population centers, a fact
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that may considerably reduce the urgency of protecting them further. It
is possible to conjure damaging scenarios, but, except under the most
severe circumstances, such as the 1984 chemical release, apparently by
sabotage, at Bhopal, India, any dispersion is likely to have rather limited
physical consequences. Panic, however, could enhance the effect. The
same holds for biological pathogens, although in this case, the chief fear
is that terrorists will be able to make the pathogens themselves, not
steal them.

Oil and gas refineries are, in fact, chemical plants, producing the eco-
nomic lifeblood of most modern economies, therefore presumably making
them a tempting target for terrorists. Since most are placed away from
population centers, loss of life is not a major consideration, but economic
damages are. Yet, as with other infrastructure elements, damage to oil and
gas infrastructure can generally be repaired relatively quickly, minimizing
the economic damage.

A simulation and gaming scenario developed by the Heritage Founda-
tion argues otherwise. It posits an extravagant simultaneous scenario: (1)
“catastrophic destruction” of the Ras Tanura port and oil terminal in
Saudi Arabia, causing a loss of more than 4 million barrels of oil per day
for at least several months; (2) an attack by an explosives-laden plane on
the Saudi Aramco headquarters, destroying the Internet facilities there
and killing portions of the company’s leadership; (3) speedboat attacks
by the Indonesia-based terrorist group, Jemaah Islamiyah (JI), on oil
tankers crossing the Strait of Malacca and emplacement in the strait of
EM-52 mines coated with polymer (to reduce the likelihood of detec-
tion) that cause all oil traffic there to be halted because insurers will not
give coverage to hydrocarbon cargo; and (4) the agile emplacement by
an al-Qaeda affiliate of mines in the Strait of Sunda to further disrupt
petroleum transport.”

The notion that al-Qaeda or any other terrorist organization (certainly
including the increasingly pathetic JI) could successfully execute and
coordinate a set of intercontinental attacks like this is clearly prepos-
terous. But even if they could, oil refineries and ports can be rebuilt and
naval protection to shipping can be provided in quick order. Moreover, if
governments worldwide implemented sensible energy and policy re-
sponses to such a crisis and did not panic, the Heritage study itself con-
cludes that, even with its imagined global mayhem, the world would
recover within a year with short-term job losses of 164,000 and GDP
losses of only $50 billion.” That is, even under the coordinated and
highly destructive attacks posited in their fanciful scenario, American
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and European economies have the capacity to recover and respond in
fairly short order.

KEY INFRASTRUCTURE NODES

It would make sense to protect any specific infrastructure nodes whose de-
struction could cause widespread damage—for example, by putting a large
area out of electricity for months.”” It is not at all clear that many, if any,
such nodes exist. However, if they do, it would probably be most efficient
to expend effort to establish backup emergency redundancies rather than
seeking to protect the nodes themselves.

At any rate, investment in this area may be worthwhile because if such
nodes are susceptible to terrorist disruption, they probably are as well to more
likely events like lightning, heavy winds, and other natural hazards or to
human error or sabotage by a disgruntled employee. A similar conclusion
might hold for some dams and for concentrations of chemicals and explosives.

MAJOR PORTS

There are 361 ports in the United States, a few dozen of them major, and, as
with most developed countries, the economy depends heavily on them. Ac-
cordingly, protecting them against at least a major attack may be a useful effort.

However, redirection of shipping is fairly easy, if costly and inconvenient.
Moreover, the large linear layout of ports also makes them more resilient
than most infrastructure simply because of their size. The Port of Los Angeles
covers 3,200 acres and has 10 piers and berths for 80 ships. Other ports may
be smaller, but even these include several piers and at least a dozen berths
separated over thousands of feet. Any attack short of a nuclear one (for which
protection measures beyond dispersion are substantially futile) is not likely
to destroy an entire port. Some berths may be lost, but most ports would still
be able to continue to operate, although perhaps at reduced capacity.

Therefore, the chief problem here seems to arise, as Stephen Flynn
points out for the American case, from overreaction. He worries that policy
makers could probably not restrain themselves from closing down all the
ports if one were hit, thus inflicting massive losses on the economy.” The
sensible solution in this case, obviously, is to have people in charge who are
levelheaded and not overburdened by such considerations, an issue to be
considered more extensively in chapter 8 and 9.
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SYMBOLIC TARGETS

Protection measures may be justified for a small group of symbolic, even
iconic, targets like the Capitol, the White House, the Statue of Liberty, the
British Parliament buildings, the Sydney Opera House, the Eiffel Tower,
the Washington Monument, and the Brooklyn and Golden Gate Bridges.
In these cases, however, the main cost would be in embarrassment or in a
painful loss of prestige because all (like the Pentagon after 9/11) could
readily be repaired after an attack by a conventional explosive and because
any loss of life might in many instances be smaller than for terrorist explo-
sions in places of congregation. Moreover, in all cases, any protective
benefits should be balanced with a reasonable cost consideration: the pre-
vention of embarrassment is not an infinite good.

Given the low probability that even prime symbolic targets will be hit,
limited protective measures might be all that are called for. Thus, huge
amounts of money have been spent in an elaborate effort to make the
Washington Monument secure, when one might tentatively speculate that
the considerable bulk (though not all) of that benefit might have been
achieved simply by hiring a few additional security guards.

There may be a small number of potential targets that are likely to appear
so lucrative to terrorists that they would have difficulty restraining themselves
if the targets were inadequately protected. One might be the person of the
president of the United States, though, given assassination attempts in the
past, protecting that person is unfortunately wise and necessary for quite a
few reasons beyond the kind of terrorism that is of present concern. Given the
proclivities of some terrorists, Israel’s El Al airline would seem to be an attrac-
tive, high-visibility, rather trophylike target, and so Israel’s extraordinary ef-
forts to screen passengers and baggage may make sense. On the other hand, a
very large number of potential Jewish targets—thousands of synagogues, for
example—are highly visible and vulnerable (albeit not, perhaps, quite to the
same degree as E1 Al), yet they seem to go substantially unmolested.

ASSESSING “CRITICAL” INFRASTRUCTURE

There is no doubt that a terrorist attack on many infrastructure elements
could cause considerable damage and significant loss of life. However,
while such targets as buildings, bridges, highways, pipelines, mass transit,
water supplies, and communications may be essential to the economy and
well-being of society, damage to one or even several of these, with few
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exceptions, will not be “critical” to the economy, to the state, or to just
about anyone’s way of life.

In part, this is because infrastructure designers and operators place
much effort on systems modeling to ensure that a failure of one node will
not keep the network from operating, even if at reduced efficiency. This is
done routinely: for example, it is necessary to close many bridges from
time to time for maintenance or repair, and therefore traffic is redirected so
that the network is not interrupted. Other failures routinely planned for
include traffic accidents, severe weather, earthquakes, and equipment mal-
functions. In other words, as a matter of course, infrastructure is designed
with built-in redundancies and backup systems to ensure resilience in the
event of anticipated or unexpected hazards.

We have not assessed every possible element of homeland security
protection, of course. However, applying the considerations laid out in
chapter S and relying on standard evaluative measures accepted for decades
by analysts, governments, regulators, and risk managers, efforts to protect
people and structures from the effects of a terrorist attack are unlikely in
general to be cost-effective because of the multiplicity of targets, the ability
of terrorists to shift targets as needed, the capacity in many cases to quickly
rebuild, the exceedingly low likelihood of an attack on a specific target, the
limited capability of most terrorist groups (no Muslim terrorist in the
United States has been able to set off even a tiny bomb over the last 10 years),
and the difficulty of predicting which targets are most appealing to them.” If
the terrorists’ goal is to kill people, lucrative targets are essentially every-
where. If their goal is to destroy property, protection measures may be able
to deter, inconvenience, or complicate, but only to the point where the ter-
rorists seek something comparable among a vast—or even effectively infi-
nite—array of potential unprotected targets.

Our cost-benefit assessment suggests, then, that many individual items
of infrastructure, including bridges and buildings, require no protective
measures unless, perhaps, there is a very specific threat to them.
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CHAPTER 7

Protecting the Airlines

he protection of commercial airliners and their passengers may be

feasible, or at least may seem to be so, because, although there are
many airports, their number is at least somewhat limited. For example,
there are only some 27 major ones (along with a few thousand smaller
ones) in the United States, numbers that are vastly lower than, for example,
the number of highway overpasses, fast-food restaurants, or places of con-
gregation like stadiums, theaters, churches, and assembly halls. Although
there are a very large number of commercial flights—nearly 30,000 daily
in the United States alone'—the protection of airliners may be a compara-
tively manageable problem using the relatively small number of airports as
key bases for protection.

In this chapter, we consider this problem from several angles and bring
up a number of issues we feel should be given more systematic attention.
In addition, we specifically assess the cost-effectiveness of measures
designed to prevent a direct replication of a 9/11-type hijacking and of the
full-body scanners that are designed to deal with the problem of smuggled
plastic explosives.

THE SPECIAL IMPACT OF AIRLINER DESTRUCTION

The protection of airliners may be particularly important because, unlike
the destruction of other modes of transportation, the downing of an air-
liner (or, especially, of two or three in succession) does seem to carry with
it the special dangers of a widespread and at least somewhat lingering



impact on the airline industry, as well as on related ones such as tourism.
Three years after 9/11, domestic airline flights in the United States were
still 7 percent below their pre-9/11 levels, and by the end of 2004, tourism
even in distant Las Vegas had still not fully recovered.> One estimate sug-
gests that the American economy lost 1.6 million jobs in 2001 alone,
mostly in the tourism industry.* These numbers do not necessarily repre-
sent dead losses to the economy because, as discussed in chapter 3, much
of that money may simply have been productively saved or spent else-
where. However, they do suggest a very substantial disruption that unfairly
affects a small number of industries, a disruption that was costly to all
because it was felt necessary partly to mitigate the consequences by the
infusion of tax money to the airline industry.

By contrast, if a bus or train is blown up, people still need to board them
and will do so after a short period of wariness—as was found after the
bombings in London and Madrid. To a considerable degree, people have a
choice about whether to use commercial airliners, and many can turn to
other types of transport—or, often, simply not take the trip. Riders of sub-
ways, buses, and probably even ferries often do not have the same luxury.
Indeed, after 9/11 a man attempted to hijack a Greyhound bus in Utah, an
exercise that had little consequence for the bus industry (or for just about
anybody else).* As noted earlier, the effect on tourism of the 2005 bomb-
ings of the underground and of a bus in London proved to be compara-
tively transitory: international arrivals to the country increased after 20085,
and the 10 percent drop in business in London hotels in the immediate
aftermath of the attacks was matched by a 10 percent increase in other
regions of the country.”> Some of this may relate to the traditional British
stiff upper lip and to previous experience with terrorism from the Irish
Republican Army that inspired a resilience in the belief that “living life as
normal represents a gesture of defiance against terrorists and may contrib-
ute to their ultimate defeat.”® There is probably a lesson in this.

Similarly, if a building is attacked, people still enter them: after 9/11,
people avoided airliners but soon returned to office buildings, even sky-
scrapers. Indeed, if the 9/11 attacks had been accomplished by explosives
(as with the 1993 attempt on the World Trade Center or the 1995 bombing
in Oklahoma City), there would have been a vastly lower social and eco-
nomic impact because few would have systematically avoided buildings,
or even urban office buildings. Put another way, if Timothy McVeigh had
used an airplane to destroy the Murrah Building in Oklahoma City rather
than explosives, the economic consequences would likely have been far
greater, at least until the perpetrator was apprehended.
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As noted in chapter 3, the events of September 11, 2001, suggest there
can be another special cost in the case of airline terrorism. In fear of flying,
many people canceled airline trips and consequently traveled more by
automobile, and some studies have concluded that more than 2,300 people
died in automobile accidents between September 11 and October 2003
because of such evasive behavior.”

It may matter as well that the airplanes on 9/11 were commercial
passenger airliners. If they had been private or cargo planes, the effect on
the airline industry (and on highway fatalities) would probably have been
considerably less.

Interestingly, however, failed terrorist attempts on airliners do not seem
to have had much in the way of a wider impact at all. The aborted eftort by
shoe bomber Richard Reid to blow up an airliner over the Atlantic oc-
curred less than four months after 9/11. Yetin 2002, domestic and interna-
tional passenger numbers continued to grow from the low point of
September 2001.° Almost exactly eight years later, the foiled underwear
bomber attempt on a Northwest Airlines flight resulted in no noticeable
drop in airline patronage: International Air Transport Association data for
the month following the attack (January 2010) reports that “demand
shows further improvement” with a 2.1 percent increase in international
passenger numbers in North America and 6.4 percent internationally.’
Passenger numbers continued to increase after January 2010.

IS THE FLIGHT-AVOIDANCE RESPONSE TO 9/11,
LIKE THE EVENT ITSELF, AN OUTLIER?

Much of the concern about airliner terrorism extrapolates from the 9/11
experience, which had, as noted, a crushing, if temporary, effect on airline
passenger traffic. Particularly in the few years after 2001, it was commonly
said that if terrorists were able to down two or three more airliners, they
would destroy the airline industry.

But as the degree of destruction on 9/11 was extreme in the history of
terrorism, so, possibly, is the extent of the reaction by airline passengers.
From time to time, terrorists have been able to down airliners—the
Lockerbie tragedy of 1988 high among them—but the response by the
flying public has not been nearly so extreme. And after two Russian air-
liners were blown up by suicidal Chechen female terrorists in 2004, that
country’s airline industry seems to have continued with little interruption:
airline passenger numbers after the attack did decline, but this has been
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attributed mainly to the 60 percent increase in fuel prices, and by the
following year, passenger traffic had increased by 3.9 percent."

It ought to be considered, then, that the downing by terrorists of addi-
tional airliners, however tragic, may not prove to be as consequential as
sometimes envisioned—perhaps in part because 9/11 established such a

vivid, and high, benchmark.

ARE AIRPLANES A PARTICULARLY ATTRACTIVE
TERRORIST TARGET?

Moreover, contrary to many claims, airplanes may not actually be terribly
attractive targets for terrorists. There have been remarkably few terrorist
attempts on airplanes since 9/11 anywhere in the world, despite wide dif-
ferences in security measures. There were the two attacks in 2004 on Rus-
sian airliners, plots to down planes with on-flight explosives were broken
up in 1995 and 2006, and specific efforts to do so were thwarted in 2001
and 2009. That’s not a high rate of frequency. Also relevant is the fact that,
of the tens of billions of pieces of checked luggage transported on Ameri-
can carriers in the period after a bomb planted in checked luggage caused
a PanAm jet to crash into Lockerbie, Scotland, in 1988, not a single one
exploded to down an aircraft. This, even though mandatory screening of
checked luggage was begun only after the September 11, 2001, attacks—
though systems were put into place earlier to match passengers with lug-
gage, thereby requiring that a terrorist trying to duplicate the deed would
have to be suicidal.

A comparison may be helpful. In the 12-year period from 1999 through
2010, 9,605 passengers were killed worldwide in airline accidents."
During the same period, 363 passengers were killed by terrorism, 265 of
them from the four aircraft downed on 9/11, and another 98 from the
2004 attacks in Russia.'* Therefore, airline passengers were 26 times more
likely to die from an accident than from terrorism during that period. Put
another way, there was one chance in 22 million that an airplane flight
would be hijacked or attacked by terrorists: there were 11 such events in
the period 1999 through 9/11, and S more after 9/11 through 2010, sev-
eral of which resulted in no deaths whatever."* Small odds indeed, albeit
ones rarely or never pointed out by officials or by the media.

Also relevant is the fact that it is not necessarily easy to blow up an
airliner. Airplanes are designed to be resilient to shock, and attentive
passengers and airline personnel complicate the terrorists’ task further.
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Apparently, the explosion over Lockerbie was successful only because the
suitcase bomb just happened to have been put at the one place in the lug-
gage compartment where it could do fatal damage. According to Christo-
pher Ronay, former head of the FBI bomb unit, if the bomb had been
placed where it was surrounded by other luggage to absorb the blast, the
passengers and the plane would have survived."

Logically, then, a terrorist will not leave such matters to luck, which may
be why the shoe and underwear bombers both carried their bombs onto
the planes and selected window seats that are, of course, right next to the
fuselage.” Yet even if their bombs had exploded, the airliner might not
have been downed. The underwear bomber was reported to be carrying 80
grams of the explosive PETN,'® and when his effort was duplicated on a
decommissioned plane in a test set up by the BBC, the blast did not breach
the fuselage, leading air accident investigator Captain J. Joseph to conclude,
“I am very confident that the flight crew could have taken this aeroplane
without any incident at all and get it to the ground safely”"’

Moreover, an aircraft may not be doomed even if the fuselage is rup-
tured. A three-foot hole in the fuselage opened up on a Southwest Airlines
plane in 2011, and the plane still landed safely."® In 2008, an oxygen cylin-
der exploded on a Qantas flight from Hong Kong, blasting a six-foot hole
in the fuselage. The plane suddenly depressurized, but the aircraft returned
safely to Hong Kong."” A Qantas spokeswoman remarked, somewhat opti-
mistically perhaps, “There was no safety risk at any time.”*’ In 1989, a cargo
door opened on a United Airlines flight heading across the Pacific, exten-
sively damaging the fuselage and cabin structure adjacent to the door. Nine
passengers and their seats were sucked out and lost at sea, but the plane
was able to make an emergency landing in Honolulu.”! Aircraft, like other
types of infrastructure discussed in chapter 6, are more robust and resilient
than we often give them credit for.

Although PETN has a long history of use in terrorist attacks, like most
stable explosives, it's not easy to ignite. Presumably because airport
screening makes smuggling a metal detonator a risky proposition, the
underwear bomber used a syringe filled with a liquid explosive like nitro-
glycerin to detonate the PETN. However, this adds to the difficulty: notes
Jimmie Oxley, director of the Centre of Excellence Explosives Detection,
Mitigation, Response and Characterization at the University of Rhode
Island, “It looked like he was trying to use a chemical initiation, and that
takes a lot of pre-experimentation to find out what would work.”>

Another, albeit rather unlikely, way for terrorists to down an airliner
involves shoulder-fired surface-to-air missiles or MANPADS (man-portable
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air defense systems). Measures to defend against this weapon could cost up
to $38.2 billion for U.S. airlines alone.”® Yet there were only six reported
shoulder-fired missile attacks on Western-built civilian turbojet aircraft in
the 20-year period 1978-2007. The results were the catastrophic loss of air-
craft in two instances (Angolan Airlines in 1983 and Congo Airlines in
1998), one miss by two missiles (Arkia Israeli Airlines in Kenya in 2002),
and three instances in which the aircraft were damaged but still landed
safely.** The survivability of civilian airliners to such attacks is clearly high, as
is the terrorists’ difficulty. Moreover, except for the Israeli case, there have
been no attacks against U.S. or Western aircraft, and, as Bartholomew Elias,
a specialist in aviation policy for the U.S. Congressional Research Service,
notes, “No credible intelligence has been reported to the public that al Qaeda
or other terrorist groups may be planning such attacks.”*

Since two Russian airliners were blown up by terrorists in 2004, the ter-
rorist’s task is obviously not impossible. However, there were some pecu-
liarities in these cases that may limit their representativeness: in part
through “police bungling” and the payment of “a petty bribe,” the terrorist
women passed “uninspected through layers of airport security and checks,
even after being identified as possible terrorists.”

The terrorists’ task, then, is a difficult one, and they are likely to end
up with more duds than successes. Moreover, although their explosion
may cause real damage and loss of life, this result is by no means guaran-
teed: blowing up an airliner is more challenging than we imagine. In
assessing airline security measures, then, it should be considered that,
while the measures may reduce the chances of downing or comman-
deering an airplane, the probability of that happening is already so low
that any gain in security may not be worth the additional cost of the
security measures.

AVIATION SECURITY MEASURES

The annual budget of the Transportation Security Administration (TSA)
is $8.2 billion, which is 14 percent of the total Department of Homeland
Security (DHS) budget.”” In expending these considerable sums, the TSA
developed what it calls a “layered approach” to airline security. That char-
acterization implies a certain coordination and coherence—the establish-
ment of an orderly set of sequential barriers. But the 21 specific layers TSA
has come up with seem more nearly to be a somewhat haphazard listing of
elements or measures that have been put in place.
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At any rate, 15 of the layers are aimed at the deterrence and apprehen-
sion of terrorists before they board the aircraft:

Intelligence

International partnerships

Customs and border protection

Joint terrorism task force

No-fly list and passenger prescreening
Crew vetting

Visible intermodal protection response (or VIPR) teams
Canines

Behavioral detection officers

Travel document checker
Checkpoint/transportation security officers
Checked baggage

Transportation security inspectors

Random employee screening

Bomb appraisal officers

And the remaining six are designed to provide “in-flight security”:

Federal Air Marshal Service (FAMS)
Law enforcement officers

Hardened cockpit door

Federal flight deck officers

Trained flight crew

Passengers

While these 21 layers may be appropriate for foiling or deterring terrorists
smuggling themselves or bombs onto aircraft, they do little to reduce risks
like shoulder-fired missile threats.

COST-EFFECTIVENESS OF SECURITY MEASURES
DESIGNED TO PREVENT A REPLICATION OF 9/11

Since it is a primary (and very expensive) concern, we seek first to evaluate
the costs and benefits of security measures designed to prevent a direct
replication of 9/11, in which commercial passenger airliners were com-
mandeered by small bands of terrorists, kept under control for some time,
and then crashed into specific targets.
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We will incorporate a general consideration of all airline security
measures into our analysis, but to deal with the potential for a replication
of 9/11, we want to initially focus in particular on those from the in-flight
security list: (1) air marshals and other law enforcement officers, (2) hard-
ened cockpit doors, and (3) crew and passenger resistance, a collection of
the last three measure on the list.

A significant chunk of TSA’s budget is spent on the Federal Air Marshal
Service. There are now some 2,500 to 4,000 air marshals, up from 33 before
9/11,% and the FY2011 budget for the service is $950 million.” In addi-
tion, airlines are expected to provide free seats to air marshals, and these
are generally in first class to allow observation of the cockpit door. The Air
Transport Association estimates that this costs airlines $220 million per
year in lost revenue.*® A best estimate of the annual cost to government and
airlines for the Air Marshal Service, then, is $1.2 billion.

Air marshals ride on no more than 10 percent of flights in the United
States,’' and some estimates are even lower, concluding that air marshals fly
on less than § percent.*> However, Thomas Quinn, director of the Air
Marshal Service, has dismissed such reports and, while declining to give
specifics, insists his agents cover “more than S percent” of some 28,000
daily commercial flights in the United States.” These are often high-risk
flights, based on intelligence reports.* Exactly how that risk has been deter-
mined is difficult to fathom, particularly since air marshals have had almost
nothing to do over the years. Additional law enforcement officers may be
on some flights for reasons other than countering terrorism, such as escort-
ing prisoners or protecting VIPs. However, their numbers will not signifi-
cantly boost the percentage of flights that have an armed officer on board.

The Federal Aviation Administration required operators of more than
6,000 planes to install hardened cockpit doors by April 2003 to protect cock-
pits from intrusion and small-arms fire or fragmentation devices.” The pur-
chase and installation cost of each hardened cockpit door is typically $30,000
to $50,000—rather remarkably high for a door, one might imagine, but any-
thing to do with aircraft is expensive, and these doors are very heavy with all
sorts of ballistics protection requiring that airframe supports be strength-
ened. The total cost to harden 6,000 cockpit doors is estimated as $300 to
$500 million over a ten-year period, including the cost of increased fuel con-
sumption due to the heavier doors.*® A best estimate annual cost of hard-
ening cockpit doors is $40 million. This cost will decrease over time because
door installation costs for new aircraft will be less than for existing aircraft.

An important form of defense is crew and passenger resistance. One
reason for the extent of the losses of 9/11 was the reluctance of crew and
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passengers to confront and resist the hijackers. This is understandable, as
most previous hijackings ended peacefully or with minimal loss oflife, and
the main response to a hijacking was to “get the plane on the ground so
negotiations can begin.”*” Indeed, only a few months earlier, three terror-
ists had commandeered a Russian airliner, demanding that it be flown to
Saudi Arabia, at which point they were overcome by local security forces
with almost no loss of life.*®

The 9/11 suicide attacks on the World Trade Center and Pentagon rad-
ically changed this perception. As demonstrated on the fourth plane, where
passengers had news of what had happened on the first three, passengers
and crew will now fight back, particularly if there is any indication that the
terrorists’ intent is to enter the cockpit (or explode the airliner). As pilot
Patrick Smith puts it forcefully:

Conventional wisdom says the terrorists exploited a weakness in airport
security by smuggling aboard box-cutters. What they actually exploited was
a weakness in our mindset—a set of presumptions based on the decades-
long track record of hijackings. In years past, a takeover meant hostage
negotiations and standoffs; crews were trained in the concept of “passive
resistance.” All of that changed forever the instant American Airlines Flight
11 collided with the north tower. What weapons the 19 men possessed mat-
tered little; the success of their plan relied fundamentally on the element of
surprise. And in this respect, their scheme was all but guaranteed not to fail.
For several reasons—particularly the awareness of passengers and crew—
just the opposite is true today. Any hijacker would face a planeload of angry
and frightened people ready to fight back. Say what you want of terrorists,
they cannot afford to waste time and resources on schemes with a high
probability of failure. And thus the September 11th template is all but
useless to potential hijackers.*

There is now clearly a new paradigm, and crew and passengers will no
longer be passive. Thus, an attempted hijacking of an Australian domestic
flight in 2003 was foiled as flight attendants and passengers restrained a
man attempting to enter the cockpit “armed” with two wooden stakes, an
aerosol can, and a lighter.*” Beyond hijacking, passenger and crew
reactions were also effective in subduing the shoe bomber of 2001 and
the underwear bomber of 2009. Moreover, flight crews have shown in-
terest in the federal flight deck officer program, which allows volunteer
pilots and crew members to transport and carry firearms to defend the
flight deck of aircraft against acts of criminal violence or air piracy. It is
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estimated that 8 percent of pilots in the United States are federal flight
deck officers (FFDOs).*!

The FY2011 budget for the FFDO and crew training program is $25.7
million. Passengers, of course, receive no training whatever. That is to say,
the single security layer that, according to Patrick Smith, is most important
for foiling another 9/11 costs almost nothing at all.

Yet the issue may not be quite so clear-cut. Most reported incidents of
fighting back have occurred when the terrorist was acting alone, not the coor-
dinated resistance needed to overwhelm a team of hijackers spread through-
out an aircraft—and a team of hijackers is what would be required fora 9/11
type of attack to be repeated. The time it takes for hijackers to take over an
aircraft could be a matter of seconds or minutes, which could conceivably be
less than passengers need to assess the situation, realize the dire threat, com-
municate with other passengers, and process other information needed for
them to summon the courage to assault armed and dangerous terrorists.
However, the realization that death is inevitable if the terrorists succeed
would, as on the fourth flight on 9/11, have a mind-concentrating effect.

Cost-Benefit Analysis
Once again, the benefit of a security measure is a function of three elements:

Benefit = (probability of a successful attack) x
(losses sustained in the successful attack) x (reduction in risk)

The probability of a successful attack is the likelihood that a successful
terrorist attack will take place if the security measure is not in place. The
losses sustained in the attack include the fatalities and other damage—both
direct and indirect—that will accrue as a result of a successful terrorist
attack. The reduction in risk is the degree to which the security measure
foils, deters, disrupts, or protects against a terrorist attack. This benefit, a
multiplicative composite of three considerations, is then compared to the
costs of providing the security measure required to attain the benefit.

Probability of a Successful Attack
As discussed in earlier chapters, the 9/11 terrorist event was massively off

the charts both in direct financial costs and in the loss of life when it took
place, and that continues to be true today: there has never been a terrorist
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attack of remotely that magnitude. As Todd Sandler and Walter Enders
note, “The casualties on 9/11 represent a clear outlier with deaths on this
single day approximately equal to all transnational terrorist-related deaths
recorded during the entire 1988-2000 period.”* With this in mind, one
could, in estimating the likelihood of another attack, remove that outlier
from consideration on the grounds that it may well remain a (horrific)
aberration with little relevance to the future. As Russell Seitz puts it, “9/11
could join the Trojan Horse and Pearl Harbor among stratagems so
uniquely surprising that their very success precludes their repetition,” and
accordingly, “al-Qaeda’s best shot may have been exactly that”* However,
while it may be reasonable to leave 9/11 out of the statistics because of its
exceptional status, it would not be conservative. Accordingly, this event
needs to be included in the analysis.

Accordingly, we will assume that, in the absence of enhanced security
measures, there would be a 9/11 replication every ten years in the United
States. That is, the annual probability of a successful attack if there were no
protection measures beyond those in place before 9/11 would be around
10 percent.

Losses Sustained in a Successful Attack

We saw in chapter 3 that the losses from the 9/11 attacks, including the
deaths of nearly 3,000 people, direct physical damage of $30 billion in-
cluding rescue and clean-up costs, and indirect losses to the U.S. economy,
add up to approximately $200 billion. However, this is the total cost for
four aircraft hijackings, not one. Most of the losses arose from the devas-
tating attacks on the World Trade Center by two separate aircraft, so for a
single aircraft we divide this figure by two, generating a loss of $100 billion
for a hijacked aircraft that is subsequently flown into a significant building
or target.

This is a high, upper-bound estimate because it would obviously be dif-
ficult for terrorists to again inflict such a huge loss of life and treasure as was
accomplished with the attacks on the World Trade Center. Somewhat
more plausible, actually, would be an attack like that on the Pentagon on
9/11. In that case, the damage bill came to $700 million,* while compen-
sating the families of the 184 victims up to $1.2 billion if we use $6.5 mil-
lion as the value of life. With the additional costs of social and business
disruptions, loss of tourism, and the like, the total cost in this case might
total $10 billion.
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Reduction in Risk

The extra and more vigilant intelligence, immigration and passport con-
trol, airport screening, and other preboarding security measures imple-
mented after 9/11 by TSA should result in a substantial likelihood of
detection and apprehension of terrorists. Added to this are the preventive
policing and investigatory efforts of the sort that upset a plan to blow up
airliners that was apparently being hatched in Britain in 2006. Combined,
we suggest, these measures by themselves reduce the risk of a replication of
9/11 by at least 50 percent, and this is likely to be a lower bound value.
There has been no successful hijacking anywhere in the world since 9/11—
and, for that matter, very few attempts to even blow up airliners. In conse-
quence, we suspect, the risk reduction arising from preboarding security as
well as from policing through deterrence and disruption is likely to be
much greater than 50 percent.

If there is an attempt to hijack an aircraft, we further assume that all
three in-flight security measures have an equal share in reducing the
remaining risk. Risk reduction is therefore 16.7 percent each for air mar-
shals, hardened cockpit doors, and crew and passenger resistance. For
those who, like Smith, think crew and passenger resistance after 9/11
makes a replication of that event impossible or nearly so, this represents, of
course, a massive underestimate for that particular barrier.*

However, the probability an air marshal will actually be on a hijacked
flight is something like 5 percent. On the other hand, air marshals are sup-
posedly more likely to be on flights deemed by intelligence reports to be
high risk. Relevant is the Australian air marshals program finding that “fol-
lowing increases in screening at airports and the installation of bullet-proof
cockpit doors, there is little intelligence indicating which flights are at risk,”
with the result that air marshals now only “have random assignments or fly
to protect VIPs.”* Despite this finding, we will assume that there is some
coherent guidance from intelligence, and, to account for this, we will set
the probability an air marshal is actually on a plane subject to terrorist
hijacking at 10 percent.

Although small, the chance that air marshals will be on a flight might act
as a deterrent to some terrorists. However, so, too, would hardened cockpit
doors, airport screening, passenger and crew resistance, and the rest of
TSA’s 21 layers of security. Taken as a whole, these would not increase or
reduce the relative reductions in risk we assume here.

Summarizing, we assume that preboarding security and policing reduce
risk by SO percent, that crew and passenger resistance reduce it by another
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16.7 percent, that hardened cockpit doors reduce it by a further 16.7 per-
cent, and that air marshals do so by a final 1.7 percent, a number that
emerges when 16.7 percent, their share of presumed risk reduction, is mul-
tiplied by 10 percent, the likelihood an air marshal will actually be on the
hijacked airline.*” These risk reductions are our best estimate and are sub-
stantially conservative, biased to conclude that the FAMS, in particular, is
cost-effective.”

Evaluating the Cost-Effectiveness of the Federal Air Marshal Service

We have assumed, then, that (1) in the absence of all post-9/11 security
measures, the probability of a successful terrorist hijacking attack is 10 per-
cent per year; (2) the successful attack would inflict $100 billion in damage
(as an upper bound); and (3) the Federal Air Marshal Service reduces the
risk of a successful hijacking by 1.7 percent. Multiplying these three items
together as indicated in the previous equation generates a benefit of $170
million. This number is then compared with the cost of the FAMS of $1.2
billion per year. As shown in the boxed cell in table 7.1, the net benefit
under our posited conditions comes out negative, a loss of $1,030 million
per year.”

This can be looked at in another way. For the Federal Air Marshal Ser-
vice to be cost-effective and therefore justify its $1.2 billion per year price
tag, a break-even cost analysis shows that there would need to be more
than one $100 billion attack every two years in the absence of enhanced
(post-9/11) security measures. The annual attack probability would have
to be at least 71 percent, a number that results when, following the ap-
proach on p. 84, the benefit or cost of the measure ($1.2 billion) is divided
by the product of the losses sustained in the attack ($100 billion) and the
reduction in risk (0.017).

The table allows for the evaluation of other possible scenarios. For a
Pentagon-like attack where damage totals $10 billion, the cost-benefit loss
becomes even greater at $1,183 million per year, underlined in the table. If
the probability of a successful hijacking attack is taken to an astronomical
S0 percent per year, still at an upper bound loss of $100 billion, the net
benefit remains negative, a loss of $350 million per year. Even if the risk
reduction is doubled, the analysis still shows significant losses.*

Therefore, at just about all reasonable (and not so reasonable) combina-
tions of security measure effectiveness and attack likelihood, the Federal
Air Marshal Service fails a cost-benefit analysis, usually quite miserably.
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Table 7.1 NET BENEFIT IN MILLIONS OF DOLLARS FOR THE FEDERAL AIR
MARSHAL SERVICE, ASSUMING IT COSTS $1.2 BILLION PER YEAR AND
REDUCES THE RISK OF A 9/11 REPLICATION BY 1.7 PERCENT

Annual probability Losses sustained in a successful terrorist attack
ofa successfulattack ¢\ 30, §10 billion $50 billion $100 billion $200
in the absence of oy

. billion
enhanced security
measures
0.1 percent -1,200 -1,200 -1,199 -1,198 -1,196
1 percent -1,200 -1,198 -1,192 -1,183 -1,166
S percent 1,199 1,192 1,157 1,115 -1,1030
10 percent -1,198 -1,183 -1,115 -860
25 percent -1,196 -1,1587 -988 =775 -350
50 percent -1,192 -1,11S =775 -350 500
100 percent -1,183 -1,030 -350 500 2,200

Each entry represents the benefit-minus-cost result for each loss and for each
attack probability. Entries that are positive would be considered to be cost-
effective. A value of -1,200 denotes no benefit.

Break-Even Analysis

The number of otherwise successful attacks averted by enhanced
security measures at several loss levels necessary for the Federal Air
Marshal Service to be cost-effective—that is, for the security benefit
of the Service to equal its costs*

7levery  7everyyear 1everyyear 1 every 1 every

year 2 years 3 years

'Put another way, for each of these loss levels, the annual probability of a successful attack would have to
reach 7,159 percent, 706 percent, 141 percent, 71 percent, and 35 percent for the benefits of the enhanced
security measure to equal its costs.

Evaluating the Cost-Effectiveness of Hardened Cockpit Doors

While the effectiveness of hardening cockpit doors has been questioned,*
there is little doubt that they could deter and delay a hijacker’s attempt to
enter the cockpit.

We assume in this case that (1) in the absence of all post-9/11 security
measures, the probability of a successful terrorist hijacking attack is 10 per-
cent per year; (2) the successful attack would inflict $100 billion in damage
(as an upper bound); and (3) hardened cockpit doors reduce the risk of a
successful hijacking by 16.7 percent. Multiplying these three items to-
gether as indicated in the equation generates a benefit of $1.67 billion. This
number is then compared with the cost of hardening cockpit doors of $40
million per year. Because this cost is far less than the FAMS budget and
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Table 7.2 NET BENEFIT IN MILLIONS OF DOLLARS FOR HARDENING
COCKPIT DOORS, ASSUMING IT COSTS $40 MILLION PER YEAR AND
REDUCES THE RISK OF A 9/11 REPLICATION BY 16.7 PERCENT

Annual probability Losses sustained in a successful terrorist attack

ofasuccessful attack ¢ '\ . 610 billion $50 billion $100 billion $200 billion
in the absence of

enhanced security

measures

0.1 percent -40 -38 -32 -23 -7

1 percent -38 -23 44 127 294

S percent -32 43 378 795 1,630
10 percent 23 127 795 3,300
2§ percent 2 378 2,048 4,135 8,310
S0 percent 44 798 4,135 8,310 16,660
100 percent 127 1,630 8,310 16,660 33,360

Each entry represents the benefit-minus-cost result for each loss and for each
attack probability. Entries that are positive would be considered to be cost-effec-
tive. A value of -40 denotes no benefit.

Break-Even Analysis
The number of otherwise successful attacks averted by enhanced
security measures at several loss levels necessay for hardened cockpit
doors to be cost-effective—that is, for their security benefit to equal its
costs'

1 every 1 every 1 every 1 every 1 every
4 years 40 years 200years 400 years 800 years

'Put another way, for each of these loss levels, the annual probability of a successful attack would have to reach
24 percent, 2.4 percent, 0.5 percent, 0.2 percent, and 0.1 percent for the benefits of the enhanced security

because the risk reduction is greater, the measure is generally cost-effective:
the net benefits as arrayed in table 7.2 are positive for most combinations of
attack probability and losses. The net benefit for our central, if somewhat
extreme, case of a 10 percent annual attack probability that inflicts $100
billion in losses comes to $1,630 million as boxed in the table.>> For a Pen-
tagon-like attack where damage totals $10 billion, the cost-benefit gain is
much lower, but still positive, at $127 million, underlined in the table.

For the hardening of cockpit doors to be cost effective for prospective
losses from a hijacking inflicting an upper bound cost of $100 billion, the
likelihood of a success, absent enhanced security measures, must be at
least 0.24 percent per year or one attack in every 400 years. If the attack
probability is 10 percent, the minimum risk reduction needed for the
hardening of cockpit doors to be cost effective is only 0.4 percent.>® Since
many security experts believe that strengthening cockpit doors is one of
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the few effective post-9/11 security measures,** it is highly likely that the
risk reduction achieved by the hardening of cockpit doors is well in excess
of 0.4 percent.

Under our analysis, then, hardening cockpit doors is a cost-eftective se-
curity measure, a finding that is not overly sensitive to attack probability
and to the relative weightings of risk reduction between security measures.>
This finding is very similar to those that emerge from an assessment of Aus-
tralian aviation security measures following a similar approach: strength-
ening cockpit doors appears to be cost-effective, whereas Australia’s Air
Security Officer program does not.*® It is important to note, however, that
our analysis assumes that crew and passenger resistance reduces the risk of
a successful hijacking by 16.7 percent. As noted, there are people who
would put that number much higher.’’

THE COST-EFFECTIVENESS OF FULL-BODY SCANNERS

The TSA has been deploying advanced imaging technologies (AIT), full-
body scanners to inspect a passenger’s body for concealed weapons, explo-
sives, and other prohibited items. In 2010, as noted in the preface, the
U.S. Government Accountability Office (GAO) remarked: “Cost-benefit
analyses are important because they help decision makers determine
which protective measures, for instance, investments in technologies or in
other security programs, will provide the greatest mitigation of risk for the
resources that are available” And it then specifically went on to point out
that “conducting a cost-benefit analysis of TSA’s AIT deployment is impor-
tant” and that “an updated cost-benefit analysis would help inform TSA’s
judgment about the optimal deployment strategy for the AITs, as well as
providing information to inform the best path forward, considering all ele-
ments of the screening system, for addressing the vulnerability identified
by this attempted terrorist attack.”* Yet, before deciding to install AITs at
very considerable cost the TSA does not appear, at least as far as we have
been able to discover, to have conducted a cost-benefit analysis of the secu-
rity measure.

AITs are primarily dedicated to preventing the downing of a commercial
airliner by plastic explosives borne on the body by a passenger. Although
both the shoe and the underwear bombers boarded their plane overseas, the
AITs operated by the TSA have been deployed mainly (or perhaps only) in
American airports. Accordingly, our analysis considers the threat proba-
bility, risk reduction, and losses for a suicide bomber who attempts to board
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an aircraft in the U.S. Additional deployment abroad would not materially
alter the results.

Cost of the Security Measure

The TSA began rolling out the scanners in 2009 and says it plans to pro-
cure and deploy 1,800 of them by 2014 to reach full operating capacity at
all checkpoints in the United States.”” The costs are considerable, with
staffing costs exceeding capital costs.” Gale Rossides, acting administrator
of the TSA, states that the annualized cost of purchasing, installing, staff-
ing, operating, supporting, upgrading, and maintaining the first 1,000
units is about $650 million per year." We can then infer that the full quota
of 1,800 units will cost approximately $1.2 billion per year.

Since AITs provide scans that reveal genitals and other personal charac-
teristics, passengers who opt out of an AIT are subject to pat-downs with
“TSA agents using their open hands to search the clothed genital areas of
passengers,” a prospect that adds to the staffing costs and that has “drawn
huge web traffic, further escalating the controversy.”** This perceived inva-
sion of privacy, inconvenience, or extra delays during screening may deter
some from traveling by air; short-haul passengers may drive to their desti-
nation instead. Since driving is far riskier than air travel, the extra automo-
bile traffic generated by existing aviation security measures, as noted
earlier, has been estimated to result in S00 or more extra road fatalities per
year.”® On the other hand, it may be argued that “full body scanners are a
type of ‘security theatre’ and have little tangible effect on deterring ter-
rorism, the mere act of making travelers feel safer may in itself be benefi-
cial”®* We will ignore opportunity costs in our analysis, although, as
indicated, these have the potential to be very substantial. We also ignore
any possible security theater benefits, which are likely, however, to be small
as there is little evidence that AITs by themselves will make travelers feel
much safer, and could well have the opposite effect.

Losses Sustained in a Successful Attack

The loss of an aircraft and follow-on economic costs and social disruption
might be considerable. If we assume that the downed airline kills 300 and
that each life is valued at $6.5 million, the total is approximately $2 billion.
If we add the cost of a large commercial airliner at $200 to $250 million
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and include the costs of forensic and air transport crash investigations,
direct economic loss sums approximately to $2.5 billion. If there are fewer
passengers, say 150, direct losses would sum to $1.5 billion. However, we
will select $2 billion as a reasonable lower bound.

A RAND study concludes that $15 billion would be a plausible upper
value of economic loss.”® However, it may fail to consider full losses to
the economy. As we saw before, losses sustained after the 9/11 attacks
ranged form 0.3 to 1.0 percent of annual GDP. The economic conse-
quences of a successful terrorist airliner bombing would probably be less
than that of those shocking events, so we will assume that a reasonable
upper bound of losses is 0.3 percent of GDP, or $42 billion. If we add the
direct costs of $2.5 billion, the total comes to about $45 billion, which
we will round up to $50 billion.*® This loss is half the loss figure we
applied earlier in this chapter in the 9/11 replication scenario because
that one involves crashing the airliner into a significant building, not only
downing the airliner.

Since there is uncertainty about the extent of losses,” we will assume
that loss is normally distributed with 95 percent confidence interval
between $2 billion and $50 billion, resulting in a mean loss of $26 billion.
We will apply this mean figure in our analysis.

Risk Reduction

A key motivation for the rapid deployment of full-body scanners was the
foiled 2009 Christmas Day plot in which a terrorist hid plastic explosives
in his underwear to be used to blow up a Northwest Airlines Flight on its
way to Detroit from Europe. There is little doubt that that full-body scan-
ners improve the ability to detect weapons and explosives. However, there
is doubt about their ability to detect all explosives that may be hidden on a
person. As the GAO points out, “While TSA officials stated that the labo-
ratory and operational testing of the AIT included placing explosive mate-
rial in different locations on the body, it remains unclear whether the AIT
would have been able to detect the weapon” used in the attack.®® Asked
whether the new security measures would have caught the underwear
bomber, TSA chief John Pistole essentially declined to answer:

I know the threats are real. And I believe that the techniques and the tech-

nology we’re using today are the best possible that we have. And it gives us
the best opportunity for detecting a Christmas Day-type bomber.®
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We will assume, however, that the full-body scanners are capable of detect-
ing body-borne explosives that would be sufficient to blow up an airplane.”
If not, they are obviously a complete waste of money except for a potential
deterrent (or security theater) effect.

Once at the airport with his bomb, the terrorist confronts four hurdles
to succeed in downing an airliner.

First, the terrorist must board the aircraft undetected, and that requires
overcoming 10 of the 15 preboarding layers of security that apply—we do
not include all of TSA’s layers, only those likely to stop a suicide bomber.
These layers include intelligence, international partnerships, customs and
border protection, joint terrorism task force, no-fly list and passenger
prescreening, behavioral detection officer, travel document checker,
checkpoint/transportation security officers (TSO), transportation secu-
rity inspectors, and bomb appraisal officers. We will assume he has a 90
percent chance of avoiding detection by each of these ten layers.

Second, the terrorist must be able to assemble and then trigger the explo-
sive, despite the wariness of trained flight crew and passengers. We will as-
sume that the terrorist has a high 50 percent chance of avoiding attention.”

Third, the bomb, once triggered, must actually explode. Although the
competence of terrorist bombers, at least in the West, has not been impres-
sive, we will assume there is a 75 percent chance the bomb is not a dud.

And fourth, the explosive must be of a sufficient size and be placed at a
location in the airplane that can bring it down. We will assume thereisa 75
percent chance the bomb will do so.

Figure 7.1 shows a reliability block diagram used to represent the system
of foiling, deterring, or disrupting an IED terrorist attack on a commercial
airplane.

For a series system where each event probability is statistically indepen-
dent, the probability of airliner loss under our assumptions, which gener-
ally bias things in favor of terrorist success, is 9.8 percent.”” The probability
that the plot is unsuccessful, then, is 100 — 9.8 = 90.2 percent under exist-
ing security measures.

Full-body scanners have the potential to further lower the risk. They do
so in three ways.

1. They reduce the likelihood the bomber will be able to board the aircraft unde-
tected by increasing the likelihood that his explosives will be detected. We will
assume the probability of detection is five times higher than any existing layer of
TSA’s preboarding security: S0 percent.
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Figure 7.1
Reliability Block Diagram of Existing (shaded) and Enhanced Aviation Security Measures with
Advanced Imaging Technology (AIT).

2. They deter the terrorist from using more reliable metal detonators, thus reducing
the likelihood of successful detonation. As physicist Kurt Becker from the Poly-
technic Institute of New York University notes, it is easier to detect a detonator
than explosives “because most types of detonators have metal in them—a wire
or a microchip, for example—that triggers a small spark or electrical signal.””?
We will assume the likelihood of this is 50 percent.

3. They deter the terrorist from using a larger, but more detectable, mass of explo-
sives and hence reduce the likelihood that the explosion will be sufficiently large
to down an aircraft. We will assume the likelihood the scanners will have this
effect is 50 percent.

Again assuming a series system, the probability of airliner loss is now
reduced to 1.2 percent,’* and the additional risk reduction from this single

security measure is 9.8 — 1.2 = 8.6 percent.”
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Evaluating the Cost-Effectiveness of Full Body Scanners

For full-body scanners to be cost-effective and therefore justify the $1.2
billion per year price tag, the scanners would have to be solely respon-
sible for disrupting or deterring more than one $26 billion attack with a
body-borne explosive every two years that otherwise would have been
successful. Specifically, the annual attack probability would have to be at
least 54 percent, a number that results when, following the equation, the
benefit or cost of the measure ($1.2 billion) is divided by the product
of the losses sustained in the attack ($26 billion) and the reduction in
risk (0.086).7°

This result is derived from analyses applying assumptions biased
toward finding the security measure to be cost-effective. We have as-
sumed each preboarding security protective measure has only a 10 per-
cent likelihood of being successful, that passengers and crew have only a
50 percent chance of foiling an attempt to set off a bomb, that the bomb
is only 25 percent likely to be a dud or to fail to explode, and that there
is only a 25 percent chance a rather small bomb will fail to bring down
the aircraft. The analysis has also assumed a successful attack will cause
an average $26 billion in damage, a rather high estimate according to
some accountings, and it further ignores all opportunity costs inflicted
by the body-scanning security measure, costs that could be quite sub-
stantial. Moreover, we are dealing here only with an attack in which the
bomber boards an aircraft in the United States, even though the shoe
and underwear bombers boarded their aircraft at international locations
and not in the United States.”

Since it appears that exceedingly few suicide terrorists with body-
borne explosives have planned, yet alone attempted, to board an aircraft
anywhere, the likelihood of a successful attack, absent the body scan-
ners, is unlikely to be anywhere near one every two years. By this crite-
rion, the scanners fail a cost-benefit analysis quite comprehensively, and
the $1.2 billion per year in taxpayer money might be used more
productively elsewhere.

SOME ADDITIONAL CONSIDERATIONS

Stemming in part from these assessments, we offer a few further thoughts
about airline security issues.

[152]  Terror, Security, and Money



Evaluating Efforts to Prevent a Direct Replication of 9/11

Bruce Schneier concludes that the only two effective antiterrorism counter-
measures implemented after 9/11 with regard to airliners were strengthened
cockpit doors and passengers who learned they need to fight back. Similarly,
Athol Yates, executive director of the Australian Homeland Security
Research Centre says that air marshals are of “questionable” security value
and that “hardening the cockpit doors and changing the protocols for hijack-
ing has made it harder for terrorists to get weapons on board an aircraft and
take control of it.””* The assessment in this chapter generally supports these
conclusions.

If the change of mind-set, together with the installation of hardened
cockpit doors (an inexpensive measure that, as concluded in the analysis,
is cost-effective), has made a direct replication of 9/11 essentially impos-
sible, this means, as pilot Smith stresses, that we are “wasting billions of
taxpayer dollars and untold hours of labor in a delusional attempt to thwart
an attack that has already happened.” Or in David Banks’s words, “no pilot
will relinquish control, and passengers will fight,” yet “enormous resources
are being invested to prevent this remote contingency.”” It seems sensible
to suggest, then, that all other measures designed entirely or almost en-
tirely to prevent a direct replication of 9/11 are unnecessary and could be
terminated. It should be stressed that in our analysis we have assumed that
crew and passenger resistance reduces risk by only 16.7 percent. There are
those, like Smith, who think it alone reduces the risk of a 9/11 replication
pretty much by 100 percent. For those of that mind, no other security ele-
ment (or layer) is necessary or, therefore, cost-effective.

However that may be, our analysis certainly suggests that the air marshal
program would seem to be a prime target for cuts. There are thousands of
these bored, seat-occupying entities with high attrition rates—some of
this due, one suspects, to the boredom of the job, enhanced by the fact that
the marshals presumably can’t read, sleep, converse, watch movies, or lis-
ten to music as they keep their attention focused on the cockpit door. As
noted earlier, the program not only costs the U.S. taxpayer $950 million
dollars per year but also the marshals’ free aisle seats cost airlines more
than $220 million in lost revenue, a sum then passed on to the traveling
public. Since 2001, air marshals have made 59 arrests, but none of these
incidents has been related to terrorism.* Actually, they are best known so
far for killing an apparently deranged and menacing, but innocent and
unarmed, passenger during an altercation on the ground at a Florida
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airport in 2005.*" In 2008, Australia announced a considerable cutback in
the number of its sky marshals.*” If this change is accepted in stride by the
Australians, maybe the same result could be expected elsewhere.

Reducing Costs

Any consideration of the protection of commercial passenger airliners
should include sensible cost-benefit analyses in an effort to provide the
best benefit at the lowest cost. There clearly has been a demand for safety
from the flying public, but not for specific measures such as vastly boosting
the number of air marshals, forcing people to take off their shoes in secu-
rity lines, or establishing a complicated no-fly list that generates enormous
numbers of false positives.®

One might begin such a consideration by exploring areas in which pro-
tective measures might be relaxed with little or no likely effect either on the
essential security of airline passengers or on their willingness to fly.

Actually, there have already been some modest relaxations, ones that
seem to have been sensible, to have reduced costs, and to have been
accepted by the flying public and these have not, it seems, led to a decline
in airline passenger traffic.

« Passengers in the United States are no longer routinely required to undergo the
unproductive, time-wasting process of answering questions about whether they
packed their luggage themselves and have had their bags with them at all times.
This exercise was instituted after the Lockerbie bombing of 1988, generating
quite possibly the greatest amount of sustained mendacity in history, particu-
larly among people who had checked their luggage at hotels for a period of time
before going to the airport.

« Beginning in late 2005, passengers in the United States were allowed to take
short scissors and knives with them on planes, as these were deemed too insig-
nificant to pose much of a security risk, and Australia has followed suit.’* The
measure was justified on the grounds that it productively freed screening per-
sonnel to concentrate on weaponry potentially more lethal. Perhaps that has
been its consequence, although a spokeswoman for the Association of Flight
Attendants did alarmingly warn of another one at the time: “When weapons are
allowed back on board an aircraft, the pilots will be able to land the plane safely
but the aisles will be running with blood.”’

« The inconvenient ritual of forcing passengers to remain in their seats during the
last half hour of flights to Washington’s Ronald Reagan National Airport has
been eliminated.
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« Considerations of permanently closing Washington’s Ronald Reagan National
Airport, potentially a very costly venture, were abandoned.

 Harassment of automobiles picking up and dropping off passengers appears to
have been relaxed.

« Passengers are now usually required to show boarding passes only once to
inspectors.

« Domestic passengers in the United States no longer need to show their identifi-
cation at the gate.

Further advances have been variously suggested. Pilots have wondered
forcefully why they need to be screened for weapons since, once in the
cockpit, they scarcely need weapons to crash the airplane, should they take
it into their mind to do so. The general requirement to screen crews at all
has been questioned, particularly because ground crews and delivery per-
sonnel with equal or greater access to the plane are not screened.®® There is
some indication that this process has been, or will be, relaxed.

There ought also to be some discussion of why American airports were
on orange alert from the time an airline bomb plot was rolled up in distant
Britain in 2006 until 2011, when the color-coded scheme was officially
abandoned, presumably ending the practice. Since the additional security
cost for being on orange rather than yellow alert for the Los Angeles air-
port alone apparently could run to $100,000 per day, this issue would seem
to deserve some reflection.”’

Some consideration might also be given to assessing whether expen-
sive procedures to assess checked baggage with elaborate machinery are
cost-effective. As noted earlier, a bomb on a checked piece of luggage is
likely to be able to bring down an airliner only if the luggage happens to
be stowed at exactly the right (or wrong) place in the baggage compart-
ment. Therefore, it is already a low-probability event, even if the timed
or remote-controlled bomb does happen to explode. Expensive efforts
to lower that likelihood further may be a sensible use of funds, given
the costs and tragedy of an airliner loss, but it is an issue that should
be investigated.

Reconsidering the Protection of Airports
Although there may be special reasons, as suggested earlier, to protect

airplanes, it is not at all clear that there are any special reasons to protect
airports. Compared with many other places of congregation, people are
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more dispersed in airports, and therefore, a terrorist attack is likely to kill
far fewer than if, for example, a crowded stadium is targeted. The 2011 sui-
cide bombing of the arrivals area of Moscow’s Domodedovo airport, which
killed 36 and injured 1S others, shows that airports are not unattractive
targets, but in the previous year, suicide bombers targeted the Moscow
metro, killing 25, and the year before that, derailed the Moscow to
St. Petersburg high-speed train, killing 27.

In addition, airports sprawl and are only two or three stories high, and
therefore damage to a portion is not likely to be nearly as significant as
damage to a taller or more compact structure. Moreover, if a bomb does go
off at an airport, the consequences would probably be comparatively easy
to deal with: passengers could readily be routed around the damaged area,
for example, and the impact on the essential function of the airport would
be comparatively modest.

Assessing the Value, If Any, of Security Theater

It would be useful to fully explore the degree to which security theater may
or may not be needed. If there is a measure that makes passengers feel sub-
stantially safer, it would have to be considered a benefit, even if the measure
itself does not actually enhance security: to repeat Cass Sunstein’s observa-
tion, “the reduction of even baseless fear is a social good.”®

However, quite a few security measures presumably carry little theat-
rical value. For example, air marshals are not supposed to be identifiable by
passengers (or terrorists, of course), and so the absence, or presence, of
such people on a flight does nothing to affect feelings of security. Crew
screening probably has a similar noneffect.

But there should be studies to determine if other measures are equally
useless from this perspective. As noted, the relaxation of the ban on short,
pointy objects does not seem to have enhanced fear or reduced passenger
traffic. Would other such changes be acceptable? What would happen to
fear levels and passenger traffic if security measures were severely reduced
to, say, 2000 levels?

Many such issues could be studied in an experimental manner. For
example, one might randomly assign passengers to security lines in
which shoes must be taken off and to ones where that is not required and
survey a sample of people in each line afterward to gauge their level of
anxiety.*
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Bringing Back Short-Haul Flying

Although the TSA sometimes claims that its measures stoke little resent-
ment among passengers, there is good reason to believe otherwise. In 2007,
when pilot Edward Smith put out a diatribe against airport security
measures on his New York Times blog, it received hundreds of sympathetic
comments from outraged passengers, mostly, it seems, from frequent-
flying businesspeople.”® Knowing that the expression of annoyance or frus-
tration on a security line could trigger additional detention or inspection
by TSA personnel, potentially causing them to miss their flight, they kept
their views private there. However, they vengefully seized Smith’s column
as an opportunity to vent. The outrage over body-scanners and genital
pat-downs that exploded at the end of 2010 gives further evidence of
the problem.

This resentment, as suggested previously, can cause some people to
avoid flying. Highly relevant is the important study by three Cornell Uni-
versity economists we mentioned earlier. They take note of the decline in
short-haul flying since 2001, and attribute it primarily to delays caused by
security measures.”’ They conclude that a result is that 500 Americans die
each year because they accomplish their trips by the more dangerous auto-
mobile. As noted in chapter 2, this is considerably more death than has
been visited by Muslim extremist terrorism worldwide since 9/11 outside
of war zones.

There is an unspoken assumption by those in charge of airline security
that, while their measures may sometimes be wasteful or inconvenient,
they cause no harm. Clearly, this notion should be firmly reassessed by
agencies charged with enhancing public safety.

Reconsidering General Aviation Restrictions

It seems likely that security restrictions on general aviation have been
excessive—and therefore costly. Small planes are scarcely capable of doing
the kind of damage that airliners can do. Richard L. Skinner, inspector gen-
eral at DHS, concurs, observing that “general aviation presents only limited
and mostly hypothetical threats to security.** Perhaps this is why the TSA
plans to scale back a controversial plan to expand aviation security rules to
thousands of private planes.”
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A FULL EVALUATION OF AIRLINE SECURITY

Airline security consumes a major portion of the DHS budget, even as it
exacts additional costs on the airlines and the public. It is also the area of
activity that is most familiar to most people, and much of it is controversial.

In this chapter, we have sought to apply standard risk-analysis tech-
niques to evaluate two aspects of TSA’s layered approach to airline secu-
rity: measures designed to prevent a direct replication of the 9/11 attacks
and measures designed to prevent airliners from being blown up by body-
borne explosives. As stressed in chapter 1, we decidedly do not argue that
there will be no further terrorist attacks; rather, we focus on the net benefit
of security measures and apply break-even cost-benefit analyses to assess
how high the likelihood of a terrorist attack must be for security measures
to be cost-effective. We also present our analysis in a fully transparent
manner: readers who wish to challenge or vary our analysis and assump-
tions are provided with the information and data to do so.

Our analysis is not the end of the process, but a starting point. A com-
plete risk analysis of airline security would, of course, need to be much
more extensive, examining and evaluating in detail each of the security
measures that have been initiated in an effort to make the skies safer from
terrorist attack—canines, for example, or international cooperation, or
those visible intermodal protection response teams. Some of these may
well be worth the money (the cost-free passenger resistance layer is likely
to pass with flying colors) while others may not be (the air marshals pro-
gram seems unlikely to do well). That an agency with a budget approach-
ing $10 billion a year appears to have failed to carry out this sort of
elemental analysis is, well, rather depressing.
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CHAPTER 8
Assessing Policing, Mitigation,
Resilience

e have thus far applied widely accepted cost-benefit and risk analysis

techniques to assess overall homeland security expenditures, that
major portion of those expenditures designed to protect infrastructure
(however “critical”) and resources (however “key”), and those expendi-
tures devoted to airline and aviation security. Given the limited capacity of
the terrorists and the massive number of potential terrorist targets, we have
found the quest to make the country less vulnerable to be a dubious enter-
prise, even quixotic. There may be a few specific protection measures
among the many that have been massively enhanced since 2001 that make
sense, but much of the effort, on reasonably close examination, seems to
have been highly questionable.

However, although we find that the increase in overall spending on
homeland security in the United States is not cost-effective, and although
we find few protective measures that seem to pass a reasonable cost-
effectiveness test, there may be some counterterrorism efforts that are
cost-effective. These might include, or be found in, streams of homeland
security spending only incidentally considered thus far: policing (or active
defense), mitigation, and resilience (or absorption). The effectiveness of
these measures is yet to be proven, but this book provides some of the
tools to start the risk assessment process to identify which counterter-
rorism measures are effective and worthwhile and which are not, and in
this chapter, we lay out some preliminary considerations for evaluating the
effectiveness of policing, mitigation, and resilience.



POLICING

Some analysts, skeptical about protection measures—or passive defense—
consider that, in contrast, there may be a cost-benefit payoff in active
defense measures like policing and intelligence. Thus, Jeffrey Goldberg
suggests that much of the money spent on airline security “would be better
spent on the penetration of al-Qaeda social networks,” and Bruce Schneier
concludes that “the place where we can get the most leverage for our
terrorism dollars” is “working with overseas police to roll up terrorist
financing through effective intelligence.”

This seems plausible. Before an attack, standard policing methods of
infiltration and surveillance may be able to uncover plots in preparatory
stages. Since all, or nearly all, terrorist activities seem to require a con-
spiracy—that is, the participation of several people—the potential for
leaks, detection of suspicious activity, and infiltration of informants is quite
high. Policing can also be effective after an attack takes place. If it is not
suicidal, one can seek to bring the attackers to justice, as in the case of the
Madrid bombers. Even ifitis suicidal, evidence from an attack or attempted
attack can often aid police in tracing coconspirators, key suppliers, or insti-
gators. Moreover, as with crime, repeated attacks or attempted attacks by a
group are likely to establish patterns of operations that make them more
predictable, and, unless they give up the game early, they are likely to make
mistakes that lead to their apprehension.

Both Goldberg and Schneier stress the potential productivity of policing
efforts overseas, where, as suggested in chapter 2, considerable successes
have been achieved in rolling up, or rolling over, various terrorist cells and
groups.” However, in this book, we are focusing on domestic homeland
security expenditures and will consequently deal primarily with police and
intelligence work within.

As noted in chapter 4, data from the Office of Management and Bud-
get disclose that some 46 percent of the full total of “homeland security
activities” in the United States focus on protecting people, infrastructure,
and resources within the United States and its territories, while another
44 percent is devoted to “preventing and disrupting terrorist attacks”
there. This latter activity includes “information sharing” among domestic
governments, the private sector, and the public at large, but it does not
include “most foreign intelligence collection,” although it may make use
of information gathered abroad.?

Although chasing after and gaining intelligence on terrorist networks
certainly appears to be a useful undertaking, even this process should be
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evaluated systematically because of what seems to be the limited capacities
of the terrorists. That is, given the low likelihood of a terrorist attack and
the limited destruction it is likely to inflict, as discussed in chapters 2 and
3, are the massive enhancements in counterterrorism policing efforts
cost-effective? Although there have been a considerable number of arrests,
prosecutions, and apparent plot disruptions within the developed world
over the post-9/11 decade, there also seems to have been a great deal of
wasted effort in the massive accumulation of information and data. For
example, the National Security Agency bombards the FBI with thousands
of names, phone numbers, and e-mail addresses each month, and virtually
alllead either to dead ends or to innocent Americans.* A recent Washington
Post investigation points out that since 9/11 at least 263 military and intel-
ligence agencies have been created or reorganized as a response to 9/11
and that the overload of reports is so great that it can actually be counter-
productive, as “some policymakers and senior officials don’t dare delve
into the backup clogging their computers,” relying instead on personal
briefers.® As part of this process, the Department of Homeland Security
has set up a vast array of “fusion centers,” but it is unable to determine even
for itself how much they cost.®

At any rate, a balanced assessment should be made of the issue, and we
suggest that at least seven specific considerations should be embedded in it.

Civilian Surveillance

To begin with, after 9/11, the entire population, at no direct cost whatever,
made itself into a surveillance force. Thus a specific tip from a Yemeni gro-
cer eventually led to terrorism arrests in Miami, and a tip from a clerk in a
video-duplicating establishment set an investigation going into a potential
plot to raid Fort Dix in New Jersey. Sometimes people have even effectively
made themselves into an active policing force: both the shoe bomber of
2001 and the underwear bomber of 2009 were forcibly and effectively
interfered with by crew and passengers when they tried to set off their
bombs on airliners.” One study conducted by a six-person research team
surveyed 68 terrorist plots (both Islamist and non-Islamist) that were
foiled in the United States between 1999 and 2009 and found that in 29
percent of them (19 or 20) the “initial clues” were supplied by the public.®

This surveillance force certainly (and especially) includes the Muslim
community. Although the 9/11 conspirators wisely mostly avoided the
Muslim community, homegrown terrorists or would-be terrorists have
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often foolishly failed to do so. Often, they have come out of it—and have
been exposed in consequence. In fact, for 48 of the 120 instances in which
Muslim Americans have been arrested for terrorism and in which the ini-
tial source of information has been disclosed, it came from the Muslim
American community. Indeed, reports Charles Kurzman, “in some com-
munities, Muslim-Americans have been so concerned about extremists
in their midst that they have turned in people who turned out to be
undercover informants.”

While it is true that civilian tipsters generally do their work free, pro-
cessing the tips can still end up being rather costly. Specifically, any value
that public awareness may have in the campaign against terrorism needs to
be contrasted with the likely rather significant attendant costs of sorting
through the haystack of tips, all of which need to be processed in one way
or another: as the FBI's special counsel puts it, “Any terrorism lead has to
be followed up.'® A prominent example comes from the “If You See Some-
thing, Say Something” counterterrorism hotline run by the New York City
police. It generates thousands of calls each year—38,999 in 2006 and more
than 13,473 in 2007—Dbut not one of these led to a terrorism arrest.!* This
could be taken to suggest that the tipster campaign has been something of
a failure. Or perhaps it could be taken to suggest that there isn’t all that
much out there to be found. Undeterred by repeated failure, the number of
calls then reportedly skyrocketed to 27,127 in 2008 before settling down
some to 16,191 in 2009."> That would be 44 a day for the year, more than
twice the number of success stories tallied over a decade, as trumpeted in
the six-person survey. For its part, the FBI celebrated the receipt of its 2
millionth terrorism tip from the public in August 2008, though there seems
to be no public information on whether these tips generally proved to be
more useful than those supplied to the New York City police."

It turns out that New York has received a trademark on its snappy slogan
from the U.S. Patent and Trademark Office, and it has been willing to grant
permission for its use by other organizations. However, it has refused per-
mission sometimes because, according to a spokesman, “The intent of the
slogan is to focus on terrorism activity, not crime, and we felt that use in
other spheres would water down its effectiveness.” Since it appears that the
slogan has been completely ineffective at dealing with its supposed focus,
terrorism, any watering down would appear, not to put too fine a point on
it, impossible. In consequence, the irreverent may be led to wonder
whether the $2 million to $3 million New York pays each year (much of it
coming from grants from the federal government) to promote and publi-
cize the hotline is perhaps not the wisest investment of taxpayer dollars.'
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Those grants are likely to keep coming: in one of her early public announce-
ments after becoming secretary of Homeland Security in 2009, Janet
Napolitano indicated that she wanted to inspire even more participation by
the public in the quest to ferret out terrorists."®

Limited Capacities

Many of those apprehended while planning to commit terrorism would
probably have never actually been able to get either their act or their capac-
ities together enough to carry out the deed. Hence, to have surveiled,
arrested, tried, and jailed them has been, from a public policy perspective,
a waste of resources; whatever the scope of their dire fantasies, they never
would have done any (or much) damage anyway.

For example, James Dickey, in a book quite frankly impressed by the
gritty prowess of New York’s counterterrorism force, discusses a set of
cases where homegrown people had been rolled up who were more or less
plotting to blow up bombs or otherwise commit mayhem. In most, per-
haps all, cases, concludes Dickey, the plotters were most notable for their
boneheaded incompetence and disorganization and might never have
pulled anything off.'® No one can say for sure, of course, but for those cases
where Dickey’s suspicions would have proved sound, the policing effort
and the costs of trial and incarceration can’t be credited with having made
us more secure. There is also the much-storied “Lackawanna Six,” a group
of guys, mostly disillusioned, who are accused of having gone to, and
returned from, an al-Qaeda camp before 9/11, but not of even beginning
to imagine committing violence in the United States."”

Inventing Terrorists

Others were significantly moved along the path to terrorism primarily by
the efforts of informants—in many ways, the informants and their police
patrons created terrorists. They close in on a hothead spouting violent
jihadist bravado, create opportunities for him, set him up, and then arrest
him when he pushes the (bogus) button they put before him. His inten-
tions, or at least his thoughts, were foul, but his capacities suggest that,
albeit dangerous in some sense, he might never have actually been able to
do much of anything. Thus the hapless and impoverished would-be shop-
ping mall bomber in Rockford, Illinois, pursued his quest because an FBI
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informant not only encouraged him but also promised to supply him, at a
very favorable price (two used stereo speakers), with the weapons he
needed to commit the deed.'® Left to his own devices, it seems entirely
possible he would never have done much of anything. As Karen J. Green-
berg, executive director of the Center on Law and Security at the New
York University of Law, observes of a case in New York: “They took people
who might or might not commit hate crimes, and led them along the path
to jihad.”"

A problem here is policing terrorist intentions rather than their actions.
The police do not scout out everyone who aspires to rob a bank, then
provide him with the opportunity, and arrest him when he moves to carry
out the actions they have choreographed. It would be an exceedingly
expensive process and would result in very full jails since it seems likely
that the number of people who aspire to rob abank far exceeds the number
who actually end up committing the crime. The same may hold for ter-
rorism. But although the police do not spend time and effort creating
bank robbers, they do essentially create terrorists in some cases.”” And it
may also be that as they get better and better at ferreting out and then
subverting aspiring terrorists, the number of arrests will climb. It would
be an increase more nearly attributable to policing that is more effective,
or at any rate more aggressive, rather than to an increase in the actual
number of terrorist plotters.*!

Of course, there is no way to determine which of the people arrested for
plotting terrorism would actually have done damage and which would
have gone on to other things. However, there is little doubt that in many
cases the informants’ handiwork—supplying the would-be and gullible
terrorist with a car or truck bomb or with antiaircraft missiles, for
example—would be far beyond the capacity of the arrested.

In all this, the thoughtful words of analyst Brian Jenkins should be kept
in mind. Many cases, he observes,

may rest heavily on an interpretation of the ultimate intentions of the
accused. That puts the American justice system perilously close to prose-
cuting people solely on the basis of what is in their hearts and on their
minds. It is slippery terrain and not a domain where one ought to feel com-
fortable. .. informants can easily become agents provocateurs, subtly coaxing
radicalized but hesitant individuals into action. Even without providing
overt encouragement, the informant often plays the role of an enabler,
offering people with extreme views but faint hearts the means to act, thereby

potentially facilitating actions that otherwise might not occur.”
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The Apprehension of Supporters of Terrorism Abroad

It should also be taken into consideration that many of the people arrested,
tried, and incarcerated on terrorism charges were not planning to commit
domestic terrorism at all but were focused on supporting or committing
terrorism or other violence abroad. Thus, three of the five cases leading to
arrests of “homegrown terrorists” in the last few months of 2009 involved
foreign concerns: a recruiter of fighters to go to Somalia, a conspirator in
an attack in India, and some Americans with plans to fight in Afghanistan
who were arrested in Pakistan.” Another report, assessing the 50 “top
plots” involving homegrown terrorists since 2001, finds that the plotter’s
targets were overseas in the third of the cases where a target could
be identified.**

Rolling up these people may have been beneficial, but the process can
scarcely be seen to have enhanced domestic security, although defenders
of the policing efforts speculate that those going abroad might eventually
return with enhanced skills and murderous intent.

Limited Capacity to Inflict Damage

Even if the aspiring domestic terrorists did try to pull off their plans (or
fantasies), their track record suggests failure is far more likely than success.
And even where successful, the consequences, while tragic, would prob-
ably have been far from monumental. Against the costs they might have
been able to inflict must be balanced the costs of the efforts to find and
apprehend them.

Preexisting Police Procedures and Capacities

Many of the policing techniques used to deal with terrorism after 9/11
were already funded and fully in place before that event and may not have
needed much in the way of enhancement. Thus the investigative tech-
niques—mostly, it seems, standard operating procedures—used by the
New York police to capture the would-be Times Square bomber of 2010
were much the same as those used to find and arrest the people respon-
sible for the failed attempt to topple one of the World Trade Center’s
towers in 1993.

Police do, of course, spend more time now worrying about terrorism
and working on the problem, but there has long been a process of shifting
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focus without budgetary changes to threats that become current—against
anarchists at one time, for example, or against the Weather Underground
or the black power movement at another. And it is worth repeating the
conclusion of Michael Sheehan, former New York City deputy commis-
sioner for counterterrorism: “The most important work in protecting our
country since 9/11 has been accomplished with the capacity that was in
place when the event happened, not with any of the new capability bought
since 9/11.7%

Opportunity Cost

Finally, it seems imperative, as always, to take into consideration what else
could have been done with the same money (an issue to be explored more
broadly in the next chapter). Sheehan does take a refreshing no-nonsense
approach to the subject of counterrorism, and he has no trouble berating
the tendency to spend “billions inside the Beltway on bloated bureau-
cracies and large-scale defensive measures that will most likely have little
practical effect” But he goes on forcefully to fault other cities for failing to
spend like New York on counterterrorism, complaining that they “are still
under pressure to reduce street crime and are thus reluctant to put their
best officers on terrorist investigations that may well come to naught.” It is
time, he continues, “to get beyond” such concerns.?

It is possible, of course, that funds spent on the vaporous, if dramatic,
threat presented by terrorism will prove to be more cost-effective than
funds spent on dealing with such distinctly nonvaporous concerns as street
crime—some of which still exists even in Sheehan’s beloved New York.
But a systematic analysis of the issue is called for, not noisy posturing.

MITIGATION, RESILIENCE, ABSORPTION

Schneier supports spending on “emergency response and disaster relief,”
and Stephen Flynn puts this issue somewhat more broadly, arguing that it
is important for society to become “resilient,” arguing that “the more resil-
ient we become as a society, the less consequential acts of terrorism
become.”” That is, particularly given the limited damage terrorism is likely
to perpetrate, society should prepare itself to be able to absorb the effects,
deal with them, keep things in perspective, and then, in an orderly manner,
get on with its normal task without unnecessarily inflicting further damage
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on itself by excessive reaction or, as Flynn puts it, by “spooking” itself. To
do otherwise is to play into the hands of the terrorists.

The quest here is laudable, but a reasonable discussion of how much
money to spend on the process should accompany it.

Only about 9 percent of domestic homeland security expenditures are
devoted to mitigation and resilience, and it is difficult to parse out which
portions of these expenditures are devoted to which hazards because, ob-
viously, enhancing the ability to respond quickly to emergencies and to
have a better capacity for mitigating their consequences by rebounding
from them is generally desirable for all hazards, not simply for the one pre-
sented by terrorism. Because terrorism is so rare and generally inflicts
rather limited damage, it is not clear that all that much in the way of addi-
tional response preparedness is necessary to deal with the phenomenon.
Emergencies, including ones caused by explosions or rampages by gunmen,
are fairly common, of course, and police and other responders are gener-
ally poised to be diverted temporarily from other duties when an emer-
gency occurs and to resume their normal work when it is over.

Conceivably, terrorism is of special concern in a few areas, particularly
those focused on the deliberate use of nuclear or biological weapons. But
terrorists are far more likely to use guns and explosives, and these scarcely
present difficulties different from those presented by other hazards—
including, of course, crime.

Moreover, as Frank Furedi points out, it often seems to be assumed
that, contrary to experience, “resilience is not a normal state but the out-
come of policies and programmes dedicated to its realization.””® The Brit-
ish and Spanish rebounded quickly from the mass transit bombings of
2004 and 200S, and this has been widely attributed, in part, to their
decades of experience battling homegrown terrorist movements. In ter-
ror-inflicted Israel, it is common procedure to clear up damage from ter-
rorist attacks and to resume life as quickly as possible. The events of 9/11
came as a profound shock to the United States, but the public took foiled
terrorist plots, including the 2009 underwear bomber and the 2010
Times Square bomber, pretty much in stride: as noted in chapter 7, there
is little evidence of trip cancellation or other risk-averse behavior. It might
be that the American public is becoming increasingly resilient and more
in step with the behavior of their European counterparts. If so, it hasn’t
cost a dime.

To the degree that resilience is a normal state, its presence has impor-
tant implications in counterterrorism strategies and expenditures. Instead
of focusing on how to defeat terrorism, a resilient society can, as one
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commentator has put it, “endure terrorism much in the same way we
endure road accidents. We face daily tragedies on our roads, yet these do
not change the essential nature of our society.”” Moreover, counterter-
rorism policies would not need to inspire resilience so much as be pre-
pared to facilitate it when and if required, a process that can be quite
inexpensive. Thus one analysis of bioterrorism points out that, although a
biological attack could overwhelm hospital facilities, ordinary people, if
properly instructed and supported, could use spare rooms in their homes
to mitigate the results of an attack.*

Counterterrorism considerations have actually sometimes reduced the
ability of specialist agencies to improve resilience while increasing the
nation’s vulnerability to natural hazards and perhaps to terrorist attack as
well. The Federal Emergency Management Agency (FEMA) and many
other government agencies were established with key responsibilities for
disaster and emergency preparation and response, and these agencies were
well in place before 9/11 and the homeland security obsessions it inspired.
It was particularly renowned for its professional and community leader-
ship in times of natural disasters. However, FEMA’s incorporation into the
Department of Homeland Security (DHS) in 2003 seriously impaired its
effectiveness. According to a Washington Post report, two full years before
the 2005 Katrina hurricane disaster, FEMA Director Michael Brown
warned that plans forced on the organization by DHS would “break long-
standing, effective and tested relationships with states and first responder
stakeholders” and would result in “an ineffective and uncoordinated
response to a terrorist attack or natural disaster” The infighting within
DHS was so fierce that DHS Secretary Tom Ridge “stripped FEMA's power
over billions of dollars worth of preparedness grants as well as the creation
of a national disaster response plan. Most of the agency’s top staff quit.”
And after taking over at DHS in February 2005, Michael Chertoft “decided
to take away the rest of FEMA’s preparedness duties.”*' No wonder, then,
that FEMA failed so spectacularly to properly manage the response to
Hurricane Katrina a few months later.

Evaluating Radiation Standards

We consider a terrorist atomic bomb attack to be highly unlikely. However,
since many disagree, one might expect that there would be more public
information disseminated about what to do if and when it happens—
particularly about what to do if radiation levels significantly increase as a
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result of the explosion or, for that matter, as a result of a dirty bomb attack.
But thus far, not much public information has been propagated on this.*

Radiological weapons or dirty bombs, in which radioactive materials
are sprayed over an area by a conventional explosion, are often called “the
poor man’s nuclear weapon.” However, unlike the rich man’s version, they
are incapable of inflicting much immediate damage at all, as noted in chap-
ter 3. To repeat: it would be almost impossible to disperse radioactive ma-
terial from a dirty bomb explosion so that victims would absorb a lethal
dose before being able to leave the area, and it is likely that few, if any, in the
target area would be killed directly, become ill, or even have a measurably
increased risk of cancer.*®

Accordingly, most analysts consider radiological devices to be more
nearly weapons of mass disruption than of mass destruction. Dirty bombs
simply raise radiation levels somewhat above normal background levels in
a small area, something that would kill few, if any, people outright (perhaps
some who happened to be nearby would be killed by the explosion itself ).
Accordingly, a common recommendation from nuclear scientists and engi-
neers is that those exposed should calmly walk away. This bit of advice was
notbeen advanced prominently (or even, perhaps, at all) by those in charge.

Effectively, therefore, they encourage panic, and the danger is, as one
nuclear engineer puts it, “if you keep telling them you expect them to panic,
they will oblige you. And that’s what we’re doing.” Risk analyst Baruch
Fischhoff, noting how rare real panic actually is, puts the issue most bluntly:
“planning for panic” is at best “wasting resources on a future that is unlikely
to happen,” and at worst it “may be doing our enemies’ work for them—
while people are amazing under pressure, it cannot help to have predic-
tions of panic drummed into them by supposed experts.” Other specialists
urge that the public should be “psychologically immunized” against a ra-
diological attack through an extensive public education campaign stressing
that such attacks rarely pose immediate threats to life.** It is surprising that
the key facts about radiological weapons are so little known. Instead, the
media and those in charge of our safety are content to let disinformation
about the weapons’ effect stand whether by implication or by default.

As part of this, there ought as well to be discussions assessing the stan-
dards now in place for determining when an area has become radiologically
“contaminated.” Agencies have evaluated radiation doses known to be
lethal and have assumed that lesser doses are also harmful in proportionate
degree: a dose one-tenth the size of a lethal one will be one-tenth as
harmful. Questions have been raised about whether this procedure is justi-
fied.* In fact, the General Accountability Office in 2000 concluded that
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standards administered to protect the public from low-level radiation expo-
sure “do not have a conclusive scientific basis, despite decades of research.”*
To return a contaminated area to acceptable radiation levels might in prin-
ciple require expensive evacuation and decontamination procedures.

Estimates for the average background radiation routinely endured by
people in the United States range from 3.00 to 3.60 millisieverts (mSv) per
year, and the comparable figure for the United Kingdom is 2.70 mSv per
year. Yet in both countries, agencies have declared a rise of more than 1
mSv per year above background levels to be unacceptable to individual
members of the public.’” A 1 mSv per year dose, according to standard
models, increases the risk of cancer by a miniscule 0.004 percent® and is
comparable to moving from the seacoast to a mountain in Colorado.”” On
the other hand, the dose limits for nuclear power plant workers is 50 times
higher than that of the public, on the assumption that the risk is voluntary
and that regular monitoring will reveal early signs of ill health. The U.S.
Nuclear Regulatory Commission’s mandated occupational dose limit of SO
mSv per year would increase an individual worker’s chance of eventually
contracting cancer by only 0.2 percent.” In the event of a radiological ter-
rorist attack, the dose limit definition of contaminated might well be that
adopted for worker safety, at least in the short term, after which regular
monitoring of the public might warrant a review of dose limits, medical
treatment, or evacuation.

This is a difficult issue to work with and certainly highly controversial,
both among the public and among specialists. However, there are indica-
tions that DHS has from time to time toyed with the notion of reevaluating
cleanup standards—which currently require that radiation leaks to be
reduced to 15 percent of the amount of radiation that is routinely emitted
by building materials in the U.S. Capitol and therefore is equally routinely
absorbed by people working there. Overly strict rules, says one of the
guideline examiners, only aids and abets the terrorists.*!

Avoiding Overreaction

As has been suggested at various points in this book, avoiding overreac-
tion, which requires no expenditure whatever, is by far the most cost-
effective counterterrorism measure imaginable.

Terrorism can inspire self-destructive overreaction like no other hazard,
and this can be massively costly—the two wars impelled or facilitated by
9/11 are only the most vivid examples. Indeed, the costs of overreaction
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can be far higher than those inflicted by the terrorists themselves—as they
were even for 9/11, by far the most destructive terrorist act in history.*
Osama bin Laden gloated over this phenomenon and claimed his goal was
to bleed America into bankruptcy, something only the United States could
do to itself.®

There would be no problem at all, of course, if decision makers are able
to contain their temptation to overreact and engage in enterprises that do
not reduce the terrorism risk nearly as much as they cost. As Sheehan puts
it, “We mustn’t overreact,” pointing out that “it’s in the national best interest
to simply get over it.”*

The notion that this may be the case seems only slowly to be dawning on
people considering terrorism, but the trend may be positive. In 2004, Flynn
began an article by dramatically proclaiming that the United States is “living
onborrowed time—and squanderingit” and ended the article with a warning
about the “long, deadly struggle against terrorism.” He also admitted that
he often labored under a sense of despair and dread and suggested that offi-
cials must assume that terrorists will “soon” launch attacks far deadlier and
more disruptive than those of 9/11.% Late in the same year, he contributed

“«c

to an op-ed article vividly titled “Our Hair Is on Fire,” declaring that
al-Qaeda had both the ability and the intent to detonate a weapon of mass
destruction in the United States and envisioning graves by the hundreds of
thousands, the collapse of the economy, and “perhaps a fatal blow to our
way oflife.”* However, by 2010, he was arguing that the greatest threat from
terrorism “comes from what we would do to ourselves when we are spooked”
and that is it this “that makes it an appealing tool for our adversaries.”

In early 2005, Richard Clarke, counterterrorism coordinator from the
Clinton administration, issued a scenario that appeared as a cover story in
the Atlantic in which he darkly envisioned shootings at casinos, camp-
grounds, theme parks, and malls in 2005, bombings in subways and rail-
roads in 2006, missile attacks on airliners in 2007, and devastating
cyberattacks in 2008.** By 2010, however, he was advocating that “we
should not adopt procedures that inconvenience the public more than
they do the terrorists and amount to little more than security theater,” that
“those who seek political gain from the murder of Americans” should be
“regarded as despicable,” and that, should terrorists successfully attack
again, we should “refine our tactics and procedures” but “not overreact.” To
do this, however, notes Clarke, would require “a good dose” of that oxymo-
ronic commodity “political courage.”*

But we are into the realm of politics now, a key consideration of the final
chapter.
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CHAPTER 9

Conclusions and Political Realities

e have sought in this book to evaluate the cost-effectiveness of the

enhanced expenditures on overall homeland security measures
that have taken place since 9/11 (chapters 2-4) and then more specifically
on measures designed to protect (chapters S-7). Finally, we have put for-
ward some comments about evaluating policing and intelligence matters,
as well as ones concerning mitigation, resilience, and overreaction (chapter
8). In doing so, we have applied standard risk and cost-benefit evaluation
techniques that have been accepted and used throughout the world for
decades by regulators, academics, businesses, and governments, and we
have presented our analysis in a fully transparent manner.

Our key conclusion is that, given the quite limited hazard terrorism
presents, enhanced expenditures designed to lower it have been exces-
sive, sometimes massively so. We are in agreement, then, with security
expert Bruce Schneier when he concludes, “In general, the costs of coun-
terterrorism are simply too great for the security we're getting in return,
and the risks don’t warrant the extreme trade-offs we’ve been asked to
make.”" Or as Michael Sheehan puts it, although “gargantuan budgets”
will enhance our capability over time, “the cost-benefit ratio does not
compute favorably.”?

We have not examined every aspect of enhanced homeland security
in equal depth, but it is difficult to find many expenditures that, on bal-
ance, have clearly been a net benefit. Most enhanced homeland security
expenditures since 9/11 fail a cost-benefit assessment, it seems, some
spectacularly so, and it certainly appears that many billions of dollars
have been misspent.



Increases in homeland security expenditures since 9/11 have, of course,
been predominantly inspired by much heightened fears of terrorism, not
by growing concerns about other hazards; as Veronique de Rugy has noted,
by 2008 federal spending on counterterrorism had increased enormously,
while protection for such comparable risks as fraud and violent crime had
not, to the point where homeland security expenditures had outpaced
spending on all crime by $15 billion.* It is possible that a systematic
cost-benefit analysis of pre-9/11 expenditures on terrorism would uncover
some additional areas in which there was excessive spending, but we have
not done that analysis here. For now, our conclusion is that judiciously
scaling back counterterrorism spending makes a great deal of sense. And
increases in those expenditures seem ill-advised, unless perhaps they
promise a notable improvement of security at very low cost.

We are not arguing that much of homeland security spending is wasteful
because we believe there will be no more terrorist attacks in the United
States or other Western countries. Like crime and vandalism, terrorism
will always be a feature of life, and a condition of zero vulnerability is im-
possible to achieve. However, future attacks might not be as devastating as
9/11, as evidenced by the attacks on Western targets in the ten years since
9/11. Although tragic, each has claimed victims numbering in the tens to a
few hundred—and none, certainly, has posed an existential threat. The
frequency and severity of terrorist attacks are low, very low in fact, which
makes the benefits of enhanced counterterrorism expenditures of a trillion
dollars since 9/11 challenging, to say the least, to justify by any rational
and accepted standard of cost-benefit analysis.

The 2004 article noted in chapter 8 in which Stephen Flynn proclaimed
the United States to be “living on borrowed time—and squandering it”
and warned about the “long, deadly struggle against terrorism” also
includes something of a midcourse correction. In seeking to supply a stan-
dard for “how much security is enough,” he suggested that that happy mo-
ment would come about when “the American people can conclude that a
future attack on U.S. soil will be an exceptional event that does not require
wholesale changes in how they go about their lives.* It seems reasonable to
suggest that they can so conclude right now—and, for that matter, could
have done so in 2004.

The Department of Homeland Security has come under close and crit-
ical scrutiny in this book, and it perhaps epitomizes many of the failings of
the process. But it has a lot of company. Many other state and federal
agencies apply similar sounding rhetoric, spend lavishly on security,
and often pay little attention to the assessment of risk in order to allow
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objective measures of their performance. For example, Benjamin Fried-
man, after examining an important U.S. Defense Department policy docu-
ment, notes that it “does not estimate the threats’ likelihoods and
recommend focusing on one or another on that basis.” Rather, “it contends
simply that ‘managing risk’ compels the United States to prepare for all of
them. . . . It then recommends that we retain the weapons and forces we
have, with a few tweaks.”

In this final chapter, we add a few additional considerations to the dis-
cussion. In particular, we take on the issue of the political context and con-
straints in which homeland security decisions must, of necessity, be made.
We also seek to broaden the discussion by placing counterterrorism
expenditures in the context of other expenditures designed to advance
human welfare, many of them likely to be far more cost-effective. Finally,
we consider the possibility that, given the way the terrorist threat has been
internalized, and comparing the phenomenon with the quest for domestic
Communists during the Cold War, it may essentially be impossible to alter
public policy on this issue coherently. Accordingly, vast sums of money
will continue to be misspent.

POLITICAL REALITIES

Politicians and bureaucrats do, of course, face considerable political pres-
sure on the terrorism issue. In particular, they are fully wary of the fact that
Jeffrey Rosen is onto something when he suggests that “we have come to
believe that life is risk-free and that, if something bad happens, there must
be a government official to blame.

The dilemma is nicely parsed by James Fallows. He points out that “the
political incentives here work only one way.” A politician who supports
more extravagant counterterrorism measures “can never be proven wrong”
because an absence of attacks shows that the “measures have ‘worked,”
and a new attack shows that we “must go farther still.” Conversely, a politi-
cian seeking to limit expenditure “can never be proven ‘right,” and “any
future attack will always and forever be that politician’s ‘fault”” Or in the
words of Michael Sheehan, “No terrorism expert or government leader
wants to appear soft on terrorism. It’s always safer to predict the worst; if
nothing happens, the exaggerators are rarely held accountable for their
nightmare scenarios.”

Thus politicians and bureaucrats have an incentive to pass along vague
and unconfirmed threats to protect themselves from later criticism, should
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another attack take place. Bureaucrats have an additional incentive in that,
if people come to devalue terrorism as a threat, there is a logical corollary
suggesting that perhaps the agency’s budget should be cut. In a speech at a
Washington think tank in 2006, Homeland Security Secretary Michael
Chertoft remarked, “I've never heard anyone say the Department is over-
funded. Well, actually some people do say that—but no one in the Depart-
ment has ever said that”® He got a laugh from his savvy audience, of course.

In Friedman’s view, the problem is quite general not only in government
and political agencies but also in associated think tanks: “The path of least
resistance is to write about how to control a danger instead of evaluating its
magnitude.” And although such analysts “rarely take orders,” at the same
time “few offer analysis that harms their benefactors.” It is a rare bureaucrat
or expert, he contends, who “will voice opinions harmful to his organiza-
tion or prospects for appointment, but even fewer will offer those opinions
without being asked, and few policy-makers will ask.”

The political dilemma could be seen in full flower in two episodes
during the 2004 presidential campaign in the United States. In September,
George W. Bush, as columnist Gwynne Dyer sardonically noted, had “a
brush with the truth” by opining that the war on terror could not be won
but that conditions could be changed to make terrorism less acceptable in
some parts of the world. “This heroic attempt to grapple with reality,”
notes Dyer, “was a welcome departure from Bush’s usual style,” but his
Democratic opponents quickly pounced, declaring irrelevantly, “What if
President Reagan had said that it may be difficult to win the war against
Communism?” Bush promptly fled to safer ground, intoning in a later
speech, “We meet today in a time of war for our country, a war we did not
start, yet one that we will win.”"® Then in October, it was his opponent’s
turn. In an interview, John Kerry suggested, presumably by accident, that
Americans would be able “to feel safe again” when we “get back to the
place we were, where terrorists are not the focus of our lives, but they’re a
nuisance,” reducing it “to a level where it isn’t on the rise,” where “it isn’t
threatening people’s lives every day,” and where “it’s not threatening the
fabric of your life” Bush and Vice President Dick Cheney jumped on that
one, declaring it to be proof that Kerry was “unfit to lead.” Kerry, sobered,
was soon back to his more usual macho mantra: “I do not fault George
Bush for doing too much in the War on Terror, I believe he’s done too
little” He has “no comprehensive strategy for victory in the War on
Terror—only an ad hoc strategy to keep our enemies at bay,” whereas, “if I
am Commander-in-Chief, I would wage that war by putting in place a
strategy to win it.”"!
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Risk Communication

However, nothing in all this relieves politicians and bureaucrats of the
fundamental responsibility of informing the public honestly and accu-
rately of the risk that terrorism presents. In 2002, when it was still in the
process of being formed, the Department of Homeland Security officially
intoned on the first page of its defining manifesto: “Today’s terrorists can
strike at any place, at any time, and with virtually any weapon.”"? This
warning may be true in some sense (depending on how “virtually” is
defined), but it should logically be followed by a sentence pointing out
that, at present rates, anyone living outside a war zone stands 1 chance in
85,000 of being killed by terrorism over an 80-year period. But that sec-
ond sentence never appears. Daniel Gardner notes that the failure of Bush
administration “to put the risk in perspective was total.”"* That continues
to be the case with the new one.

Instead, the emphasis has been on exacerbating fears. As Friedman aptly
notes, “For questionable gains in preparedness, we spread paranoia” and
facilitate the bureaucratically and politically appealing notion that “if the
threat is everywhere, you must spend everywhere,” while developing and
perpetrating the myth, or at least the impression, that the terrorists are
omnipotent and omnipresent.'*

Thus it was in 2003 that Homeland Security Secretary Tom Ridge
divined that “extremists abroad are anticipating near-term attacks that they
believe will either rival, or exceed” those of 2001. And in 2004, Attorney
General John Ashcroft, with FBI Director Robert Mueller at his side,
announced that “credible intelligence from multiple sources indicates that
al Qaeda plans to attempt an attack on the United States in the next few
months,” that its “specific intention” was to hit us “hard,” and that the
“arrangements” for that attack were already 90 percent complete.' (Oddly
enough, Ashcroft fails to mention this memorable headline-grabbing
episode in Never Again, his 2006 memoir of the period.)

In 2003, as noted in the introduction, Director Mueller reported
that, although his agency had yet actually to identify an al-Qaeda cell in
the United States, such unidentified (or imagined) entities nonetheless
presented “the greatest threat,” had “developed a support infrastruc-
ture” in the country, and had achieved both the “ability” and the “intent”
to inflict “significant casualties in the US with little warning.” At the
time, not only were officials insisting that the number of trained al-
Qaeda operatives in the United States was between 2,000 and 5,000 but
also that cells were “embedded in most U.S. cities with sizable Islamic
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communities,” usually in the “run-down sections,” that they were “up
and active,” and that electronic intercepts had found some to be “talk-
ing to each other.”'* In 20085, at a time when the FBI admitted it still had
been unable to unearth a single true al-Qaeda cell, Mueller continued
his dire I-think-therefore-they-are projections: “I remain very con-
cerned about what we are not seeing,” he ominously ruminated. Need-
less to say, the media remained fully in step. Thus, on the fifth anniversary
of 9/11, ABC’s Charles Gibson dutifully intoned, “Putting your child
on a school bus or driving across a bridge or just going to the mall—
each of these things is a small act of courage—and peril is a part of
everyday life.”"”

It should be stressed that terrorism-induced fears can be debilitating.
For one thing, they can cause people to routinely adopt skittish, overly
risk-averse behavior, at least for a while, and this can much magnify the
impact of the terrorist attack, particularly economically. That is, the
problem is not that people are trampling each other in a rush to vacate
New York or Washington, but rather that they may widely adopt other
forms of defensive behavior, the cumulative costs of which can be con-
siderable. As Cass Sunstein notes, “In the context of terrorism, fear is
likely to make people reluctant to engage in certain activities, such as
flying on airplanes and appearing in public places,” and “the resulting
costs can be extremely high”'®

Fear and anxiety can also have negative health consequences: Virtually
any list of tips on how to live longer includes the admonition to “avoid
stress.” Physician Marc Siegel discusses a study that found Israeli women
tearful of terrorism “had twice as high a level of an enzyme that correlates
with heart disease, compared with their less fearful compatriots.” A no-
table, if extreme, example of how severe such health effects can be comes
from extensive studies conducted of the Chernobyl nuclear disaster that
occurred in the Soviet Union in 1986. The largest health consequences
came not from the accident itself (fewer than 50 people died directly from
radiation exposure), but from the negative and often life-expectancy-
reducing impact on the mental health of people traumatized by relocation
and by lingering, and greatly exaggerated, fears that they would soon die of
cancer. In the end, lifestyle afflictions like alcoholism, drug abuse, chronic
anxiety, and fatalism have posed a much greater threat to health and essen-
tially have killed far more people than exposure to Chernobyl’s radiation.
The mental health impact of 9/11 is, of course, unlikely to prove as exten-
sive, but one study found that 17 percent of the American population out-
side New York City was still reporting symptoms of September 11-related
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posttraumatic stress two months after the attacks. And a later study found
that those fearful of terrorism after 9/11 were three to five times more
likely than others to be diagnosed with new cardiovascular ailments over
the next several years."”

After conducting a national survey on the subject, risk analyst Baruch
Fischhoft concluded that “Americans want honest and accurate informa-
tion about terror-related situations, even if that information worries
them.”” Yet, despite the importance to responsible policy of seeking to
communicate risk and despite the costs of irresponsible fearmongering,
just about the only official who has ever openly put the threat presented by
terrorism in some sort of context is, as noted in chapter 1, New York’s
Mayor Michael Bloomberg, who in 2007 pointed out that people should
“get alife” and that they have a greater chance of being hit by lightning than
of being struck by terrorism—an observation that, as table 2.4 suggests,
may be a bit off the mark but is roughly sound.*!

Things are not much better in the media. There seemed to be a brief
glimmer on the December 28, 2009, PBS NewsHour when Gwen Ifill, in
introducing a segment on the then-recent underwear bomber attempt to
down an airliner, actually happened to note that the number of terrorist
incidents on American airliners over the previous decade was 1 for every
16.5 million flights.** This interesting bit of information, however, was
never brought up again either by Ifill or by the three terrorism experts she
was interviewing. Nor, of course, did anyone think of suggesting that, at
that rate, maybe the airlines are already safe enough.

In 2007, CIA Director Tenet revealed on CBS’s 60 Minutes that his
“operational intuition” was telling him that al-Qaeda had “infiltrated a
second wave or a third wave into the United States at the time of 9/11,
though he added, “Can I prove it to you? No.” (One might think that
aging members of that wave would have since had a great incentive to
actually do something since the longer they linger, the greater the like-
lihood they will be exposed and caught.) And DHS Secretary Michael
Chertoft informed us a few months later that his gut was telling him
there’d be an attack that summer. It would seem that when officials
responsible for public safety issue fear-inducing proclamations based by
their own admission on nothing, they should be held to account. As Ian
Lustick puts it, the government “can never make enough progress toward
‘protecting America’ to reassure Americans against the fears it is helping
to stoke.” The result, as Bart Kosko points out, is a situation in which
“government plays safe by overestimating the terrorist threat, while the
terrorists oblige by overestimating their power.”*
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Spending on Counterterrorism

Political realities do present an understandable excuse for expending
money, but not a valid one. In particular, they do not relieve officials of
the responsibility of seeking to expend public funds wisely. Notes David
Banks, “If terrorists force us to redirect resources away from sensible
programs and future growth in order to pursue unachievable but politically
popular levels of domestic security, then they have won an important
victory that mortgages our future.”**

Although political pressures may force actions and expenditures that
are unwise, however, they usually do not precisely dictate the level of exp-
enditure. Thus, despite public demands to “do something” about terrorism,
nothing in that demand specifically requires removing shoes in airport secu-
rity lines, requiring passports to enter Canada, spreading bollards like dan-
delions, or making a huge number of buildings into forbidding fortresses.

As noted in chapter 4, the United Kingdom, which seems to face an
internal threat from terrorism that is considerably greater than that for the
United States, appears nonetheless to spend proportionately much less
than half as much on homeland security, and the same holds for Canada
and Australia. Yet politicians and bureaucrats there do not seem to suffer
threats to their positions or other political problems because of it.

As this may suggest, it is possible politicians and bureaucrats are overly
tearful about the political consequences.

British, Canadian, and Australian officials have often used urgent
American-style rhetoric about the threat of terrorism: it was very much a
defining issue for Australian Prime Minister John Howard, for example. But
while government expenditures on homeland security increased modestly
and tougher counterterrorism legislation passed in parliament, the funding
never matched his rhetoric about “safeguarding Australia.” In contrast, the
United States has matched rhetoric with phenomenal rises in homeland
security spending with no apparent resulting marked increase in risk re-
duction and with no more apparent electoral gain to show for it than their
Australian counterparts who talked equally big while doing much less.

Is Overreaction Required?
Although it is often argued that there is a political imperative for public

officials to do something (which usually means overreact) when a dramatic
terrorist event takes place—"You can’t just not do anything”—history
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clearly demonstrates that overreaction is not necessarily required. Some-
times, in fact, leaders have been able to restrain their instinct to over-
react. Even more important, restrained reaction—or even capitulation
to terrorist acts—has often proved to be entirely acceptable politically.
That is, leaders have often done little or nothing after a terrorist attack
(or at least refrained from overreacting) and have not suffered politically
or otherwise.

Consider, for example, the two instances of terrorism that killed the
most Americans before September 2001. Ronald Reagan’s response to
the first of these, the 1983 suicide bombing in Lebanon that resulted in
the deaths of 241 American Marines, was to make a few speeches and
eventually to pull the troops out. The venture seems to have had no neg-
ative impact on his reelection a few months later. The other was the
December 1988 bombing of a Pan Am airliner over Lockerbie, Scotland,
in which 187 Americans perished. Perhaps in part because this dramatic
and tragic event took place after the elections that year, the official
response, beyond seeking compensation for the victims, was simply to
apply meticulous police work in an effort to tag the culprits, a process
that bore fruit only three years later and then only because of an unlikely
bit of luck.” But that cautious, even laid-back, response proved to be en-
tirely acceptable politically.

Similarly, after an unacceptable loss of American lives in Somalia in 1993,
Bill Clinton responded by withdrawing the troops without noticeable
negative impact on his 1996 reelection bid. Although Clinton reacted with
(apparently counterproductive) military retaliations after the two U.S. em-
bassies were bombed in Africa in 1998 as discussed in chapter 2, his admin-
istration did not have a notable response to terrorist attacks on American
targets in Saudi Arabia (Khobar Towers) in 1996 or to the bombing of the
USS Cole in 2000, and these nonresponses never caused it political pain.
George W. Bush’s response to the anthrax attacks of 2001 did include a
costly and wasteful stocking up of anthrax vaccine and enormous extra
spending by the U.S. Post Office. However, beyond that, it was the same as
Clinton’s had been to the terrorist attacks against the World Trade Center in
1993 and in Oklahoma City in 1995 and the same as the one applied in
Spain when terrorists bombed trains there in 2004 or in Britain after attacks
in 2005: the dedicated application of police work to try to apprehend the
perpetrators. This approach proved to be entirely acceptable politically.
Similarly, the Indian government was able to neglect popular demands for
retaliatory attacks on Pakistan for the damage inflicted on Mumbai in 2008
by terrorists based there.”®
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Thus, despite short-term demands that some sort of action must be
taken, experience suggests politicians can often successfully ride out this
demand after the obligatory and essentially cost-free expressions of out-
rage are prominently issued.

It is true that few voters spend a great amount of time following the ins
and outs of policy issues and even fewer are certifiable policy wonks. But
they are grown-ups, and it is just possible they would respond reasonably to
an adult conversation about terrorism. That has certainly been our experi-
ence in lectures and talks over the years. As noted in chapter 2, analyst
Gregory Treverton says he found that his observation “Anyone’s probability
of being killed by a terrorist today was essentially zero and would be to-
morrow, barring a major discontinuity” proved to be “hardly satisfying” to
his audiences. That has not been our experience at all.

Thus both Bush and Kerry assumed in 2004 that there was danger in
asserting that the battle against terrorism could never be decisively “won”
or that policy should seek to reduce terrorism to where it would be at most
a “nuisance.” But while they quickly backed away from their unconven-
tional comments, it is not at all clear they would have lost votes by con-
tinuing to issue such patently true statements. After all, Mayor Bloomberg’s
“get a life” outburst in 2007 did not have negative consequences for him.
He is still in office, and, although he had some difficulties in his reelection
two years later, his blunt comments about terrorism were not the cause.”

It may well be, as suggested in chapter 7, that there is also a tendency to
assume that the outsize reaction to 9/11 will necessarily be repeated if
there is another attack in the United States. However, London experienced
a double hit in 200S: attacks on the underground two weeks apart (of
which only the first was successful). But the politicians in charge survived.
Also potentially relevant here is the fact that terrorist attacks on resort
areas in Bali in 2002 had a far larger negative impact on tourism than did
subsequent ones in 200S. Anecdotal sources state that there was “a mass
exodus to the airport” in 2002 but not in 200S. After the later attacks, Rob-
ert Kelsali, chairman of the Bali Hotel Association, said: “We do expect
some cancellations but nothing like on the scale 0f 2002.”** And an analysis
of foreign visitor arrivals in Bali confirms this: foreign visitor numbers
dropped by nearly 300,000 in the year following the 2002 attack but only
by 125,000 following the 2005 attack. By 2008, foreign arrivals were 46
percent higher than in 2001.*

Interesting in this regard is the remarkably muted reaction of the Amer-
ican public (and media) to the 2009 shootings by a Muslim psychiatrist at
Fort Hood, Texas, that killed 13 and injured 30 more. Although this could
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be considered an act of a deranged man, it is generally taken to be a case of
Islamic terrorism, and it is by far the worst since 9/11 in the United States.
Although obviously far less costly than the earlier terrorist event, it could
have been taken to be the next step in a terrorist onslaught—something
that Americans have long been ominously waiting for. However, it failed to
generate much outrage or demand for an outsize response. Indeed, a year
later, it was scarcely remembered, as when the prominent journalist James
Fallows mused about raising “the certainty that some day another terrorist
attack will succeed” without noting that one had already taken place.*

Then in 2010, President Barack Obama candidly observed to Washing-
ton Post reporter Bob Woodward, “We can absorb a terrorist attack. We’ll
do everything we can to prevent it, but even a 9/11, even the biggest attack
ever ... we absorbed it and we are stronger.”' This may have been the first
time any official acknowledged the issue in public, and Obama even used
the unpleasant word absorb rather than the more politically correct resil-
ient. Obama’s highly unconventional statement drew great attention in the
press, but it hardly seems to have hurt the president’s effectiveness or
approval ratings.

THE TRADE-OFFS, OPPORTUNITY COSTS

Risk reduction measures that produce little or no net benefit to society or
produce it at a very high cost cannot be justified on rational life-safety and
economic grounds—they are not only irresponsible but also, essentially,
immoral. When we spend resources on regulations that save lives at a high
cost, we forgo the opportunity to spend those same resources on regula-
tions and processes that can save more lives at the same cost or even at a
lower one.** Homeland security expenditures invested in a wide range of
more cost-effective risk reduction programs like flood protection, vacci-
nation and screening, vehicle and road safety, health care, and occupa-
tional health and safety would probably result in far more significant
benefits to society.

For example, diverting a few percent of the nearly $10 billion per year
spent on airline security could save many lives at a fraction of the cost.
Specifically, the money would be more effective—save far more lives—if
it were instead spent on:

o Seat belts at a cost of $40,000 per life saved*
« Bicycle helmets for children at a cost of $120,000 per life saved**
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« Tandem mass spectrometry screening program at a cost of $800,000 per life saved*
« Adult bike helmets for adults at a cost of $1 million per life saved

o Front air bags at a cost of $2 million per life saved®’

o Smoke alarms at a cost of $2 million per life saved*

o Tornado shelters at a cost of $6 million per life saved®

There are countless examples where governments can invest wisely in
programs that provide a net lifesaving benefit to society. One more: a $27
billion flood protection system for New Orleans would reap benefits of
more than $3$ billion, including saving more than 1,000 lives.*

If diversions of funds like that would easily save many hundreds, if not
thousands, of lives over time, a government obliged to allocate funds in a
manner that best benefits society must explain why it is spending billions
of dollars on security measures with very little proven benefit and why that
policy is something other than a reckless waste of resources. This disregard
of basic cost-benefit considerations not only wastes money but also costs
lives, potentially in the thousands every year.

It may be useful in this light to put counterterrorism expenditures in the
broadest comparative context. Bjorn Lomborg assembled a group of inter-
national experts to answer one question: “if we had an extra $75 billion to
put to good use, which problems would we solve first?”*' As our Trillion
Dollar Table (1.2 on p. 4) indicates, this is less than what the United States
spends on homeland security in a single year. More than 40 experts, tasked
to do “what is rational instead of what is fashionable,” applied cost-benefit
thinking to a wide range of issues. The top ten overall solutions are given in
table 9.1. The costs are modest, with most requiring expenditures of not
justless than $75 billion but less than $1 billion. Yet the benefit is ten times
greater than the cost in nearly every instance, and, most important, the
number of lives saved is spectacular. According to these analysts, an invest-
ment of merely $2 billion could save more than 1.5 million lives: 1 million
child deaths could be averted by expanded immunization coverage, and
community-based nutrition programs could save another half a million.

In assessing expenditures for dealing with transnational terrorism, by
contrast, costs were found by the experts to be 3 to 25 times higher than
any benefits, except possibly for efforts to generate greater international
cooperation on intelligence gathering and policing, where benefits were
found to exceed costs—but only when the estimates behind the calcula-
tions were based on “heroic assumptions.”*

In table 9.1, we have extended this consideration by providing compa-
rable information about the lives saved and the benefit-to-cost ratio for
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three terrorism attack scenarios in the United States. An expenditure of
$75 billion per year would save at the very most 4,500 lives per year for a
dire nuclear scenario. Spending on a more credible mass transit attack
would save about 20 lives each year, the same as would be saved if everyone
in the United States were to avoid driving in automobiles for six hours.* If
a miserly $2 billion were redirected from the homeland security budget,
the likelihood and consequences of such attacks would hardly change, but
anywhere from 300 to 60,000 times more lives—albeit not necessarily
American or Western ones—would be saved by instead spending the
funds on the risk-reducing measures in the upper part of the list.

THE SELF-LICKING ICE CREAM CONE

In all this, however, it may be too late for careful cost-benefit analyses or for
the judicious comparison of trade-offs and opportunity costs. Although it
is possible the killing of Osama bin Laden in 2011 will begin to alter
perspectives, homeland security has become, in venerable Washington
parlance, a self-licking ice cream cone. It has become conventional, unex-
ceptionable, and self-perpetuating.

Accordingly, homeland security and its attendant expenses may be with
us for a very long time, even if there are no more terrorist acts to impel it
along. The war on terror, atleast in its domestic, homeland security aspects,
has been fully launched and shows clear signs of having developed into a
popularly supported governmental perpetual motion (or perpetual emo-
tion) machine that has comfortably settled in for the long term.

What has happened is that terrorism and the attendant “war” thereon
have become internalized—fully embedded in the public consciousness—
with the effect that politicians and bureaucrats seem to have come to fear
being accused of being soft on terrorism. Such fears may be unjustified, as
we have argued here, but their existence—and continued existence—is
likely to persist.

The Communist Comparison

The parallel is with comparable fears of being labeled soft on Commu-
nism during the Cold War. Impelled by several spectacular espionage
cases and by an apparently risky international environment, fears about
the dangers presented by the enemy within became fully internalized in
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the years after World War II. In a famous public opinion study conducted
at the height of the McCarthy period in the mid-1950s, sociologist Sam-
uel Stouffer found that 43 percent professed to believe that domestic
Communists presented a great or very great danger to the United States
(see figure 9.1). At the same time, however, when Stouffer asked more
broadly about their primary worries, people mainly voiced concerns
about personal matters. Unprompted, apprehensions about domestic
Communism (or about restrictions on civil liberties) scarcely came up in
the survey. There was, Stouffer concluded, no “national anxiety neurosis”
over the issue.*

Problems arise, however, not from a national anxiety neurosis, but more
from other results of the concern. One, already discussed, is that when a
consensus about a threat becomes really internalized, it becomes—or
seems to become—politically unwise to oppose it or even seem to oppose
it. Another is that the internalized consensus creates a political atmosphere
in which government and assorted pork barrelers and entrepreneurial
opportunists can expend, or fritter away, considerable public funds and
efforts on questionable enterprises as long as they appear somehow to be
focused on dealing with the internalized threat.

200 -

180 - —— Number of items on Communism-US or
Communist Party-US in Readers' Guide to
Periodical Literature

160 -

—o— Percent holding US Communists to be a great

or vel reat danger

140 - Ve i y .
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Figure 9.1
Domestic Communism: The Press and the Public, 1940-1985.
Source: John Mueller, “Trends in Political Tolerance,” Public Opinion Quarterly, $2(1) 1988: 1-28.
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In that atmosphere, politicians scurried to support billions upon bil-
lions to protect the country against potential Communist sabotage (a form
of terrorism) and to surveil, screen, and spy on an ever expanding array of
individuals who had come to seem suspicious for one reason or another.
Organizations were infiltrated, phones were tapped (each tap can require
the full-time services of a dozen agents and support personnel), letters
were intercepted, people were followed, loyalty oaths were required,
endless leads (almost all to nowhere) were pursued, defense plants were
hardened, concentration camps for prospective emergency use were
established, and garbage was meticulously sifted in hopes of unearthing
scraps of incriminating information.

One of the few people to comment on the essential absurdity of the sit-
uation is Alexander Stephan in his book “Communazis” In this work, he
systematically describes and evaluates the Federal Bureau of Investigation
surveillance of a group of German émigré writers living in the United
States and Mexico during and after the Second World War. None of the
writers was ever found to pose much of a subversive threat, and the surveil-
lance never led to real persecution of the writers—indeed, writes Stephan,
few of them even noticed that they were being watched:

Few exiles suspected that their telephone conversations were being
recorded and their mail not only opened and read but translated, summa-
rized, catalogued, photographed, and passed to other government bureaus.
Hardly any guessed that the men parked in cars outside their homes were
FBI special agents recording everyone who went in and out. In the diaries,
autobiographies, correspondence, romans d clef, and interviews of the exiles
we find virtually no references to the FBI burglaries of private homes and

offices or the luggage searches.

Instead, what impresses Stephan is the “high efficiency and gross overkill”
as hundreds of agents were paid to intercept and catalogue communica-
tions, to endlessly record goings and comings, and to sift enterprisingly
through trash bins seeking scraps of incriminating information among the
debris. For example, as he notes, there is something profoundly ludicrous
about the fact that dozens of government employees spent their time in the
middle of a world war monitoring pillow talk between Bertolt Brecht and
his Danish coworker, Ruth Berlau, at taxpayers’ expense.*

At the time, critics of this process focused almost entirely on the potential
for civil liberties violations. This is a worthy concern, but it is not the only
one. It appears that at no point during the Cold War did anyone say in public
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that “many domestic Communists adhere to a foreign ideology that ulti-
mately has as its goal the destruction of capitalism and democracy and by
violence if necessary; however, they do not present much of a danger, are
actually quite a pathetic bunch, and couldn’t subvert their way out of a wet
paper bag. Why are we expending so much time, effort, and treasure over this
issue?” It is astounding that this plausible, if arguable, point of view seems
never to have been publicly expressed by anyone—politician, pundit, pro-
tessor, editorialist—during the Cold War, although some people may have
believed it privately. As can be seen in figure 9.1, only a lonely and obviously
politically insignificant share of the population—2 percent—professed to
believe that domestic Communists presented no danger at all in 1954.

The experience also suggests that once a threat becomes really internal-
ized, the concern can linger for decades, even if there is no evidence to
support such a continued preoccupation. It becomes self-perpetuating. In
the two decades following the Stoufter survey, news about domestic Com-
munism declined until it essentially vanished altogether: in the mid-1950s,
Readers’” Guide to Periodical Literature listed hundreds of articles under the
categories “Communism-US” and “Communist Party-US,” whereas in the
mid-1970s there were scarcely any (figure 9.1). This, of course, reflected
the fact that domestic Communism really wasn’t doing very much of any-
thing to garner attention. The Cold War continued elsewhere, but there
were no dramatic court cases like the one concerning the State Depart-
ment’s felonious document transmitter, Alger Hiss, and his accuser, Whit-
taker Chambers, or atomic spy cases like the ones involving Klaus Fuchs
and Julius and Ethel Rosenberg, cases that had so mesmerized the publicin
the late 1940s and early 1950s.*

However, even though the domestic Communist menace had pretty
much settled into well-deserved oblivion by the mid-1970s, surveys re-
peating the Stouffer questions at the time found that fully 30 percent of the
public still considered internal Communists to present a great or very great
danger to the country, while those who found them to be of no danger had
inched up only to around 10 percent (see figure 9.1).

That is, fear of domestic Communism persisted long after the press had
become thoroughly bored with the issue, a development suggesting that,
while the media may exacerbate fears about perceived threats, they do not
particularly create them: fears often have an independent source and then
take on a life of their own. Thus in 1972, by which time the public and press
were paying almost no attention to the issue, the FBI in full perpetual mo-
tion mode opened 65,000 new files as part of its costly quest to ferret out
Communists in the United States.*’
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Domestic Terrorism

Something comparable has now happened for the terrorist threat, and key
to the dynamic is that the American public apparently continues to remain
unimpressed by several of the inconvenient facts noted at several points in

this book:

1. There have been no al-Qaeda attacks whatever in the United States since
2001.

2. No true al-Qaeda cell (nor scarcely anybody who might even be deemed to have
a connection to the diabolical group) has been unearthed in the country.

3. The homegrown plotters who have been apprehended, while perhaps poten-
tially somewhat dangerous at least in a few cases, have mostly been flaky or
almost absurdly incompetent.

4. The total number of people killed worldwide by al-Qaeda types, maybes, and
wannabes outside war zones since 9/11 stands at some 300 or so a year (smaller
than the yearly number of bathtub drownings in the United States alone).

S. Unless the terrorists are somehow able to massively increase their capacities, the
likelihood a person living outside a war zone will perish at the hands of an inter-
national terrorist over an 80-year period is about one in 85,000.

Despite all this, polls do not demonstrate much change since 2001 in the
percentage of the public expressing fear that they themselves might become
a victim of terrorists, even though the likelihood of that occurring is spec-
tacularly low (see figure 9.2). The public has chosen, it appears, to wallow
in what Leif Wenar has labeled a false sense of insecurity, and it apparently
plans to continue to do so. Accordingly, it will presumably continue to
demand that its leaders pay due deference to its insecurities and will un-
critically approve shelling out huge sums of money in a quixotic and often
mostly symbolic effort to assuage those insecurities.

This does not mean that people spend a great deal of time obsessing
over terrorism, being spooked by it, or even paying all that much attention
to it. There was a lot of evasive behavior after the 9/11 attacks, but behavior
eventually settled down, and people pretty much seem now to carry out
their lives without spending a lot of time thinking about the dangers of
terrorism. There has been no great exodus from Washington or New York;
few people seem to have gone to the trouble of stocking up on emergency
supplies, despite the urgings of the Department of Homeland Security.
And terrorism has for years now scored rather poorly on polls asking about
the country’s most important problem. As with domestic Communism,
there is no “national anxiety neurosis” on this issue.
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Percent Very Worried or Somewhat Worried About Becoming a Victim of Terrorism Since 9/11.
How worried are you that you or someone in your family will become a victim of terrorism? Very worried,
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Source: CNN/USA Today/Gallup/ORC.

However, people don’t constantly think about motherhood either.
Nonetheless, there are understandable fears that the public will not look
kindly upon a politician or bureaucrat who is insufficiently sentimental
about that venerable institution.

Thus, agencies like the FBI, redirecting much of their effort from such
unglamorous enterprises as dealing with organized crime and white-collar
embezzlement, have kept their primary focus on the terrorist threat. Like
their predecessors during the quest to quash domestic Communism, they
have dutifully and laboriously assembled masses of intelligence data and
pursued an endless array ofleads. Almost all of this activity hasled nowhere,
but it will continue because, of course, no one wants to be the one whose
neglect somehow led to “another 9/11”—or, as the assistant chief for the
FBI's National Threat Center puts it, it’s the lead “you don’t take seriously
that becomes the 9/11.748

H. L. Mencken once declared “the whole aim of practical politics” to
be “to keep the populace alarmed (and hence clamorous to be led to
safety) by menacing it with an endless series of hobgoblins, all of them
imaginary.”* There is nothing imaginary about al-Qaeda, of course,
though some of the proclaimed sightings of the group in the United States
by officials do have an Elvis-like quality to them. However, the public
seems to have been able to retain much of its sense of alarm about internal
attacks even when the al-Qaeda hobgoblin doesn’t actually carry any out.
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Therefore, even without such declarations and even without further ter-
rorist attacks (and, for that matter, even without Osama bin Laden), the
war on terror seems likely, like the wars on drugs and on domestic Com-
munism, to continue to grind on for a long time.

However, the situation after 9/11 may be different from the one that
prevailed during the Cold War in one important respect. The Communist
dragon, like Grendel (and his mother), could terminally and convincingly
expire as a perceived threat. Like crime, however, terrorism can be carried
out by an individual or small group and can therefore never vanish from
the human experience. Other colorful monsters may arise from time to
time to charm the attention and to strut and fret their hour upon the stage.
But the monster of terrorism and the internalized fears it has inspired show
distinct signs of being eternal. As a result, the additional trillion dollars
expended to deal with terrorism in the United States in the first decade
after 9/11 might well prove to be simply a down payment.
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APPENDIX

The Risk Assessment Process

A number of steps are basic to a quantitative risk assessment, and they
are independent of the system or issue being considered. As applied in
the engineering, insurance, pharmaceutical, and many other industries
for many decades, the basic definition of risk has been standardized by
international agreement.' The process is shown in figure A.1 and can be
summarized as:

1. Define context. A risk assessment should take place within a well-
defined context. This means that the system being examined and the inter-
nal and external influences must be known and defined.

2. Analyze hazard scenarios. Identification of what might go wrong—
and when and where—are crucial to the analysis. Once the potential
threats and scenarios have been identified, it is necessary to identify how
and why these threats or scenarios can be realized. It requires the threat
scenarios to be examined (and understood) in considerable detail. Infor-
mation from databases and other past experience will play an important
part in hazard scenario analysis.

3. Analyze risk.

Risk = (probability of threat) x (consequences)

This is concerned with determining the threat probabilities and the con-
sequences (fatalities, damages) that would occur if the threat were realized.
Typically, the probabilities are estimated from a combination of relevant
data and subjective judgments.

4. Evaluate risks. Analyzed risk must be compared with criteria of
risk acceptability, usually applying past experience as a guide. If the risk of



Define context
social, organizational,
political, technological

Hazard scenario analysis
«what can go wrong?
<how can it happen?
«what controls exist?

Estimate consequences Estimate probability
(fatalities, damages) of threat occurrence

Analyse risks

Evaluate risks

compare risks against risk acceptance criteria

Risk treatment
«avoidance

Monitor and review I— ereduction

etransfer

eacceptance

Figure A.1
The Risk Assessment Process.

death is less than one in a million per year, risks are conventionally consid-
ered acceptable if the benefit exceeds the cost.

S. Treat the risk. If the estimated risk exceeds the risk acceptance crite-
ria, risk treatment is required. This may involve risk avoidance, risk reduc-
tion, or risk transfer. In some cases, the risk may be accepted but perhaps
only for alimited time until measures can be taken to reduce it. In all cases,
the proposed course of action requires careful evaluation. Consideration
must be given to possible options and to the likely effect of their imple-
mentation, such as opportunity costs. This might involve one or more new
risk analyses to gauge the effect of changes.

6. Monitor and review. Usually a risk analysis presents only a snapshot
of the risks—for example, the effectiveness of control procedures may
slacken with time. There is a need, then, to monitor the system and to
repeat the risk analysis at regular intervals.
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INTRODUCTION
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>

Howard Kunreuther, “Risk Analysis and Risk Management in an Uncertain
World,” Risk Analysis, 22(4) 2002: 662-663. See also John Mueller, “Some
Reflections on What, If Anything, ‘Are We Safer?” Might Mean,” cato-unbound. org?
September 11, 2006.

Operatives: Gertz 2002; Sale 2002. Giuliani: CNN, July 22, 200S.

As he put it mockingly in a videotaped message in 2004, it is “easy for us to
provoke and bait. . .. All that we have to do is to send two mujahidin.. .. to raise
a piece of cloth on which is written al-Qaeda in order to make the generals race
there to cause America to suffer human, economic, and political losses.” His
policy, he proclaimed, is one of “bleeding America to the point of bankruptcy,”
triumphally pointing to the fact that the 9/11 terrorist attacks cost al-Qaeda
$500,000, while the attack and its aftermath inflicted, he claims, “a cost of more
than $500 billion on the United States” (Full transcript of bin Laden’s speech,
aljazeera.net, October 30, 2004 ). However, this was not his original idea.
Initially, he apparently expected that the United States would essentially
under react to the 9/11 attacks. Impressed, in particular, with the American
reaction to rather small losses in Lebanon in 1983 and in Somalia in 1993, he
appears to have believed that the country would respond to an attack on itself
by withdrawing from the Middle East (Wright 2006, 174, 200). Bin Ladin
reformulated his theory after it was blown to shreds when the United States and
its allies not only forced al-Qaeda out of its base in Afghanistan and captured or
killed many of its main people but also toppled the accommodating Taliban
regime there.

Government spending worldwide on homeland security reached a staggering
$141.6 billion per year in 2009, about half of it by the United States (Global
Homeland Security 2009-2019— Our New Defence Report Explains How and
Why This Market Will Grow Strongly, Visiongain, June 2009). It is projected to
reach $300 billion per year by 2016 (David Binning, “The Price of Homeland
Security,” Army-technology.com, June S, 2009).
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NOTES TO THE TABLES IN THE INTRODUCTION

1.

Somewhat high estimate. Hobijn and Sager (2007) give $20.1 billion. However,
“The Budget of the United States Government Fiscal Year 2003” infers pre-9/11
homeland security expenditure to be $20 billion (p. 17), and “The National
Strategy for Homeland Security” (Office of Homeland Security 2002, 64)
states: “Including supplemental spending, the federal budget allocated $17
billion to homeland security in Fiscal Year 2001.

Estimate. Specific budget allocations to “homeland security” are available only
after FY 2004 budget. FY 2002 estimate is based on “National Strategy for
Homeland Security” (Office of Homeland Security 2002), reporting a $12
billion increase in funding over 2001 levels (p. 64). “Budget of the United States
Government Fiscal Year 2003” states: “In the months since September 11th, the
$10.6 billion of the $40 billion dedicated to homeland security” has been spent
(p. 16), with more expenditure forecast. An increase of $12 billion over 2001
levels seems on the low side.

“Analytical Perspectives: Budget of the United States Government,” Office of
Management and Budget, Fiscal Years 2005 to 2011. Includes enacted and
supplemental/emergency expenditures. Funding levels for 2010 and 2011 in
this source are budget figures and do not represent actual expenditures.

2011 budget request.

Approximately 70 percent of the DHS budget is allocated to border and
transportation security: Customs and Border Protection, Transportation
Security Administration, Coast Guard, Immigration and Customs Enforcement.
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11.

12.

13.

Nearly all is devoted to protecting “critical infrastructure” and “key resources”
(CI/KR), including measures to counter chemical, biological, radiological, and
nuclear (CBRN) threats. Includes programs focusing on physical security and
improving the military’s ability to prevent or mitigate the consequences of
attacks against departmental personnel and facilities.
Mostly devoted to programs that help to plan, equip, train, and practice the
capabilities of many different response units (including first responders such as
police officers, firefighters, emergency medical providers, public works
personnel, and emergency management officials) that are instrumental in the
preparedness to mobilize without warning for an emergency. Includes devel-
oping new vaccines for biological weapons, maintaining vaccine stockpiles, and
assisting local health providers to prepare for CBRN attacks.
Mostly domestic counterterrorism (FBI).
Nearly all devoted to protecting CI/KR, including measures to counter CBRN
threats. Includes nuclear weapons facilities and nuclear power plants, as well as
natural gas, oil, and other energy-related activities. Coordinates protection
activities within the energy sector.
Nearly all is devoted to preventing and disrupting terrorist attacks. The State
Border Security program includes visa, passport, American Citizen Services,
and international adoption programs.
Includes the Departments of Agriculture, Treasury, and Transportation; the
General Services Administration; the National Science Foundation; the
National Aeronautics and Space Administration; and 19 other federal agencies.
Funding decline in 2004 because of one-time force protection investments by
the Department of Defense in 2003.
Federal expenditures under the category of “homeland security” do not include
national intelligence costs. However, Director of National Intelligence Dennis
Blair disclosed at a conference call with reporters in 2009 that “the United
States spent $75 billion over the past year to finance worldwide intelligence
operations that employ 200,000 people” (Pincus 2009).

The intelligence community (IC) is divided into two programs: the Na-
tional Intelligence Program (NIP) and the Military Intelligence Program (MIP).

The NIP “funds intelligence activities in several Federal departments and
the Central Intelligence Agency (CIA)” and also includes foreign counterin-
telligence and intelligence activities of the FBI, the National Security Agency
(NSA), the Department of State, the National Reconnaissance Office, and 11
other government agencies. Among its aims are “strengthening its component
agencies’ ability to collect intelligence; maintaining the security of Federal
cyber networks; and protecting against the threat of international terrorism
in the United States.” This includes measures that enhance “Federal cyber-
security capabilities to protect a central part of our Nation’s and economy’s
infrastructure” and the allocation of “resources in support of a U.S. Govern-
ment-wide counterterrorism action plan” (Budget of the U.S. Government,
Fiscal Year 2011, 61). The National Security Agency (NSA), which monitors,
collects, deciphers, and analyzes signals intelligence, is funded mainly through
NIP (Daggett 2004, 2). NIP clearly plays an important role in domestic
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counterterrorism and “homeland security” Further to this point, the director
of national intelligence works to “closely effectively integrate foreign, military
and domestic intelligence in defense of the homeland and in support of United
States national security interests at home and abroad” and provides “fused
domestic and foreign intelligence to quickly understand and disrupt homeland
threats posed by alleged extremists.” Moreover, the “IC rapidly produced and
pushed relevant counterterrorism information to state, local, tribal, and private
partners through the FBI and DHS” in an effort to forge “an integrated Intelli-
gence Community that spans the historical divide between foreign and domes-
tic intelligence efforts” (ODNI Fact Sheet, Office of the Director of National
Intelligence, Washington, DC, February 17, 2010).

The National Intelligence Program finances intelligence activities for
agencies both within and outside the Department of Defense (DOD). MIP fi-
nances only activities of the DOD, and expenditure goes toward funding tactical
military programs and defensewide intelligence requirements (Daggett 2004,
2), which would have less relevance to homeland security than NIP funding.

Except for 1994, 1997, and 1998, budgets for NIP were classified until
2007, and since then, only a one-line budget for NIP, with no breakdown on
expenditure by agency, has been provided. The “Joint Inquiry into Intelligence
Community Activities before and after the Terrorist Attacks of September 11,
2001” (S. Rept. No. 107-351, House Permanent Select Committee on Intel-
ligence and Senate Select Committee on Intelligence, December 2002) noted
that the overall funding of intelligence agencies “fell or remained roughly even
in constant dollars from the end of the Cold War until September 11,2001” (p.
254). The last time budget figures were available for both NIP (formerly Na-
tional Foreign Intelligence Program) and MIP was 1994, when the NIP budget
was $16.3 billion and the MIP budget was $10.4 billion (Pincus 2009). Total
intelligence expenditures were $26.6 and $26.7 billion in FY 1997 and FY 1998,
respectively, and about two thirds of the intelligence budget at the time was
for NIP (Daggett 2004, pp. 2-3). NIP budgets for 2007, 2008, and 2009 were
$43.5, $47.5, and $49.8 billion, respectively (“DNI Releases Budget Figure for
National Intelligence Program,” News Release, Office of the Director of National
Intelligence, Washington, DC, October 30, 2007, October 28, 2008, October
30, 2009). From this information, we can infer that over the period 1994 to
1998 the annual increase in the NIP budget was approximately $0.3 billion, and
since overall funding of intelligence agencies remained constant until Septem-
ber 11,2001, that the 2001 NIP budget was approximately $18.7 billion (or $23
billion in 2010 dollars). The NIP budget in the period 2007 to 2009 increased
at an average of $3.15 billion per year. If we extrapolate these rises backward to
2002, we arrive at an estimated annual budget for NIP of $27.8 billion for that
year (see figure 1.1). As we would expect, figure 1.1 shows a significant increase
in NIP expenditure after 2001.

The MIP budget on intelligence is approximately $25.2 billion if the 2009
NIP budget of $49.8 billion ($50.6 billion in 2010 dollars) is deducted from
the total of $75 billion estimated by Director Blair. This is about half of the NIP
budget, which is a similar proportion to that observed before 2001 (Daggett
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Known (Unclassified) and Extrapolated NIP Annual Expenditures.

2004, 3). Approximately two thirds of the MIP is devoted to the TIARA pro-
gram, which includes a “diverse array of reconnaissance and target acquisition
programs which are a functional part of the basic military force structure

and provide direct support to military operations” (Thomas J. Nicola, “9/11
Commission Recommendations: Intelligence Budget,” CRS Report for
Congress, September 27, 2004, 3). The remaining third of the MIP budget is
to support the Joint Military Intelligence Program, which funds defensewide
intelligence requirements (Daggett 2004, 3). Increases in the NIP budget
since 2001, adjusted for inflation, resulted in enhanced expenditures of $27.6
billion in 2009 or $220 billion over the 2002 to 2011 period (in 2010 dollars).
Enhanced MIP expenditures are 50 percent of NIP expenditures, resulting in
$13.8 billion in 2009 and $110 billion over the period 2002 to 2010. En-
hanced national intelligence expenditures in the decade since 9/11 thus sum
to $330 billion.

Some of the federal homeland security budget described in table I.1
includes “intelligence and warning” activities by the DHS Office of Intelligence
and Analysis and by the Department of Justice (mainly the FBI), as well as some
domestic counterterrorism efforts to “identify, thwart, and prosecute terrorists
in the United States,” of which the largest contributors are the Department of
Justice (largely for the FBI) and DHS (largely for Immigration and Customs
Enforcement).
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Because NIP includes intelligence activities of the FBI and DHS in its
budget, we need to factor out these costs. The DHS Office of Intelligence and
Analysis has an annual budget of $347 million (FY2011 Budget in Brief, DHS,
43), and the 2009 Department of Justice homeland security allocation for
“preventing and disrupting terrorist attacks” is $3 billion (“Analytical Perspec-
tives: Budget of the United States Government,” Office of Management and
Budget, Fiscal Year 2011, 380), while the intelligence activities of other agencies
included in the federal government homeland security budget are minor by
comparison: for example, Department of Energy’s Office of Intelligence and
Counter Intelligence spends some $50 million, Department of State’s Bureau
of Intelligence and Research $59.8 million, Department of Treasury’s Office of
National Security and Intelligence less than $75 million, and so on. We conser-
vatively take the total enhanced expenditures of these government agencies on
intelligence activities after 2001 levels to be $3.0 billion per year in 2010 dollars,
cumulating to $30 billion over the decade.

Hence NIP expenditure not already included in enhanced federal govern-
ment homeland security spending comes approximately to $24.6 billion in 2009
and $190 billion for the period 2002 to 2011. It is important to note that there is
no Department of Defense allocation for federal government homeland security
spending under the activities “intelligence-and-warning and domestic counter-
terrorism.” A MIP expenditure of $110 billion is therefore a realistic estimate of
all defense-related intelligence expenditure. Total enhanced intelligence expen-
diture is thus $300 billion for the decade after 2001.

The question is then how much of this expenditure relates to homeland
security in the United States?

The distinction between domestic and foreign intelligence activities is
increasingly becoming blurred because many, or most, serious threats to the
U.S. homeland since 2001 have originated outside the United States. This is
why national intelligence has “fused domestic and foreign intelligence to quickly
understand and disrupt homeland threats posed by alleged extremists” (ODNI
Fact Sheet, Office of the Director of National Intelligence, Washington, DC,
February 17,2010). Moreover, Director Blair testified after the 2009 Christmas
bomb plot that “the Intelligence Community highlighted the growing threat
to US and Western interests in the region posed by AQAP (Al Qa'ida in the
Arabian Peninsula), whose precursor elements attacked our embassy in Sana’a
in 2008. Our analysis focused on AQAP’s plans to strike US targets in Yemen,
but it also noted—increasingly in the fall of 2009—the possibility of targeting
the United States.” (Statement for the Record, Intelligence Reform: The Lessons
and Implications of the Christmas Day Attack, Senate Homeland Security and
Governmental Affairs Committee, January 20, 2010). “Intelligence community”
refers to all civilian and defense intelligence agencies. While national intelli-
gence clearly targets threats from foreign governments, such as identifying Iran’s
uranium enrichment facility in Qom, it also plays a pivotal role in identifying
transnational threats to the United States homeland from al-Qaeda and related
groups. The dramatic increase in national intelligence expenditure since 9/11 is
a direct response to the need for improved counterterrorism capabilities and to
military operations in Iraq and Afghanistan.
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Since unclassified information about the intelligence community places
significant emphasis on “defense of the homeland and in support of United States
national security interests at home and abroad” (ODNI Fact Sheet), we will as-
sume conservatively that, of increased NIP expenditures after 9/11 ($190 billion),
half is devoted to homeland security. However, we omit two thirds of the increased
MIP budget ($110 billion) because that is devoted to tactical reconnaissance and
target acquisition programs that are not related to homeland security. Enhanced
intelligence expenditure devoted to homeland security thus sums approximately
to $15 billion for 2009 and to $110 billion for the ten-year period after 9/11.
Although the OMB does not collect detailed homeland security expenditure
data from state, local, or private entities directly, it does note that “state and local
governments and private-sector firms also have devoted resources of their own
to the task of defending against terrorist threats” (“Analytical Perspectives:
Budget of the United States Government,” Office of Management and Budget,
Fiscal Year 2009, 31). The “National Strategy for Homeland Security” (Office of
Homeland Security 2002, 65) reports that “The National Governors Associa-
tion estimates that additional homeland security-related costs, incurred since
September 11 and through the end of 2002 will reach approximately $6 billion.
Similarly, the U.S. Conference of Mayors has estimated the costs incurred by
cities during this time period to be $2.6 billion. This totals $8.6 billion.”
Analytical Perspectives (FY 2005, p. 36) summarizes market reports from
International Horizons Unlimited and Deloitte Consulting, which indicate that
state and local expenditures varied from $6.5 to $29.2 billion in 2003 and from
$7.5 to $15 billion in 2004. These estimates “removed spending that was funded
by Federal grants to avoid double counting of spending that was reported by the
Federal Government.” A conservative estimate of annual state and local
expenditure is $10 billion, which when adjusted for inflation is $110 billion
over ten years.

Private-sector expenditures on security-related measures rose from approxi-
mately $36 billion to $45 billion per year between 2001 and 2008, equivalent to
0.36 percent of GDP (Hobijn and Sager 2007; there is a typographical error in
this article incorrectly referring to 0.46 percent of GDP). This estimate includes
only capital expenditure of electronic security systems and security guards,
ignoring physical security, I'T security, establishing and improving backup
systems, and other measures to ensure that activities can be maintained in the
event of a major disruption to normal operations. Based on 0.36 percent of
GDDP, enhanced private-sector costs would cumulate to $106 billion for the
decade after 9/11, assuming 2 percent growth in GDP each year. By compar-
ison, the Homeland Security Research Corporation report, “U.S. Homeland
Security Government and Private Sectors Market Outlook 2007-2011,” states
that the private sector “will only trail the DHS in homeland security procure-
ment volume,” totaling $32.9 billion for the 2006 to 2011 period, and this sum
applies to equipment only. A 2002 Brookings study estimates that the total
annual homeland security costs for the private sector will be about $10 billion
(Gunter et al. 2002, 84). Two private consulting firms have placed private-sec-
tor security spending between $4.8 and $46 billion for 2004 (Analytical
Perspectives, FY 2005, p. 36). A conservative estimate of private-sector
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18.

19.

20.

expenditure, therefore, is $10 billion per year. Adjusted for inflation, that comes
to $110 billion over ten years.

This total is conservative. The 2002 Office of Homeland Security report
“National Strategy for Homeland Security” concludes: “The United States
spends roughly $100 billion per year on homeland security” (p. xii). This figure
includes federal, state, and local law enforcement and emergency services, but it
excludes most funding for the armed forces. Another estimate is even higher.
“The Homeland Security Market: The World’s Most Challenging Emerging
Business Environment,” a 2002 Deloitte Consulting report, estimates that “$90
to $140 billion will be spent in 2003 towards antiterrorism or ‘homeland
security’ preparedness across the U.S. including both government and industry
spending” (as summarized in Bryan S. Ware, Anthony Beverina, Lester Gong,
and Brian Colder, “A Risk-Based Decision Support System for Antiterrorism,”
August 14,2002, 3; available at www.dsbox.com/Documents/MSS_A_Risk-
Based_Decision_Support System_for Antiterrorism.pdf). These figures
multiplied by ten years total more than one trillion dollars.

Annual terrorism risk insurance premiums total $3.6 billion, which in 2010
dollars is $40 billion over 10 years (Treverton et al. 2008, 76).

Enhanced TSA security measures increased average delays by 19.5 minutes in
2004. Based on 2004 passenger statistics of 785 million one-way domestic
flights, resulting in 255 million hours waiting. Since surveys suggest that
passengers value their time at about $37 per hour, total opportunity cost is $10
billion in 2010 dollars, and multiplied by ten years the cumulative cost is $100
billion. While average passenger delays may have been reduced since 2004,
delays can still be considerable, especially at peak times. In general, many
passengers continue to arrive early at the airport in anticipation of delays
(Treverton et al. 2008, 75-76).

The inconvenience of extra passenger screening and added costs at airports after
9/11 caused many short-haul passengers to drive to their destination instead,
and, since airline travel is far safer then car travel, this has led to an increase of
500 U.S. traffic fatalities per year. Using DHS-mandated value of statistical life
of $6.5 million, this equates to a loss of $3.2 billion per year, or $32 billion over
the period 2002 to 2011 (Blalock et al. 2007).

Many of the costs, delays, and inconveniences associated with enhanced
security regulations will result in declines in the quantities of goods or services
provided or an increase in their price. Consumers respond to price increases or
lack of availability by purchasing less, resulting in an efficiency loss or “dead-
weight loss.” This can potentially cause losses in consumer welfare of between
$5 billion (Ellig et al. 2006, 30) and $24 billion per year (Treverton et al. 2008,
76). When adjusted to 2010 dollars and multiplied by ten years, the cumulative
losses are $52 billion to $250 billion. We will conservatively assume $10 billion
per year or $100 billion over the decade after 9/11.

An additional deadweight loss arises from the marginal excess burden of
taxes required to pay for homeland security expenditure because “under any
tax system, every dollar collected in taxes results in distortions that reduce the
efficiency of the economy and lower national income” (Office of Homeland
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21.

22.

23.
24.

Security 2002, 65). For the United States, a reasonable estimate is $0.25 for
every dollar of tax revenue (OMB, “Guidelines and Discount Rates for Benefit-
Cost Analysis of Federal Programs (Revised),” Circular No. A-94, October 29,
1992, 13). When applied to enhanced federal, state, and local expenditures, the
deadweight loss due to homeland security taxation over the 10 years since 9/11
is $580 billion. Multiplied by $0.25, this comes to $145 billion. When this is
added to the deadweight loss associated with costs, delays, and inconveniences
associated with enhanced security regulations ($100 billion) the total dead-
weight loss for the decade comes to approximately $245 billion.

“With enactment of the FY2009 Supplemental (H.R. 2346/P.L. 111-132) on
June 24, 2009, Congress has approved a total of about $944 billion for
military operations, base security, reconstruction, foreign aid, embassy costs,
and veterans’ health care for the three operations initiated since the 9/11
attacks: Operation Enduring Freedom (OEF) Afghanistan and other counter
terror operations; Operation Noble Eagle (ONE), providing enhanced
security at military bases; and Operation Iraqi Freedom (OIF),” and FY2009
war funding totals $150 billion (Amy Belasco, “The Cost of Iraq, Afghanistan,
and Other Global War on Terror Operations since 9/11,” CRS Report for
Congress, Congressional Research Service, September 28, 2009, 1-2). If
FY2011 war expenditure is similar to FY2010 levels, terror-related war
expenditures in Iraq and Afghanistan exceed $1.2 trillion. For much higher
estimates, including not only the direct costs during the wars’ first several
years, but longer term costs, see Stiglitz and Bilmes 2008. In domestic debate,
the war in Iraq has commonly been justified as part of the war on terror, as in
George W. Bush’s “we fight them there so we don’t have to fight them here.”
In his speech to the American people of September 8, 2003, requesting an
additional $87 billion for the war in Iraq, Bush used the words terror or
terrorists 26 times. Justifications for the Afghanistan war (and for related
efforts in Pakistan) were similar at the beginning and continue to be so:
according to Ambassador Richard Holbrooke, the “fundamental difference”
between Afghanistan and Vietnam “is 9/11. The Vietcong and the North
Vietnamese never posed a threat to the United States homeland. The people
0f9/11 who were in that area still do and are still planning. That is why we’re
in the region with troops. That’s the only justification for what we’re doing”
(Matthew Kaminski, “Holbrooke of South Asia: America’s Regional Envoy
Says Pakistan’s Tribal Areas Are the Problem,” Wall Street Journal, April 11,
2009, emphasis added).

In 2001, the postmaster general asked Congress for “a one-time appropriation
of up to $2 billion to help offset the unanticipated decline in mail volume” that
year, as well as “about $3 billion to help cover one-time direct costs, including
the purchase of sanitization equipment; and the testing, cleaning and restora-
tion of NY facilities lost or damaged in the September 11 attacks”: www.usps.
com/news/2001/press/mailsecurity/allfag.htm.

Blalock et al. 2009. This equates to a loss of $15 billion.

The Air Transport Association estimates that this costs airlines $220 million per
year in lost revenue. Ted Poe, Department of Homeland Security Appropriations
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